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Abstract

The S/MIME development community benefits from sharing samples of signed or encrypted data.
This document facilitates such collaboration by defining a small set of X.509v3 certificates and
keys for use when generating such samples.

Status of This Memo

This document is not an Internet Standards Track specification; it is published for informational
purposes.

This document is a product of the Internet Engineering Task Force (IETF). It represents the
consensus of the IETF community. It has received public review and has been approved for
publication by the Internet Engineering Steering Group (IESG). Not all documents approved by
the IESG are candidates for any level of Internet Standard; see Section 2 of RFC 7841.

Information about the current status of this document, any errata, and how to provide feedback
on it may be obtained at https://www.rfc-editor.org/info/rfc9216.

Copyright Notice

Copyright (c) 2022 IETF Trust and the persons identified as the document authors. All rights
reserved.

This document is subject to BCP 78 and the IETF Trust's Legal Provisions Relating to IETF
Documents (https://trustee.ietf.org/license-info) in effect on the date of publication of this
document. Please review these documents carefully, as they describe your rights and restrictions
with respect to this document. Code Components extracted from this document must include
Revised BSD License text as described in Section 4.e of the Trust Legal Provisions and are
provided without warranty as described in the Revised BSD License.
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1. Introduction

The S/MIME ([RFC8551]) development community, in particular the email development

community, benefits from sharing samples of signed and/or encrypted data. Often, the exact key

material used does not matter because the properties being tested pertain to implementation

correctness, completeness, or interoperability of the overall system. However, without access to

the relevant secret key material, a sample is useless.
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This document defines a small set of X.509v3 certificates ([RFC5280]) and secret keys for use when
generating or operating on such samples.

An example RSA Certification Authority is supplied, and sample RSA certificates are provided for
two "personas", Alice and Bob.

Additionally, an Ed25519 ([RFC8032]) Certification Authority is supplied, along with sample
Ed25519 certificates for two more "personas", Carlos and Dana.

This document focuses narrowly on functional, well-formed identity and key material. It is a
starting point that other documents can use to develop sample signed or encrypted messages, test
vectors, or other artifacts for improved interoperability.

1.1. Terminology

"Certification Authority" (or "CA"): a party capable of issuing X.509 certificates

"End Entity" (or "EE"): a party that is capable of using X.509 certificates (and their corresponding
secret key material)

"Mail User Agent" (or "MUA"): a program that generates or handles email messages ([RFC5322])

1.2. Prior Work

[RFC4134] contains some sample certificates as well as messages of various SMIME formats. That
older work has unacceptably old algorithm choices that may introduce failures when testing
modern systems: in 2019, some tools explicitly marked 1024-bit RSA and 1024-bit DSS as weak.

This earlier document also does not use the now widely accepted Privacy-Enhanced Mail (PEM)
encoding (see [RFC7468]) for the objects and instead embeds runnable Perl code to extract them
from the document.

It also includes examples of messages and other structures that are greater in ambition than this
document intends to be.

[RFC8410] includes an example X25519 certificate that is certified with Ed25519, but it appears to
be self issued, and it is not directly useful in testing an S/MIME-capable MUA.

2. Background

2.1. Certificate Usage

These X.509 certificates ([RFC5280]) are designed for use with S/MIME protections ([RFC8551]) for
email ([RFC5322]).

In particular, they should be usable with signed and encrypted messages as part of test suites and
interoperability frameworks.
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All end-entity and intermediate CA certificates are marked with Certificate Policies from [TEST-
POLICY] indicating that they are intended only for use in testing environments. End-entity
certificates are marked with policy 2.16.840.1.101.3.2.1.48.1 and intermediate CAs are marked with
policy 2.16.840.1.101.3.2.1.48.2.

2.2. Certificate Expiration

The certificates included in this document expire in 2052. This should be sufficiently far in the
future that they will be useful for a few decades. However, when testing tools in the far future (or
when playing with clock-skew scenarios), care should be taken to consider the certificate validity
window.

Due to this lengthy expiration window, these certificates will not be particularly useful to test or
evaluate the interaction between certificate expiration and protected messages.

2.3. Certificate Revocation

Because these are expected to be used in test suites or examples, and we do not expect there to be
online network services in these use cases, we do not expect these certificates to produce any
revocation artifacts.

As a result, none of the certificates include either an Online Certificate Status Protocol (OCSP)
indicator (see id-ad-ocsp as defined in the Authority Information Access X.509 extension in
Section 4.2.2.1 of [RFC5280]) or a Certificate Revocation List (CRL) indicator (see the CRL
Distribution Points X.509 extension as defined in Section 4.2.1.13 of [RFC5280]).

2.4. Using the CA in Test Suites

To use these end-entity certificates in a piece of software (for example, in a test suite or an
interoperability matrix), most tools will need to accept either the example RSA CA (Section 3) or
the example Ed25519 CA (Section 6) as a legitimate root authority.

Note that some tooling behaves differently for certificates validated by "locally installed root CAs"
than for pre-installed "system-level” root CAs). For example, many common implementations of
HTTP Public Key Pinning (HPKP) ([RFC7469]) only applied the designed protections when dealing
with a certificate issued by a pre-installed "system-level" root CA and were disabled when dealing
with a certificate issued by a "locally installed root CA".

To test some tooling specifically, it may be necessary to install the root CA as a "system-level" root
CA.

2.5. Certificate Chains

In most real-world examples, X.509 certificates are deployed with a chain of more than one X.509
certificate. In particular, there is typically a long-lived root CA that users' software knows about
upon installation, and the end-entity certificate is issued by an intermediate CA, which is in turn
issued by the root CA.
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The example end-entity certificates in this document can be used either with a simple two-link
certificate chain (they are directly certified by their corresponding root CA) or in a three-link
chain.

For example, Alice's encryption certificate (alice.encrypt.crt; see Section 4.3) can be
validated by a peer that directly trusts the example RSA CA's root cert (ca.rsa.crt; see Section
3.1):

ca.rsa.crt || alice.encrypt.crt

Figure 1: Validating Alice's encryption certificate directly when the issuing CA is a trust anchor

And it can also be validated by a peer that only directly trusts the example Ed25519 CA's root cert
(ca.25519.crt; see Section 6.1) via an intermediate cross-signed CA cert (ca.rsa.cross.crt;
see Section 3.3):

ca.25519.crt | ca.rsa.cross.crt —P» alice.encrypt.crt

Figure 2: Validating Alice's cert from a different trust anchor via an intermediate cross-signed CA
certificate

By omitting the cross-signed CA certs, it should be possible to test a "transvalid” certificate (an
end-entity certificate that is supplied without its intermediate certificate) in some configurations.

2.6. Passwords

Each secret key presented in this document is represented as a PEM-encoded PKCS #8 ([RFC5958])
object in cleartext form (it has no password).

As such, the secret key objects are not suitable for verifying interoperable password protection
schemes.

However, the PKCS #12 ([RFC7292]) objects do have simple textual passwords, because tooling for
dealing with passwordless PKCS #12 objects is underdeveloped at the time of this document.
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2.7. Secret Key Origins

The secret RSA keys in this document are all deterministically derived using provable prime
generation as found in [FIPS186-4] based on known seeds derived via SHA-256 ([SHA]) from
simple strings. The validation parameters for these derivations are stored in the objects
themselves as specified in [RFC8479].

The secret Ed25519 and X25519 keys in this document are all derived by hashing a simple string.
The seeds and their derivation are included in the document for informational purposes and to
allow recreation of the objects from appropriate tooling.

All RSA seeds used are 224 bits long (the first 224 bits of the SHA-256 digest of the origin string) and
are represented in hexadecimal.

3. Example RSA Certification Authority

The example RSA Certification Authority has the following information:

Name: Sample LAMPS RSA Certification Authority

3.1. RSA Certification Authority Root Certificate
This certificate is used to verify certificates issued by the example RSA Certification Authority.

————— BEGIN CERTIFICATE-----
MIIDezCCAmOgAwWIBAQITcBnOxb/zdaeCQlqp6yZUAGZUCDANBgkghkiGOwOBAQOF
ADBVMQOwCwYDVQQKEWRJRVRGMREwWDwWYDVQQLEwhMQU1QUYyBXRzEXMC8GATUEAXMo
U2FtcGx1IEXBTVBTIFJTQSBDZXJOBaWZpY2FBaWIuIEF1dGhvcm1BeTAgFwOXOTEX
MjAwWNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowVTENMAsGATUEChMESUVURJERMABG
ATUECXMITEFNUFMgV@cxMTAVBgNVBAMTKFNhbXBsZSBMQU1QUyBSUBEgQ2VydGlm
aWNhdGlvbiBBdXRob3JpdHkwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWggEKAOIB
AQC2GGPTEFVNdi@LsiQ79ABMz2G+LRJ1bX2vNo8STibAnyQ9VzFrGJHjUhRX/Omr
OP3rDCB2SYfBPVwdBCdC6z9qfJkcVxDcT1hK+VS9vKncLOIPUY1lkJwWuMpXallelz
+zCuV+gjVv83UvnewTn39MCmymu7nFPzihcuOnbMYOCdMmUbi1Dm8TX9P6itFR3hi
THpSKMbkoX1M1837WaFfx57kBIoIuNjKEyPIuK9wGUAeppc5QAHJg95PPEHNHIMM
yhBzClmgkyozRSeSrkxq9XeJKU941WGazBzb4karCur/eiMoCk3YNV8L3styvcMG
1qUDCAaKx6FZET7hE9RN6L3bAgMBAAGjQjBAMABGATUdEWEB/WQFMAMBAf8wDgYD
VROPAQH/BAQDAgEGMBOGAT1UdDgQWBBSRMI58BxcMp/EJKGU2GmccaHbOWTANBgkq
hkiGO9wOBAQOFAAOCAQEACDXW1JGjzKadNMPcF1ZInZC+H17RLrcBDR25jMCXg9yL
IWGVEcNp2fH4+YHTRTGLH81aPADMdUGHgpfcfqwjesavt/m0BTOSOL jJORVMI3fE
heSNUHUigVRONnjTVW2EBz7e2p+v3t0OsMnunvm6PIDgHXxx0OW6mjzMX71G74bJfo+v
dx+jI/aXt+iih5pi7/2Yu9eTDVu+S52wsnF89BEJeVOr+EmGDxUv47D+5KuQpKM9
U/isXpwC6K/36T8Rhhd0OQXDqOMt91TZ4dJTTOM3cmo80zzcxsKMDStZHO0zCBtBq
uIbwWw50a720/Iwg9v+WOWkSBCWEadf/uK+cRicxrQ==

————— END CERTIFICATE-----
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3.2. RSA Certification Authority Secret Key

This secret key material is used by the example RSA Certification Authority to issue new
certificates.

————— BEGIN PRIVATE KEY-----
MITE+wIBADANBgkqhkiGOw@BAQEFAASCBKgwggSkAgEAAOIBAQC2GGPTEFVNdilL
$1Q79ABMz2G+LRJ1bX2vNo8STibAnyQ9VzFrGJHjUhRX/0OmrOP3rDCB2SYfBPVwd
0CdC6z9qfJkcVxDc1hK+VS9vKncLOIPUY1lkJwWuMpXalIelz+zCuV+gjV83Uvnow
Tn39MCmymu7nFPzihcuOnbMYOCdMmUbi1Dm8TX9P6itFR3hiIHpSKMbkoX1M1837
WaFfx57kBIoIuNjKEyPIuKOwGUAeppc5QAHJg95PPEHNHImMMYyhBzC1lmgkyozRSeS
rkxq9XeJKU941WGazZ0zb4karCur/eiMoCk3YNV8L3styvcMG1qUDCAaKx6FZEf7h
E9RN6L3bAgMBAAECggEAE3tFhsm7DpgDlro+1Sk1kjbHssR4s0BHb4zrPp6c18P0
6T8gWuBcj1Dz0zykNTzaMaDxAia4vuxVJBTmberkNHzTFqyb8bx3ceSEOCT3aoyq
5fiFpROL6Ba1vgg8RTVNCAIApHNa4pVkOXD8Wg+h7mlUAOYGbie5U08/P2gWjc0Oz
+zcheyYXJS/iuu@t2/FOihEWGcXBmoc8D++n7mKst2jkAHD4w1PN2MgVgnmagpBz
gobFNmCZyZpDS+PPTtQZ1XvdGF5Sodc+Fz+jpWun1kqxDHE4UIZzDA/HAaBgORbm
aEZaVs0s9ZExeqO0tqu2fPB7zF/1JKdRk4UJOUxSB0QKBgQDJwonP5Rwv0@sYoCiw
zuFcYTmN/hI3R3viKuxr19CH6+mvuIU8500IHF6TiouZwhk+6+Vk7rcXdS554DT4
2RbVrX/5i/M0zx8c8IIwoZJIasLz+vx8F4n6hyhV65bXN7AIBojMh2dt8tP2MZ/R
VEfsk4mNmO6yKuzyAfjJziCnCQKBgQDNDHOUYUIPkqOPSvViKQFJFCB9BJPFh1d2
pIgoziw/JZzM3W3IWUBKWG7UxSBT3xmn3IX6xmWW4vX1/088yb0ObZWYPBedb61GM
I9D0I5igndLgDwyOL2PFuZh5pqqc@9DE+cpJW4nNoudgTNmCr jhmxNCGKgGj1D8z
/0kSccvywwKBgDdOReajRUziEjDxjF2UbzKx81zJsX4KIs22GIdHqSRCvlcy80Qa
5WN3ULNiyB35@HCP69WDFMXYym5rJoQjPvh6GIuhYKv4V8fffxkYv5kx5uWiXzZVvJ
7v2x+m8rMqlyv+pkyWLV8KKytHmdiBzD+oTWxF7r4uel jtaxngzxn93pAoGBAKpR
rROPnroKHUbSE/drUNZFLvnZwPDv6108T978tONL372pUT9KjR8eN31DaMpoQOpc
BqvpSoQjBLt1nDysV2krIORWMIOzAWCOE9C8RMvJ6+RdU50Q1BSy jvLGaKi5AAHkK
PTk8cGYVO1BCHG1X8p3XYfwBxQaHxtuVCV8eYgCvAoGBAIZeiVhcBYTJOjUadz+0
vS0zA1arg5k2YCPCGf7z+ijM5rbMk7jrYixD6WMjTOKkVLHDsSVXMBpbA7GhL7TKy5
cepBHT1PVwxEI18dqN+UoeJeBpnHo/cjJOiCR9/aMJzI+qiUo30MDR+UH99NIddKN
175GRVLAeWBIzgt@9EMEiID9joDswOQYKKwYBBAGSCBIIATErMCkGCWCGSAF1AwQC
AgQcpcG3hHYU7WYaawUiNRQotLfwnYzMotmTAt1i6Q==

----- END PRIVATE KEY-----

This secret key was generated using provable prime generation found in [FIPS186-4] using the
seed a5¢c1b7847614ed661a6b0522351428b4b7f09d8ccca2d99302dd62e9. This seed is the first
224 bits of the SHA-256 ([SHA]) digest of the string draft-lamps-sample-certs-
keygen.ca.rsa.seed

3.3. RSA Certification Authority Cross-Signed Certificate

If an email client only trusts the Ed25519 Certification Authority Root Certificate found in Section
6.1, they can use this intermediate CA certificate to verify any end-entity certificate issued by the
example RSA Certification Authority.
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————— BEGIN CERTIFICATE----- rrmLQJSE5GJmm7cYX
FFJBGYc3NWz1lxxyfJLsh@yYh@4dxdM8R5hcD

————— END CERTIFICATE-----

4. Alice's Sample Certificates

Alice has the following information:

Name: Alice Lovelace

Email Address: alice@smime.example

4.1. Alice's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by Alice.

Gillmor Informational
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————— BEGIN CERTIFICATE-----
MIIDzzCCAregAwIBAgITNOEFee11fOKpolw69Phqzpqp1zANBgkqhkiGOwOBAQOF
ADBVMQOwCwYDVQQKEWRJRVRGMREwWDwWYDVQQLEwWhMQU1QUYBXRzEXMC8GATUEAXMo
U2FtcGx1IEXBTVBTIFJTQSBDZXJ0aWZpY2FBaWOuIEF1dGhveml0eTAgFwOX0TEX
MjAwNjUBMThaGA8yMDUyMDkyNzA2NTQx0OFowOzENMAsGATUEChMESUVURJERMABG
ATUECXMITEFNUFMgVOcxFzAVBgNVBAMTDkFsaWN1IExvdmVsYWNIMIIBIjANBgkq
hkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEAtPSJ6Fg4Fj5Nmn9PkrYo@jTkfCv4ATfA/
pdO/KLpZbJOAEr0sI7Aja07B1GuMUFJeSTulamNfCwDcDkY63PQW1+DILs7GxVwX
urhYdzlaV5hcUqVAckPvedDBc/3rz4D/esFfs+E7QMFtmd+K04s+A8TCNO12DRVB
DpbP4JFD9hsc8prDtpGmFk7rdoq8ggnhxBW2RZAelLqzJOMayCQtws1q7ktkNBR2w
ZX5ICjecF1YJFhX4jrnHwp/iELGqqaNXd3/YOpG7QFecN7836IPPdfTMSiPR+peC
rhJZwLSewbWXLJe3VMvbvQjoBMpEY1aJBUIKk01zQ1Pq90njlsJLOWIDAQAB0o4Gv
MIGsMAwWGATUdEwWEB/wQCMAAwWFwYDVROgBBAwD jAMBgpghkgBZQMCATABMB4GA1Ud
EQQXMBWBE2FsaWN1QHNtaW11lLmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUHAwWQw
DgYDVROPAQH/BAQDAghAMBBGA1UdDgQWBBS79syyLROGEhyXrilqkBDTIGZmczAf
BgNVHSMEGDAWgBSRMI58BxcMp /EJKGU2GmccaHbOWTANBgkqhkiGO9wOBAQOFAAQC
AQEAc4miNqf0qaBpI3f+CpJDhxtuZ2P9HjQEQ+v6BdP7GKJ19naIs3BjJ0d64roA
KHAp+c284VvyVXWJ99FMX8q2ZUQMxH+xh60Afzcozmnd6XaVWHg4eHI jS027PmhK
EToAJKKhDbdbEcZXL2+x1V+duGymWtaDB1DZZukKYr7agyHahiXRn/C9cy31wbgN
sy9x0fjPQg6+DgatiQpMz9EIae6aCHHBhOiPU7IPkazgPYgkLD59fk4PGHNYxs1F
hd06zZk9E8zwlc1ALgZa/iSbczisqckN3qGehD2s16jMhwFXLJtBiN+uCDgNG/D®O
qyTbY4fgKieUHx/tHuzUszZxJg==

————— END CERTIFICATE-----

4.2. Alice's Signing Private Key Material

This private key material is used by Alice to create signatures.
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————— BEGIN PRIVATE KEY-----
MITE+gIBADANBgkqhkiGOw@BAQEFAASCBKcwggSjAgEAAOIBAQCB9InoWDgWPk2a@cVPs
D7I1Z0Lfs+SSTeNEXxD57mjyyufpV650cNcTmSJAMMX2jWQ8ndnOuWPcc5J6fNVT
aufa7ZB0aeKHNA8XXL3GYi1M9QKBgQC35xKi7f2JmGtsYY21tfRuDUM6GE jhMW6b7————— END PRIVATE KEY-----

This secret key was generated using provable prime generation found in [FIPS186-4] using the
seed 92¢c89d4330d3d8e31d4fde9b9dOfeb6e9fc142141dd65a45e5b436105. This seed is the first
224 hits of the SHA-256 ([SHA]) digest of the stringdraft-lamps-sample-certs-
keygen.alice.sign.seed

4.3. Alice's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Alice.
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————— BEGIN CERTIFICATE-----
MIIDzzCCAregAwIBAgITDY@1vRE510r0Q1SHoe49NAaKtDANBgkqhkiGO9wOBAQOF jAMBgpghkgBZQMCATABMB4GA1Ud
EQQXMBWBE2FsaWN1QHNtaW11lLmV4YW1wbGUWEWYDVRO1BAwwCgYIKwYBBQUHAwWQw
DgYDVROPAQH/BAQDAgUgMBBGA1UdDgQWBBSiUBGHVRDYAKRV8ASPw546vzfN3DzAf
BgNVHSMEGDAWgBSRMI58BxcMp /EJKGU2GmccaHbOWTANBgkqhkiGO9wOBAQOFAAQC
AQEAgUl40JyxMpwWpAylOvK6NEbM11gD5HT14EC4AMuxq1u@q2XgX0OSBHI6DTX/4LD
stx7fSTus8gWVY3WqMeuOA7IizkBD+GDEu8uKveERRXZncxGwy2MfbH1Ib3U8QzT
jqB8+dz2AwYeMx0DWq9opwtA/1TOkRg8uuivZfg/m5fFo/Qsh1lHNaaTDVEXsU4Ps
98Hm/3gznbvhdjFbZbi40Z3tAadR1E5K9JiQaJYOnUmGpfB8PPWDR6chMZeegSQA
W++0IKqHrg/WEh4yiuPfgmAvX2hZkPpivNJYdTPUXTS07K459CygbqG+sNOo2kc1
NTX185RHNrVKQK+LOYWY1Q+hWA==

----- END CERTIFICATE-----

4.4. Alice's Decryption Private Key Material

This private key material is used by Alice to decrypt messages.
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————— BEGIN PRIVATE KEY-----
MITE+gIBADANBgkqhkiGOw@BAQEFAASCBKcwggSjAgEAA0IBAQCalSn6i8Gi44 /o
AVAN5GNCk4PHHNj rSfWUnnelN41KImVaTC3D9zFCrS3i4Pa9ZgHyA5Qf8JW3ZmnV@DCTRYhWQSDjBfiQNboazHObVPz45qP10f0t2iPEHeX+@BbnSe/0y+t00UbkRMtXhnViVhCcOt6BUcsHupbu?2
Adub72KLk+gvASDduuatGjqg0zA5BgorBgEEAZIIEggBMSswKQYJYIZIAWUDBAIC
BBwc90hJ9ORfRmxCciUfX5a3f6Bpiz6Ys/Hugge/

————— END PRIVATE KEY-----

This secret key was generated using provable prime generation found in [FIPS186-4] using the
seed 1cf74849f7445f466c4272251f5f96b77fa0698b3e98b3f1ee8207bf. This seed is the first
224 hits of the SHA-256 ([SHA]) digest of the stringdraft-lamps-sample-certs-
keygen.alice.encrypt.seed

4.5. PKCS #12 Object for Alice

This PKCS #12 ([RFC7292]) object contains the same information as presented in Sections 3.3,4.1,
4.2,4.3,and 4.4.

It is locked with the simple five-letter password alice.
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————— BEGIN PKCS12-----
@IVCglRatN6rSyJBF8J1BQW5pZGco8AWTM1pK3RrdIDziheA8DIBB+KT
4JZB06UprlcZ5wBY6ncXWa5E4feb57Cd3bB+zJuubBX9f4yG/JBcSF59w92c/6Qb
i4EFk6tAiz19PxuLLwjco71e69Jiav19Ph/WJpf/XCEurw7K+VAeZALFW41G/D36
WIBRC2shisHB3j8+3fNPcvi4Fy3EKZNW41rZFAjbBtloCxk5rcfRS7vxucAvC5X9
4bmOxEcdOysnuplH77u+CWWxjCk414S1KZTUbwc1a@B6yRDvojUMZkDzMgsxyYjn
JG5QhMFQrTyALwWCgJsP/rAf5xPhG2p+9QulOyiBIIZwvKNKRQKL+YLcvYvTh1bhj
rUflYzzvviyXCy9LcX2GBop9yBFJzIcmKfLOMGua6WIkWX2BIjhGTtu6VThmRHuf
0sgNg/ZrNCTYa7e1D6gwP5uFRecSZdAST+0XTe6M7e/vaN4Go4A3H8+d53SYQP6N
pTt/a®DTHzY77aNMh+mzkIHCT1W3zUd1S48tUyJMiAN3Tt+RfhHZfgloJ7IdcYdM2
01I+UD/5L9ghxN8dh13Fi3rDyn6Y5xB1xFuZ@mLjoEI+3Pr1+B9Kgf+o/hxFttfx
TuP1XcHtBa4gBr6g7fwGNssfw5S6g6hSOUDTAYOpvLaatil2TZmeYZzij19ssv36
kr1vVaRV9xcQCbY@5ucD+buymFXPn/rhVdxhgIydmvOtdzDozy@WFDTvgjUBNeRnC
eMVD6AIWdWO1mBqOcI1JSOaY2FWmBKju62XZA8YIRowlLysuq3zIgDmzmqJFKwuA
mMRMZmUVhophMEn86 rwob3Z87gNbyy1U/dXi+s6Vybx/kiwDXjfyhWBnhn1gkhgiv
0o0hGtt+yAliCVuHQ1E10QeQNB4C5QTUBdTWOj489Ft6wpvmOtqcl6NpnRYUhbCoF
XhFr4wswggR3BgkghkiGO9weBBwagggROMIIEZAIBADCCBFOGCSqGSIb3DQEHATAC
BgoghkiG9wOBDAEDMA4ECPoEFEHQGB9dAgIU50CCBDAOrGHYN47xktt1J1VVvWQZN
BYIMFzLN6p2/zKotGf7EMdgSdwlxkhKTWxunfoP/gfRD6boXTAA7ukJDsSHXZr fXF
KjI4HI2oa/NihwgctphcLonBJXcofuHv+1oP9MPLtwu3Mo1wsWTiHpf5XmxMoZQw
fbrp2ohLugJO1ZRBO9RfAUpaAhtFg91pLOtXEpz7GULEYOnYh9R8iu9bSel8bpl4S
+AoxzXD4gYiEU6Yi0/47aRstd3H4u3ERDNUKSoqVsts1RSKnK/WrGYUwoy7KkNDwy
DBitfosMY@rpWEe5rXTBwJkBodc1l3LBpDbNzdbrZw+e+yObJ9zfR1MplOxVfoiji
q9UbRdgN2yoORKwF6c63V2RdAF5tjQHNNIM3K3tC9zEis11jgn9LeOLB9Cd1qyE4P
WFfmHNOgwqDF1eX96 TmUipmYM63H6jcbnSc6p7eIZtCrqGjhsTqFwcMgB4WaXWeHD
ffLXSZdzIUB+zfC8tftUUEOUX3tX4110U7K8uAuQTSK/AXwUj+MbQVh1z8te4FVr
w4ulZ184IYghD3VdIOxXiZk fSKChRz8/7QacrXFvfKkrcrxS2iHMoxhoJ7WETNtI
s1W5R5runj61r50VT4HCFNFQfGBbTtV9AdP7yka9aQDWxPCoXFgeb1QB1F/BigzW
02JP5Lcrw71a@y88QbTzWhi57d4he50IpOwHUiLIGPh7s792m11tvuSpRKJKOXWv6Eh@4d1lhFsnhD
qr94Y9E30/rpFOyUb2gCehEgT9nppVuMeridsCkHgemmgVr/52Xv/XK9dx4+YBjL
4/31d0/yVJURqDIHH8040gF4rflkz0alrZ9nJFugPOUM8oNysal9yr7/D1i1juVe
MIIDZwYJKoZIhvcNAQcGoIIDWDCCAT1QCAQAwggNNBgkqhkiGO9wOBBWEWHAYKKoZI
hvcNAQwBAzAOBAidIqBxZFwvagICFCKAggMgTzrUv4/12Jqnv3AL+P6990uX1ybZ
NcTwC+hMRVOHoOFuAAybzdSRBAaZch1+8GheU8yz7IYWmLNnT1PNHX1Z8inIYfmTfk
Pa34Rk8s/RxJIe8LMYL1qjk/FMq/FpgcBS65S6bXvJ69Hb8gtAoGW8P1bBdd9bvG
NbAk@Oh5r+IWiH4U8zGpcqWDWRgieGICsYOOHVX4KKMV6FIjFVCTZevORVoyzmSX
ZZgxqrbjw4CZqOWReHPI3aEt5xVX3BihRGi4EIyia6yU10V0OZTGBKqWUeKmOA5Gw
SX3mH/kLiya3gwwGvdqlncXc1l7V1STNTHFyp4ebGKg4CsZ6NkWjocwq2PwM/TqoZ
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 j8S
N84anzTOxb1yx6aw6IL+uBLC4jISgNFijaF5pwjLSbgTs5Z7skZdCam86xYmdJVO
ES/ugqFCQFUSamXXNbotviQk8 jWuJFz+BXzPYJN3t+3mp6SmgTZ2zP8FUQEE4GbSH
DqYV621DcWRo/mao8xzX/mvkKm4ddGBldiusoHZalL4gdo2A1qThSMnMBsciC+jE]j
DqOr70XhHccTDW8wggWUBgkghkiG9weBBwGgggWFBIIFgTCCBXOwggV5BgsghkiG
9wBBDA0BAqCCBSYwggUiMBwGCiqGSIb3DQEMAQMwWDgQIehcRLmVUApMCAhQOBIIF
AHb5dXZKzCeRU02ZSjBoyuFS3zQ5HhKyfapsyCqbYCKv/1SzNYWvuda7xfa+uOM7
/WCB9sWdzOMTpaBMHWx9hvibZIY650M+ry4tTuKKqOJ1370snjBOdSNTKszsI3fa
PUjs1lxqIH3aC1shD70qhIRGZzRjK44PJyWv6260QrgVtTYRINYTdee+SbBZbkEt/
EpWipwftWXGR6tSYJQn99e09Vih8HyQvwIpidUh3pCFOlow4VZyAqIWOHCcWITAjB
XNv+qfdH7 fiX9wM5/GvnQReIsqjXCUoc6pSQIAQD/f+I/d1F2ZmgM7KwXOLGRER9
OWZGyF734pN9GLbNetWm6rKxm1lSI/5m6+2Jxxfann16P+vBSEgWJ/I8GnJAdzIbB
Tyfjog4Gi2+1mrPzK7+C79ntMInfsr4xVzy/BknwZIaJksd4VvOGkS9nfM6shtBJ
BOuR+GJfthtsvIVUHNOkz2r /1VzMSRbOg9yR53hv1H/nXCmUjWz/BvobmoaVBcCm
mOnNnYZTHMNarIVYdLQFif5ZLH7WV/XVEVIoRNtNRiKsK96VAHM5XboWQGCqLBheh
IX3Nily1genGm1aF1SQNMvVLDkoTILDTKrINvVPmjG/WFoLntpJFPtYZsooT1jjXLw
3VTSodtgKQNdPYOEidSJqwIS87fzrCB2WmwysBiGfdsuNhSagNgqa@dMO6FiW2fku
X7H+w7SX1/n9YeZUNLOcewLcC7E8IATIarjglZET1L6Yb21dXxV9q3PPOWKuGnaho
TKND6mMLN5BIGOGTzF1VspXRrJhFrcLe+xsJR1r6niI3bcMWXXy7gbm1X/CRE9021I
ynxXxET1oDR+xZ6rjPWDJP7kVf4GvA8trCGrot4pbJbmwlBeMIylScdQoHEnyqrenOn
RMmXZaKz13njtq7Wk78qoJgBa6Vh/sde®@KcOPFkyTZdMB1TztmOK2VJU3jUVZP1M
OWY2fyGDoA8901+/MiNsgiaEghGybXBYipOex+p7j1GIRN/CKmpWsqjZnB78kyXm
Z6AE1vC6neD/7zANINDkzXiun6ic72LoBX3JGiCSuM6hIPJOAcDwW1zTDu@H2rCQN
w+tivJ2v4KbgeKocb6beQb5fZHs7VsWHikIcpwgB5ngwt34wHgFGONTS41ZmvzSJ7
FMRVGmsDYkDTpZzgNOaxiUBQMcEvxNIe3nAmA+dvB7w6XRQVSUsL+vBFhHiWGZ7h
k5sCeHE1ewXKOSyJADgfF1Yq3EfEgZ13h4wtoSfbBVtzbbyg2LNegUCLfIJkc7fm
T7X7JSxbjOgndMHEeMdVb+NFxbgsXYrYD8rC2A815¢cQzZrsxb1bvgybEJz+NU/52
UgGrPmdjJKuGBK/V2zor6qPvKyId1Gb4QQuIoyClwhZ+qk9nE4Eft84y7ISgMywH
+1w87HrSHKfpqzQhCx1rLu53IYK/4PhE7BYC9Q4tvISZXSGZ+nju4tyzERSlaNe5
njUeIENr4B/+kXULwVDcvMFHqUFJMkFai8FUga7gyipZ+654c1GgJjnNBO1va8Jc
dtdPRRW4gwdrVn8u8J78KBzt6ChkrpKRV8VeWKBk91hcTOZNpJnNghDrkfzHBqP@
Uo133I7P7C+h9sNDI153W6I0IodyQEBAVIWXxHo4y/1d1VeGDaB7h0SDq9ZMpm9n1
En7F6/1/s4IUZHja/qRrK9hD4MOXqOLhFXuUzuipo490MUAWGQYJKoZIhvcNAQkU
MQweCgBhAGwAaQBjAGUWIWYJKoZIhvcNAQKVMRYEFKJTQAVEPIApFXwBI/Dnjq/N
83cPMIIF1AYJKoZIhvcNAQcBoIIFhQSCBYEwggVIMIIFeQYLKoZIhveNAQwKAQKg
ggUmMIIFIjAcBgoqhkiGO9w@BDAEDMA4ECKg4DtyiayOyAgIUpQSCBQAKQtkP0S4s
LE60s7nP4RaJWBuyX127V/06TusBRBgQoPzP+aC+099wgisEKedyB47bAzc04sba
4q8UKERAsSYHcEhdD2hGRCL70u9jTtrr4RgZpa5VvV9CJcB0Bt4bqy21UefOpm6no+R
X840uyM4q5Q+cfH1rTQ1a/a+gLglbptoEkH/4dfR3ELYiXcM5UrBYTJOHCYME8c+
TXbpf7kiplTtlsrlZyU5zrWexngrBxwFA+085W/uVR3QZSW+EGX/VCYWGruZlNyt
BvBYjsYsnC+yKYXbgL81DgOePy+eh6VX64SwBLXcWcY+NK2EZrhzrUF j1+PXFKY3
IVVPJhTE907gJABhzvAan0luWXozD3 /WPQaXhyIJDwM2MjznjL2MBydpy9K8Cio7
XaV6PX8DszIZkfI4DAz5f7G7WbwUq3IjPPPWilv+JsR+dnqzWDJ22SXc+AdQP2sK
gMvP8gOpHOsV1XXE76c5rUcZCZD+gGv1av07YttWgbDqLj60oQEIJ8LXOQvwdOYEh
etE@bJSuv2njhQDhLkH/JIbmFSgJZeM8dtKHb8f5wZc2B+nXGB+TFboGzSuP7gaW
ulvKsJNqT/J/FYEqcamI2F+td7z1sGfbR9ckAcxXeb2uPVbCJ1a50gR1z9qVm5Hb
5f53X7a0QQp3F3LDGAMJ+GFQ/0oXXwabqn4TvNO9KDhxpGcMMU9RNugUfNU9GBeco
vfrzmVKZdmJ36HOmMnLvgRakRhCV3kGABXY83hwUv17E1qASLKcAWIachkCCGpBG
yGtP2I0ZTn7PsLJRT1BzKnePa7MgFcgoCToIpdQnCTtAsalmBm1s480LN3GB50jeG
bQVNfOTAviAOtg5VuT4/048V6uYSJsIZsawm3tGA/LjxyfV1aLddQT5Zf5ZX9BX+
K/PB4oYAFxtUpMK/aL5G1MvppUJ9CjqAtnoKE+EkdQmyZ1VoD09ih44zuRx6XV4A
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EYafNB8ygjRHGsvPWO/MOEsBw16wzJHTuf/15fD/nH7Xh5MzhCFBCtvLN8v+S1Po
i2/4006pS2byjUFRbeCpzEpRxdv90LCbIALdYyOYyGOu41W3yInKNFnaWBulfOPFCe
ZT92M1BgwJA8ZcydtiiunRNAH5iWLSP1loUpOD1v6En+rat+PoyRXIy2fLHBL25aw
LhABoZPgRsCiLsiNiohfyngksrQKeRg01aBMT92J8r1E4sUKirQlcOdiWBE6vmBS
XzyN/twvfgPNIXgROrw6c7VhhS+hNTrsttg/xcfvd/bftDbKm+RZL+yQoOkkAf9R
5tizyMdMBlaMrpfrBxvNtMiykbZ88SYoA70Trwab2aHQluVhs80jXGBEOgmSudcS
dV1EhBpo9HBsDZZi®@IwOp5/B9fCHANThCTiUm80eQ6mX2 /DBIL1INh7gHOyLL3azT
m12D0ZpZNaXyxLzdiRiAdwpWZmmegO00G70yi0@D5eIxh6cbnbul6Ygdp+pFFVYHTA
vc5Czpne20PhXX2k@0kbwawr9AfrFjIfAEMBFx5GBGr/1SiUQSkbUC/s209Ygalg
WTYt3KXPzrThJJGZnnXZRTGfIi6vp8RsnPX35+Dxe/Lp3gXDdIJeWG6XVA8t3fsp
coTgPkm/XGNMmOZ81KX/ReVdP+dC93sov2DuDZbYGPmMH1D47b00iA68GD64DEuUNt
Q8MhWk8VRR1FqcuwBOTObc+SIKEINkvYmDFAMBkGCSqGSIb3DQEJFDEMHgoOAYQBs
AGkAYwB1IMCMGCSqGSIb3DQEJFTEWBBS79syyLROGEhyXrilgkBDTIGZmczAvMB8w
BwYFKw4DAhoEFO/nnMx9hi10Z0S+JkJAu+H3/jPzBAj10QCGvaJQwQICKAA=
————— END PKCS12-----

5. Bob's Sample

Bob has the following information:

Name: Bob Babbage

Email Address: bob@smime.example

5.1. Bob's Signature Verification End-Entity Certificate

This certificate is used for verification of signatures made by Bob.

————— BEGIN CERTIFICATE-----
MIIDyjCCArKgAwIBAgITaqOkD33fBy/kGaVsmPv8LghbwzANBgkqhkiG9wOBAQBF
ADBVMQOwWCwYDVQQKEWRJRVRGMREWDwWYDVQQLEwhMQU1QUYBXRzExXxMC8GATUEAXMo
U2FtcGXx1IEXBTVBTIFJTQSBDZXJBaWZpY2FBaWIuIEF1dGhvem1lOeTAgFwOXOTEX
MjAWNjUBMThaGA8yMDUyMDkyNzA2NTQxOF owODENMASGATUEChMESUVURjERMABG
ATUECXMITEFNUFMgVOcxFDASBgNVBAMTCOJVvYiBCYWJiYWd1MIIBI jANBgkghkiG
9wOBAQEFAAOCAQ8AMIIBCgKCAQEASNAFOg1lRofINjBKke6g+7RLrOgRfwQjcH+2z
mOAf67FJRNrEwTuOutlWamUA3p9+wb7XqizVHOQhVesjwgp8PJpo8Adm8ar84d2t
tey10VdxaCJuNe7SJjfrwShB6NvAm7S8CDG3+Eapk09fzn2pWwaREQ6twWtHi1QT
51PduRtiQl1oqsuJk8LBDgUMZ1KUsaXfF8GKzJ1GualLR15/3Kfr9+b6VkCDuxTZYL
Zxt6+a3/QkaC3I9m2ygPubtHFJB5P5+s8boROSKm10B1gsLow8eF9S70tcGGeooZ
JiJUQCR14NaU5bIyfKEZV2YStXwdztoEJJ2TRURIK+8Ynw1B3QIDAQAB0o4GtMIGq
MAwWGATUdEWEB/wQCMAAwWFwYDVROgBBAwWD jAMBgpghkgBZQMCATABMBWGATUdEQQV
MBOBEWJvYkBzbW1tZS51eGFtcGx1MBMGATUdJQQMMA0GCCsGAQUFBWMEMA4GA1Ud
DwWEB/wQEAwIGWDAdBgNVHQ4EFgQUF8WEe9Cn73aQ0Lizbwi8k rWeK5QwHwWYDVROj
BBgwFoAUKTCOfAcXDKfXxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAG7e
QY6PXx7WZC5vCbF5hjO0itxoz30yM+LRcSTGWoYXdmlwsNUzy31pE3dtADvevRtsP8
uN7xyfK6XZBzhShA/BtkkqYGiFvXDpluOxWmqCOWPmc1PNK2mHil+pGMfvnUwnxd
6gKcHED5p+bUhDYyIH2fy9hGyeOUs8nvi+7 /HWBipN+nA/PfsPn+alU411K6qDoG/1i
kwyuiWcFF1lc5yE5rkAe2J0/ad4+HtzNmTK4jB/4GbyI6x1UszPlEqQKE+Es10Xut/y
UWL5nKKagqpRRdO7Pq371MpFQs2+zXt4fGheKzZU3XXrIPcAPyJjWiyU1DzpqgSJM
0Ip/HtXdFscHb9+Qic8=

————— END CERTIFICATE-----
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5.2. Bob's Signing Private Key Material

This private key material is used by Bob to create signatures.

————— BEGIN PRIVATE KEY-----
MITE+wIBADANBgkqhkiG9wOBAQEFAASCBKgwggSkAgEAAOIBAQDmMcAXSCVGh/02M
EqQR7qD7tEus6BF /BCNwf7b0bQB/rsUlE2sTB04662VZqZQDen37BvteqLNUc5CFV
6yPCCnw8mmjwB2bxqvzh3a217LU5V3FoIm417tImN+vBKEH028CbtLwIMbf4RgmQ
71/0falbBpERDg3BaBelLVBPNU925G2JDWiqy4mTwsEOBQxmUpSxpd8XwYrMmUa50
tGXn/cp+v35vpWQIO7FN1gtnG3r5rf9CRoLcj2bbKA+5uBcUkHk /n6zxuhE5IqbUéektfttwpO1yPG8340wLk
97HVWOig/tX6mOWg1yBsm+q9TKTrrvm1pRGImE6BQQSYYy4r504u3V1nYwKBgQCl
B4FvWyDhTVQHwaAfHUg3av/k+T++KSg6gVKJF1Nw1x8ZW5kvnbJC3pAlgTnyZFyK
s5n5iwITVZEtDbKTt1kqKCp8tqAVIp9AYWQKrgzxUJsOuUWcZc+X3aWEF87IIpNE
iQKfXiZaquZ23T2tKvso0Zz8nqg9x7U8hG3uYLV26HQKBgCOJ/C21yW25NwZ5FUdh
PsQmVH7+YydJaLzHS/c7Pr0gQFRMde jvAku/eYJbKbUv7qsJFIG4i/IGOCTVmu/B
ax5fbfYZtoB/0zxWaLkIEStVWaKrSKRATrNzTAOreeJKsY4RNp6rvmpgojbmIGA1
Tg8MupBxQ8F4d28rtUeynHxzoDswOQYKKwYBBAGSCBIIATErMCKkGCWCGSAF1AwQC
AgQc9K+qy7VHPzYOBqwy4AGI /kFzrhXJm88EOouPbg==

————— END PRIVATE KEY-----

This secret key was generated using provable prime generation found in [FIPS186-4] using the
seed f4afaacbb5473f360e06ac32e00188fe4173ae15c99bcfB43a8b8f6e. This seed is the first
224 bits of the SHA-256 ([SHA]) digest of the string draft-lamps-sample-certs-
keygen.bob.sign.seed

5.3. Bob's Encryption End-Entity Certificate

This certificate is used to encrypt messages to Bob.
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————— BEGIN CERTIFICATE-----
MIIDyjCCArKgAwIBAgITMHXHQA+GJjocYtLrgy+WwNeG1DANBgkqhkiG9wOBAQOF
ADBVMQOwCwYDVQQKEWRJRVRGMREwWDwWYDVQQLEwWhMQU1QUYBXRzEXMC8GATUEAXMo
U2FtcGx1IEXBTVBTIFJTQSBDZXJ0aWZpY2FBaWOuIEF1dGhveml0eTAgFwOX0TEX
MjAwNjUBMThaGA8yMDUyMDkyNzA2NTQxOFowODENMASGATUEChMESUVURjERMABG
ATUECXMITEFNUFMgVOcxFDASBgNVBAMTCOJVYiBCYWJiYWd1IMIIBI jANBgkghkiG
9wOBAQEFAAOCAQ8AMIIBCgKCAQEAqtHA1BNMiBIk8iJqwHk /yDoFWwj8P9Z1uYdq
TaqIuofvjoAyjdA8TbsBRGdmvaIOSQOepsNjW1ko71E8H1Ds9JHNTE+tzH3mKfn+
G2erY+alkMJTXPvMAUdCA8+e10J7k91gYXDpzIWrP3KcOxT1lsJ8tGJ6mhydJX3wP
0/HuyHpfKQQfDusPH8S5yidPciWuB7WjOX4xY1pUAz2rSSAInGvhEzKFbW43BPjY
XPUnRWMtXFyaldjq6Eb9M/k1lbhdZheDLLsjLUSXYU70r9VXGM/qcjd/NhWYphCeB
cqswaM5mXLYdmOmFmqoecF62mUEBDiNdhwKTtnefd@cl1+D3FQIDAQAB0o4GtMIGq
MAwWGATUdEwWEB/wQCMAAwWFwYDVROgBBAwWD jAMBgpghkgBZQMCATABMBWGATUdEQQV
MBOBEWJvYkBzbW1tZS51eGFtcGx1MBMGATUdJQQMMA0GCCsGAQUFBWMEMA4GA1Ud
DwWEB/wQEAwWIFIDAdBgNVHQ4EFgQUSrOsMVMCSZxN42554CVh1T6IYiUwHwWYDVRO]
BBgwFoAUKTCOfAcXDKfXxCSh1NhpnHGh29FkwDQYJKoZIhvcNAQENBQADggEBAC2c
Y8FgaxgB+Dx9gAFj35ae1vgzYiWI3Ax3FSxogo/GzpK//LB42150eBuKXbm@ixBn
4nojxD7PM1IMOi+il1AvVNJINaHY9TtgIgq8V/COC7vL8SdBNO1e5ZRI7640hu9ivYv
Ixvvt7gzvSTpe+NUT11i09xNgsC8v19WB/BwkqMAgDgMxqCxT4fyrvVwpxNBke75j
E6Q3xCjfdOWYcfMLK7EsTSgimYuonZjN7v/yqTdjn/iVH+agL/2M1SfiU36w/Yf1
7EMB9uUKGH/Javh+2Vjdej8rE/q2Iaac5VI9TM6xz50DZUknycBKKinR+nJWMt5AK
UAaL2Mj13YtrUGBpxxY=

————— END CERTIFICATE-----

5.4. Bob's Decryption Private Key Material

This private key material is used by Bob to decrypt messages.
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————— BEGIN PRIVATE KEY-----
MIIE/AIBADANBgkghkiGOwO@BAQEFAASCBKkwggS1AgEAAOIBAQCqOCCUEBYIEiTY
ImrAeT/I0gVbCPw/1nW5h2rVqoi6bh++0gDKNODXNuwFEZ2a90g5JA56mw2NbWSju
UTweUOz0OkefUT63MfeYp+f4bZ6tj5qWQwlNc+8wBROIDz57U4nuT3WBhcOnMhas/
cpzTFOWwny@YnqaHJO1ffA/T8e7Iel8pBB806w8fxLnKJO9yJadHtaPRfjFjW1QD@EdiM9r
HOCcHRLfBmMC7t0GdVVLDHSAX8Ec47LbtKZqyM1U9dn7Z+5q4iywqpaP8pP3+0Y57
cgtQax1jle3xhRAj65c11RBmQQKBgQDVbLgK6WKDfSAdZuMZGUt0OYOrtamBDCgEU6
rEqBAyCPy5NpF1pomUFcYKWT /wbReFqtuyq20yiATBOYHHMko46BUtN7gX/m/skt
DHWXVWs1+G4IgEMVokM9jjrkgdY5grrd68sagkC+bgv35BizHPIqgQu06gnPSrM9
bevwbQE j1QKBgQCiPE/zeBSnzyjeaTdLxGkRT1R+ZX2WqdNdYqnQkiWMkflaSmt5J
4raEj+GhLC5BZsZ6+z480M6XXFWOwSkbMv5WH1824KHvgKcfohB80iRT1EVyY jN1gDx
wK0QvjycMhs3FpXnBarjCczS2wGSgPGEpUR4JJhcpfaF6kphZsWDWzV1AQKBgQC2
ivbK1tNhj4w2qT1m7EGC3F5bz15j0I1QTKQXYbspM8zwz6KuFR3+1+Wv1t30ncJ9u
dOXFU7gCdBeMotTBA7uBVUXxZ0tKQy19bTorNUTwNn1zNnJbETDLi1WH9zCdkrTIC
PtFK67WQ6yMFdWzC1gEy5YjzRjbTe/rukbP5weH1uQKBgQC+WfachEmQ3NcxSjbR
kUxCcida8REewWh4A1ldU8UBgFcFxF6YwWQI8I7ujtnCK2RKTECGOHCyaDXgMwfArV
zf17a9xDJL2LQKrJ9ATeS03409zIkpbJLONCHHocOqYdHU+V02ZE4Gu8DKk3siVH
XAaJ/RJSEqAIMOgwfGuHOhhto6A7MDkGCisGAQQBkggSCAExKzApBglghkgBZQME
AgIEHJjImYZS1Ykp6InjQZ87/Q7f4KyhXaMGDe34o0eg=

————— END PRIVATE KEY-----

This secret key was generated using provable prime generation found in [FIPS186-4] using the
seed 98c8998652958929e889e3419f3bfdledfeBacal5da3060dedf8ale8. This seed is the first
224 hits of the SHA-256 ([SHA]) digest of the stringdraft-lamps-sample-certs-
keygen.bob.encrypt.seed

5.5. PKCS #12 Object for Bob

This PKCS #12 ([RFC7292]) object contains the same information as presented in Sections 3.3, 5.1,
5.2,5.3,and 5.4.

It is locked with the simple three-letter password bob.
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————— BEGIN PKCS12-----

MIIX6AIBAzCCF7AGCSqGSIb3DQEHAaCCF6EEghedMIIXmTCCBIcGCSqGSIb3DQEH
BqCCBHgwggROAQEAMIIEbQYJKoZIhvcNAQcBMBwWGCiqGSIb3DQEMAQMwDgQIe/d6
gDQ/28QCAhQGYITIEQJKA5kzRVM9d6rEwC/ORYBSgpPuSROUQTjspt6EhBZ1gHc3u
FTCPaO5P/vpeWaCnBRarGFn3DmqA3JT+59bmRpGdiP3Zr1k2EbHi@yrd2P3UFDNnX
gRkkI+7pf6eOHWJRNtJA+KIS8v3tZ/hpiEKAEav/MgOIFNFYEiZpCkbKCX5auDb1
p5c3J2MNg/WNBfpGJUHKVIZzuIF3H+8LfFgayRsDsppoUMffR+GmdL8nxLighraHD
+Iqr3LpEroNi/iZQWUTFTUlaePf/2KMgqaHOuy41IVvcH1jIcLXHGNa66S8AP/Hj2
TJPPg/1lve76DVaGdEnx4QJd4pBFQac90zmhxUTHZrvzubK9t4e51r80wpd2djvZK
wSLzUgtQZXq8pSs1r85vrb3KItdYGF6SZpX029FS7rY3uYth5SYVUQWdUYYY3S0/
nsalLg4MCWUO04Sh7nYJZ15Ijkk9LS7JhmwKvizHRRTXbLYRDHB6e+jCRgLcU2WSUq
TbEr9Jy@ucK8zNPTf8HWBTSOubvy4Jf03mVp4REX/80zX1LztWGb1FGbyaJ9Y4ga
LM3JpKxMtb1UTx0Ayj3iFWG1GZFGKB1Wplr+0dkKkC4d1oFE22IINTfLdRNLVImMPO
aGZhsDheB8iVOtNO1u91B1U68Q7AL1ryXWUSjouKGRSU6UMDLZ7 rwOwlZC1m4oLG
BF8CmMO4ELmbOci78fBs/qDX1f3BJazcNtciamEsQPYRGKHASBRYtoDfVy6mTT400
obdrZigcvCwttDBu7RtynAQVZ8DvKzxFGhe2p2Yc9H5A5ML7IwgNtYzheduBAQTE
jAU2 jMqwnZNSWULENH2TF6KAQNrKdtBYMbgkToKgxf5Zf+cJZbyQq7WMéNnVfOM7g
kcFdeHDn/CWoSNHI1+JA3wSDMO6zkU5HMd2MpTT1RLTSaemImUKCAGYieJmwNQxR9
aYHBBwSB