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1. Introduction

This document defines a YANG data model [RFC7950] for the IS-IS routing protocol.

The data model covers the configuration of an IS-IS routing protocol instance, as well as the
retrieval of IS-IS operational states.

A simplified tree representation of the data model is presented in Section 2. Tree diagrams used
in this document follow the notation defined in [RFC8340].

The module defined in this document is designed as per the Network Management Datastore
Architecture (NMDA) [RFC8342].

1.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to
be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.

2. Design of the Data Model

The IS-IS YANG module augments the "control-plane-protocol” list in the "ietf-routing" module
[RFC8349] with specific IS-IS parameters.

The diagram below shows the overall structure of the "ietf-isis" YANG module defined in this
document. NOTE: '\' line wrapping is per [RFC8792].

module: ietf-isis

augment /rt:routing/rt:ribs/rt:rib/rt:routes/rt:route:
+--ro metric? uint32
+--ro tag* uint64
+--ro route-type? enumeration

augment /if:interfaces/if:interface:
+--rw clns-mtu? uint16 {osi-interface}?

augment /rt:routing/rt:control-plane-protocols/rt:

control-plane-protocol:

+--rw isis

+--rw enabled? boolean {admin-control}?
+--rw level-type? level
+--rw system-id? system-id

+--rw maximum-area-addresses? \
uint8 {maximum-area-addresses}?

+--rw area-address* area-address

+--rw lsp-mtu? uint16

+--rw lsp-lifetime? uint16

+--rw lsp-refresh? rt-types:timer-value-seconds16
| {1sp-refresh}?

+--rw poi-tlv? boolean {poi-tlv}?
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+--rw graceful-restart {graceful-restart}?

| +--rw enabled? boolean
| +--rw restart-interval? rt-types:timer-value-seconds16
| +--rw helper-enabled? boolean

+--rw nsr {nsr}?

| +--rw enabled? boolean
+--rw node-tags {node-tag}?

| +--rw node-tag* [tag]

|

+--rw metric-type

| +--rw value? enumeration
+--rw level-1

| .

+--rw 1é§e1—2

--rw default-metric
+--rw value? wide-metric
+--rw level-1
| .

+--rw 1é§e1—2

-rw auto-cost {auto-cost}?

+--rw enabled? boolean
+--rw reference-bandwidth? uint32
-rw authentication

+--rw (authentication-type)?

|

+--rw level-1

| .

+--rw 1éQel—2

+--rw address-family-list* [address-family]

I
I
I
I
+
I
I
I
I
I
+_
I
I
+_
I
I
I
I
|
+--rw address-families {nlpid-control}?
I
| .
+--rw mpls

| +--rw te-rid {te-rid}?

|| .

|  +--rw 1ldp

|

+--rw spf-control

| +--rw paths? uint16 {max-ecmp}?

| +--rw ietf-spf-delay {ietf-spf-delay}?

| .

+--rw fast-reroute {fast-reroute}?

| +--rw 1lfa {1lfa}?

+--rw preference

| +--rw (granularity)?

|

+--rw overload

| +--rw status? boolean

+--rw overload-max-metric {overload-max-metric}?

| +--rw timeout? rt-types:timer-value-seconds16
+--ro spf-log

| +--ro event* [id]

| .

+--ro lsp-1log

| +--ro event* [id]
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+--ro hostnames
| +--ro hostname* [system-id]
| ..
+--ro database
| +--ro levels* [level]
| ..
+--ro local-rib
| +--ro route* [prefix]
| ..
+--ro system-counters
| +--ro level* [level]
| ..
+--ro protected-routes
| +--ro address-family-stats* \
| [address-family prefix alternate]
| .
+--ro unprotected-routes
| +--ro prefixes* [address-family prefix]
| .
+--ro protection-statistics* [frr-protection-method]
| +--ro frr-protection-method identityref
| +--ro address-family-stats* [address-family]
| .
+--rw discontinuity-time? yang:date-and-time
+--rw topologies {multi-topology}?
| +--rw topology* [name]
| ..
+--rw interfaces
+--rw interface* [name]
rpcs:
+---x clear-adjacency
| +---w input
| +---w routing-protocol-instance-name -> /rt:routing/
| | control-plane-\
| | protocols/
| | control-plane-\
| | protocol/name
| +---w level? level
| +---w interface? if:interface-ref
+---Xx clear-database
+---w input
+---w routing-protocol-instance-name -> /rt:routing/
| control-plane-\
| protocols/
| control-plane-\
| protocol/name
+---w level? level
notifications:
+---n database-overload
| +--ro routing-protocol-name? -> /rt:routing/
| control-plane-protocols/
| control-plane-protocol/name
| +--ro isis-level? level
| +--ro overload? enumeration
+---n lsp-too-large
Litkowski, et al. Standards Track
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+--ro routing-protocol-name?
I

I

+--ro isis-level?

+--ro interface-name?

+--ro interface-level?

+--ro extended-circuit-id?
+--ro pdu-size?

+--ro lsp-id?

--n if-state-change
+--ro routing-protocol-name?
I
I
+--ro isis-level?
+--ro interface-name?
+--ro interface-level?
+--ro extended-circuit-id?
+--ro state?

--n corrupted-1lsp-detected
+--ro routing-protocol-name?
I
I
+--ro isis-level?
+--ro lsp-id?

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

if:interface-ref

level

extended-circuit-id

uint32

lsp-id

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

if:interface-ref

level

extended-circuit-id

if-state-type

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

1sp-id

--n attempt-to-exceed-max-sequence

+--ro routing-protocol-name?

I

I

|

I

I

|

I

I

|

+_

I

|

I

I

|

I

I

|

+_

I

|

I

I

|

+_

I

||

|

| +--ro isis-level?
| +--ro lsp-id?
+---n id-len-mismatch

| +--ro routing-protocol-name?
||

|

| +--ro isis-level?

| +--ro interface-name?

| +--ro interface-level?

| +--ro extended-circuit-id?
| +--ro pdu-field-len?

| +--ro raw-pdu?

+_
|
I
I
|
I
I
|
I
I
+_
I
I
|
I
I
|
I

--n max-area-addresses-mismatch

+--ro routing-protocol-name?

isis-level?
interface-name?
interface-level?

+--ro extended-circuit-id?
+--ro max-area-addresses?
+--ro raw-pdu?

--n own-1lsp-purge

+--ro routing-protocol-name?

+--ro isis-level?
+--ro interface-name?
+--ro interface-level?

+--ro extended-circuit-id?

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

lsp-id

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

if:interface-ref

level

extended-circuit-id

uint8

binary

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

if:interface-ref

level

extended-circuit-id

uint8

binary

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

if:interface-ref

level

extended-circuit-id
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| +--ro lsp-id?
+---n sequence-number-skipped
| +--ro routing-protocol-name?

+--ro isis-level?
+--ro interface-name?
+--ro interface-level?

+--ro extended-circuit-id?
+--ro lsp-id?

+--ro extended-circuit-id?
+--ro protocol-version?

+--ro raw-pdu?

+--ro routing-protocol-name?
I

I

+--ro isis-level?

+--ro interface-name?

+--ro interface-level?

+--ro extended-circuit-id?
+--ro raw-pdu?

--n rejected-adjacency

+--ro routing-protocol-name?

---n area-mismatch

I
I
|
I
I
|
I
+
|
I
I
|
I
I
|
I
+
|
I
I
|
I
I
|
I
+
|
I
I
|
I
I
|
I
I
+
I
I
|
I
I
|
I
I
+
I
I
|
I
I
|
I
I
|
+

---n authentication-type-failure
+--ro routing-protocol-name?
I
I
+--ro isis-level?
+--ro interface-name?
+--ro interface-level?
+--ro extended-circuit-id?
+--ro raw-pdu?
---n authentication-failure
+--ro routing-protocol-name?
I
I
+--ro isis-level?
+--ro interface-name?
+--ro interface-level?
+--ro extended-circuit-id?
+--ro raw-pdu?
--n version-skew

+--ro routing-protocol-name?
I

I

+--ro isis-level?

+--ro interface-name?

+--ro interface-level?

1sp-id

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

if:interface-ref

level

extended-circuit-id

1sp-id

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

if:interface-ref

level

extended-circuit-id

binary

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

if:interface-ref

level

extended-circuit-id

binary

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

if:interface-ref

level

extended-circuit-id

uint8

binary

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

if:interface-ref

level

extended-circuit-id

binary

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

+--ro isis-level? level
+--ro interface-name? if:interface-ref
+--ro interface-level? level
+--ro extended-circuit-id? extended-circuit-id
+--ro raw-pdu? binary
+--ro reason? string
---n protocols-supported-mismatch
Standards Track

October 2022
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| +--ro routing-protocol-name?
|

||

| +--ro isis-level?

| +--ro interface-name?

| +--ro interface-level?

| +--ro extended-circuit-id?
| +--ro raw-pdu?

| +--ro protocols*

+---n lsp-error-detected

| +--ro routing-protocol-name?
|

||

| +--ro isis-level?

| +--ro interface-name?

| +--ro interface-level?

| +--ro extended-circuit-id?
| +--ro lsp-id?

| +--ro raw-pdu?

| +--ro error-offset?

| +--ro tlv-type?

+---n adjacency-state-change
| +--ro routing-protocol-name?
|

||

| +--ro isis-level?

| +--ro interface-name?

| +--ro interface-level?

| +--ro extended-circuit-id?
| +--ro neighbor?

| +--ro neighbor-system-id?
| +--ro state?

| +--ro reason?

+---n lsp-received

| +--ro routing-protocol-name?
|

||

| +--ro isis-level?

| +--ro interface-name?

| +--ro interface-level?

| +--ro extended-circuit-id?
| +--ro lsp-id?

| +--ro sequence?

| +--ro received-timestamp?
| +--ro neighbor-system-id?
+---n lsp-generation

+--ro routing-protocol-name?

I

I

+--ro isis-level?
+--ro lsp-id?

+--ro sequence?

+--ro send-timestamp?

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

if:interface-ref

level

extended-circuit-id

binary

uint8

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

if:interface-ref

level

extended-circuit-id

lsp-id

binary

uint32

uint8

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

if:interface-ref

level

extended-circuit-id

string

system-id

adj-state-type

string

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

if:interface-ref

level

extended-circuit-id

lsp-id

uint32

yang:timestamp

system-id

-> /rt:routing/
control-plane-protocols/
control-plane-protocol/name

level

lsp-id

uint32

yang:timestamp
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2.1. IS-IS Configuration
The IS-IS configuration is divided into two areas:

* Global parameters
* Per-interface configuration (see Section 2.4)

Additional modules may be created to support additional parameters. These additional modules
MUST augment the "ietf-isis" module.

The model includes optional features for which the corresponding configuration data nodes are
also optional. As an example, the ability to control the administrative state of a particular IS-IS
instance is optional. By advertising the feature "admin-control”, a device communicates to the
client that it supports the ability to shut down a particular IS-IS instance.

"o "o

The global configuration contains the usual IS-IS parameters, e.g., "Isp-mtu", "Isp-lifetime", "lsp-
refresh”, "default-metric".

2.2. Multi-Topology Parameters
The model supports Multi-Topology (MT) IS-IS as defined in [RFC5120].

The "topologies" container is used to enable support of the MT extensions.

The "name" used in the topology list should refer to an existing Routing Information Base (RIB)
defined for the device [RFC8349].

Some specific parameters can be defined on a per-topology basis, at both the global level and the
interface level: for example, an interface metric can be defined per topology.

Multiple address families (such as IPv4 or IPv6) can also be enabled within the default topology.
This can be achieved using the "address-families" container (requiring the "nlpid-control” feature
to be supported).

2.3. Per-Level Parameters

Some parameters allow per-level configuration. For such parameters, the parameter is modeled
as a container with three configuration locations:

A top-level container:
Corresponds to "level-all", so the configuration applies to both levels.

Alevel-1 container:
Corresponds to parameters specific to level 1.

A level-2 container:
Corresponds to parameters specific to level 2.

Litkowski, et al. Standards Track Page 9
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+--rw priority

| +--rw value? uint8
| +--rw level-1

| | +--rw value? uint8
| +--rw level-2

| +--rw value? uint8

Example:

<priority>
<value>250</value>
<level-1>
<value>100</value>
</level-1>
</priority>

An implementation MUST prefer a level-specific parameter over a top-level parameter. For
example, if the priority is 100 for the level-1 configuration and 250 for the top-level

configuration, the implementation must use 100 for the level-1 priority and 250 for the level-2
priority.

Some parameters, such as "overload bit" and "route preference", are not modeled to support per-
level configuration. If an implementation supports per-level configuration for such parameters,
this implementation MUST augment the current model by adding both level-1 and level-2
containers and MUST reuse existing configuration groupings.

Example of augmentation:
augment "/rt:routing/" +

“rt:control-plane-protocols/rt:control-plane-protocol”+
"/isis:isis/isis:overload" {

when "rt:type = 'isis:isis'" {
description
"This augments the IS-IS routing protocol when used.";
}
description

"This augments the IS-IS overload configuration
with per-level configuration.";

container level-1 {
uses isis:overload-global-cfg;
description
"Level-1 configuration.";
}
container level-2 {
uses isis:overload-global-cfg;
description
"Level-2 configuration."”;
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If an implementation does not support per-level configuration for a parameter modeled with per-
level configuration, the implementation should advertise a deviation to announce that it does not
support the configuration of level-1 and level-2 containers.

Finally, if an implementation supports per-level configuration but does not support the "level-all"
configuration, it should also advertise a deviation.

2.4. Per-Interface Parameters

The per-interface section of the IS-IS instance describes the interface-specific parameters.

The interface is modeled as a reference to an existing interface as defined in the "ietf-interfaces"

YANG module [RFC8343].

Each interface has some interface-specific parameters that may have a different per-level value
as described in the previous section. An interface-specific parameter MUST be preferred over an

IS-IS global parameter.

Some parameters, such as "hello-padding”, are defined as containers to allow easy extension by

vendor-specific modules.

+--rw interfaces
+--rw interface* [name]

+--rw name
+--rw enabled?
+--rw level-type?
+--rw lsp-pacing-interval?
I
I
+--rw lsp-retransmit-interval?
I
+--rw passive?
+--rw csnp-interval?
I
+--rw hello-padding
| +--rw enabled? boolean
+--rw mesh-group-enabled?
+--rw mesh-group?
+--rw interface-type?
+--rw tag*
+--rw tag64*
+--rw node-flag?
+--rw hello-authentication

| +--rw (authentication-type)?
| +--:(key-chain) {key-chain}?

| +--rw key-chain?
+--:(password)
+--rw key?

| +--rw key-chain?

I
I
|
I
+--rw level-1
|
I
|

Litkowski, et al.

+--rw crypto-algorithm?

Standards Track

if:interface-ref
boolean {admin-control}?
level
rt-types:
timer-value-\
milliseconds
rt-types:
timer-value-seconds16
boolean
rt-types:
timer-value-seconds16

mesh-group-state

uint8

interface-type

uint32 {prefix-tag}?
uint64 {prefix-tag64}?
boolean {node-flag}?

key-chain:key-chain-ref

string
identityref

+--rw (authentication-type)?
+--:(key-chain) {key-chain}?

key-chain:\
key-chain-ref
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+--:(password)

+--:(password)
+--rw key?
+--rw crypto-algorithm?

I
| +--rw key? string
| +--rw crypto-algorithm? identityref
+--rw level-2
+--rw (authentication-type)?
+--:(key-chain) {key-chain}?
| +--rw key-chain? key-chain:\

key-chain-ref

string
identityref

--rw hello-interval
+--rw value? rt-types:timer-value-seconds16
+--rw level-1
| +--rw value? rt-types:timer-value-seconds16
+--rw level-2
+--rw value? rt-types:timer-value-seconds16
--rw hello-multiplier
+--rw value? uint16
+--rw level-1
| +--rw value? uint16
+--rw level-2
+--rw value? uint16
--rw priority
+--rw value? uint8
+--rw level-1
| +--rw value? uint8
+--rw level-2
+--rw value? uint8
--rw metric
+--rw value? wide-metric
+--rw level-1
| +--rw value? wide-metric
+--rw level-2
+--rw value? wide-metric
--rw bfd {bfd}?
+--rw enabled? boolean
+--rw local-multiplier? multiplier

October 2022

| {client-base-cfg-parms}?
+--rw (interval-config-type)? {client-base-cfg-parms}?
+--:(tx-rx-intervals)
| +--rw desired-min-tx-interval? uint32
| +--rw required-min-rx-interval? uint32
+--:(single-interval) {single-minimum-interval}?
+--rw min-interval? uint32
+--rw address-families {nlpid-control}?
| +--rw address-family-list* [address-family]
| +--rw address-family iana-rt-types:address-family
+--rw mpls
|  +--rw 1ldp
| +--rw igp-sync? boolean {ldp-igp-sync}?
+--rw fast-reroute {fast-reroute}?
| +--rw 1fa {1fa}?
| +--rw candidate-enabled? boolean
| +--rw enabled? boolean
| +--rw remote-1fa {remote-1fa}?
I
I

I
I
I
I
I
I
I
I
I
I
I
+
I
I
I
I
I
+
I
I
I
I
I
+
I
I
I
I
I
+
I
I
I
I
I
+
I
I
I
I
I
I
I
I
I

| +--rw enabled? boolean
+--rw level-1
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+--rw candidate-enabled? boolean

I
| +--rw enabled? boolean
| +--rw remote-1fa {remote-1lfa}?
| +--rw enabled? boolean
+--rw level-2
+--rw candidate-enabled? boolean
+--rw enabled? boolean

+--rw remote-1fa {remote-1fa}?
+--rw enabled? boolean

| +--ro out? uint32

+--ro psnp

| +--ro in? uint32

| +--ro out? uint32

+--ro csnp

| +--ro in? uint32

| +--ro out? uint32

+--ro unknown
| +--ro in? uint32
+--rw discontinuity-time? yang:date-and-time
+--rw topologies {multi-topology}?

I

I

I

I

I

I

I

I

+--ro adjacencies

| +--ro adjacency* []

| +--ro neighbor-sys-type? level

| +--ro neighbor-sysid? system-id
| +--ro neighbor-extended-circuit-id? extended-\
| | circuit-id
| +--ro neighbor-snpa? snpa

| +--ro usage? level

| +--ro hold-timer? rt-types:
| | timer-value-\
| | seconds16
| +--ro neighbor-priority? uint8

| +--ro lastuptime? yang:timestamp
| +--ro state? adj-state-type
+--ro event-counters

| +--ro adjacency-changes? uint32

| +--ro adjacency-number? uint32

| +--ro init-fails? uint32

| +--ro adjacency-rejects? uint32

| +--ro id-len-mismatch? uint32

| +--ro max-area-addresses-mismatch? uint32

| +--ro authentication-type-fails? uint32

| +--ro authentication-fails? uint32

| +--ro lan-dis-changes? uint32

+--ro packet-counters

| +--ro level* [level]

| +--ro level level-number

| +--ro iih

| | +--ro in? uint32

| | +--ro out? uint32

| +--ro ish

| | +--ro in? uint32

| | +--ro out? uint32

| +--ro esh

| | +--ro in? uint32

| | +--ro out? uint32

| +--ro 1lsp

| | +--ro in? uint32

|

I

I

I

I

I

I
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+--rw topology* [name]
+--rw name ->
| R A AUy A A U S Bl o
| ribs/rib/name
+--rw metric
+--rw value? wide-metric
+--rw level-1
| +--rw value? wide-metric
+--rw level-2
+--rw value? wide-metric

2.5. Authentication Parameters

The module defined in this document enables authentication configuration through the "ietf-key-
chain" module [RFC8177]. The IS-IS module imports the "ietf-key-chain" module and reuses some
groupings to allow global and per-interface configuration of authentication. If global
authentication is configured, an implementation SHOULD authenticate PSNPs (Partial Sequence
Number PDUs), CSNPs (Complete Sequence Number PDUs), and LSPs (Link State PDUs) with the
authentication parameters supplied. The authentication of Hello PDUs (Protocol Data Units) can
be activated on a per-interface basis.

2.6. IGP/LDP Synchronization

[RFC5443] defines a mechanism where IGP (the Interior Gateway Protocol) needs to be
synchronized with LDP (the Label Distribution Protocol). An "ldp-igp-sync" feature has been
defined in the model to support this functionality. The "mpls/ldp/igp-sync" leaf under "interface"
allows activation of the functionality on a per-interface basis. The "mpls/ldp/igp-sync" container
in the global configuration is intentionally empty and is not required for feature activation. The
goal of this empty container is to facilitate augmentation with additional parameters, e.g., timers.

2.7. ISO Parameters

As the IS-IS protocol is based on the ISO protocol suite, some ISO parameters may be required.

This module augments the "ietf-interfaces" module configuration to support selected ISO
configuration parameters.

The "clns-mtu" parameter can be configured for an interface.

2.8. IP FRR

The YANG module defined in this document supports LFAs (Loop-Free Alternates) [RFC5286] and
remote LFAs [RFC7490] as IP Fast Reroute (FRR) techniques. The "fast-reroute” container may be
augmented by other models to support other IP FRR flavors (Maximally Redundant Trees (MRTSs)
as defined in [RFC7812], Topology Independent LFA (TI-LFA) FRR as defined in [SR-TI-LFA], etc.).

The current version of the model supports activation of LFAs and remote LFAs at the interface
level only. The global "lfa" container is present but kept empty to allow augmentation with
vendor-specific properties, e.g., policies.
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Remote LFAs are considered an extension of LFAs. Remote LFAs cannot be enabled if LFAs are
not enabled.

The "candidate-enabled" data leaf designates that an interface can be used as a backup.

2.9. Operational States

Operational states are defined in the "ietf-isis" module in various containers at various levels:

system-counters:
Provides statistical information about the global system.

interface:
Provides configuration state information for each interface.

adjacencies:
Provides state information about current IS-IS adjacencies.

spf-log:
Provides information about Shortest Path First (SPF) events for an IS-IS instance. This SHOULD
be implemented as a wrapping buffer.

Isp-log:
Provides information about LSP events for an IS-IS instance (reception of an LSP or
modification of a local LSP). This SHOULD be implemented as a wrapping buffer. The
implementation MAY optionally log LSP refreshes.

local-rib:
Provides the IS-IS internal routing table.

database:
Provides the contents of the current Link State Database (LSDB).

hostnames:
Provides the system-ID-to-hostname mappings [RFC5301].

fast-reroute:
Provides IP FRR state information.

3. RPC Operations

The "ietf-isis" module defines two RPC operations:

clear-database:
Resets the contents of a particular IS-IS database and restarts database synchronization with
all neighbors.

clear-adjacency:
Restarts a particular set of IS-IS adjacencies.

Litkowski, et al. Standards Track Page 15



RFC 9130 IS-IS YANG Data Model October 2022

4. Notifications

The "ietf-isis" module defines the following notifications:

database-overload:
This notification is sent when the IS-IS node's overload condition changes.

Isp-too-large:
This notification is sent when the system tries to propagate a PDU that is too large.

if-state-change:
This notification is sent when an interface's state changes.

corrupted-lsp-detected:
This notification is sent when the IS-IS node discovers that an LSP that was previously stored
in the LSDB, i.e., local memory, has become corrupted.

attempt-to-exceed-max-sequence:
This notification is sent when the system wraps the 32-bit sequence counter of an LSP.

id-len-mismatch:
This notification is sent when a PDU with a different value for the system ID length is
received.

max-area-addresses-mismatch:
This notification is sent when a PDU with a different value for the Maximum Area Addresses
is received.

own-lsp-purge:
This notification is sent when the system receives a PDU with its own system ID and zero age.

sequence-number-skipped:
This notification is sent when the system receives a PDU with its own system ID and different
contents. The system has to reissue the LSP with a higher sequence number.

authentication-type-failure:

This notification is sent when the system receives a PDU with the wrong authentication type
field.

authentication-failure:
This notification is sent when the system receives a PDU with the wrong authentication
information.

version-skew:
This notification is sent when the system receives a PDU with a different protocol version
number.
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area-mismatch:
This notification is sent when the system receives a Hello PDU from an IS that does not share
any area address.

rejected-adjacency:
This notification is sent when the system receives a Hello PDU from an IS but does not
establish an adjacency for some reason.

protocols-supported-mismatch:
This notification is sent when the system receives a non-pseudonode LSP that has no
matching protocol supported.

Isp-error-detected:
This notification is sent when the system receives an LSP with a parse error.

adjacency-state-change:
This notification is sent when an IS-IS adjacency moves to the "up"” state or the "down" state.

Isp-received:
This notification is sent when an LSP is received.

Isp-generation:
This notification is sent when an LSP is regenerated.

5. Interactions with Other YANG Modules

The "isis" container augments the "/rt:routing/rt:control-plane-protocols/control-plane-protocol”
container of the "ietf-routing" module [RFC8349] with IS-IS-specific parameters.

The "ietf-isis" module augments "/if:interfaces/if:interface" as defined by [RFC8343] with ISO-
specific parameters.

Some IS-IS-specific route attributes are added to route objects in the "ietf-routing” module by
augmenting "/rt:routing-state/rt:ribs/rt:rib/rt:routes/rt:route".

The module defined in this document uses some groupings from "ietf-keychain" [RFC8177].
The module reuses types from [RFC6991] and [RFC8294].

To support Bidirectional Forwarding Detection (BFD) for fast detection, the module relies on
[RFC9314].

6. IS-IS YANG Module

The following specifications are referenced in this module: [ISO-10589], [RFC1195], [RFC4090],
[RFC5029], [RFC5120], [RFC5130], [RFC5286], [RFC5301], [RFC5302], [RFC5305], [RFC5307],
[RFC5308], [RFC5443], [RFC5880], [RFC5881], [RFC6119], [RFC6232], [RFC6241], [RFC6991],
[RFC7490], [REC7794], [REC7917], [RFC7981], [RFC8177], [RFC8294], [RFC8342], [RFC8343],
[RFC8349], [RFC8405], [RFC8570], [RFC8706], and [RFC9314].
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<CODE BEGINS> file "ietf-isis@2022-10-19.yang"

module ietf-isis {
yang-version 1.1;
namespace "urn:ietf:params:xml:ns:yang:ietf-isis";
prefix isis;

import ietf-routing {
prefix rt;
reference
"RFC 8349: A YANG Data Model for Routing Management
(NMDA Version)";

import ietf-inet-types {
prefix inet;
reference
"RFC 6991: Common YANG Data Types";
}

import ietf-yang-types {
prefix yang;
reference
"RFC 6991: Common YANG Data Types";
}

import ietf-interfaces {
prefix if;
reference
"RFC 8343: A YANG Data Model for Interface Management";

import ietf-key-chain {
prefix key-chain;
reference
"RFC 8177: YANG Data Model for Key Chains";

import ietf-routing-types {
prefix rt-types;
reference
"RFC 8294: Common YANG Data Types for the Routing Area";
}

import iana-routing-types {
prefix iana-rt-types;
reference
"RFC 8294: Common YANG Data Types for the Routing Area";
}

import ietf-bfd-types {
prefix bfd-types;
reference
"RFC 9314: YANG Data Model for Bidirectional Forwarding
Detection (BFD)";
}

organization
"IETF LSR Working Group";

contact
"WG Web: <https://datatracker.ietf.org/wg/1lsr/>
WG List: <mailto:lsr@ietf.org>

Editor: Stephane Litkowski
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<mailto:slitkows.ietf@gmail.com>

Author: Derek Yeung
<mailto:derek@arrcus.com>

Author: Acee Lindem
<mailto:acee@cisco.com>

Author: Jeffrey Zhang
<mailto:zzhang@juniper.net>

Author: Ladislav Lhotka
<mailto:ladislav.lhotka@nic.cz>";

description
"This YANG module defines the generic configuration and
operational states for the IS-IS protocol common to all
vendor implementations. It is intended that the module
will be extended by vendors to define vendor-specific
IS-IS configuration parameters and policies -
for example, route maps or route policies.

This YANG data model conforms to the Network Management
Datastore Architecture (NMDA) as described in RFC 8342.

The key words 'MUST', 'MUST NOT', 'REQUIRED', 'SHALL', 'SHALL
NOT', 'SHOULD', 'SHOULD NOT', 'RECOMMENDED', 'NOT RECOMMENDED',
"MAY', and 'OPTIONAL' in this document are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2022 IETF Trust and the persons identified as
authors of the code. All rights reserved.

Redistribution and use in source and binary forms, with or
without modification, is permitted pursuant to, and subject to
the license terms contained in, the Revised BSD License set
forth in Section 4.c of the IETF Trust's Legal Provisions
Relating to IETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG module is part of RFC 9130; see the
RFC itself for full legal notices.";

reference
"RFC 8342: Network Management Datastore Architecture (NMDA)";

revision 2022-10-19 {
description
"Initial revision.";
reference
"RFC 9130: YANG Data Model for the IS-IS Protocol";
}

/* Identities */
identity isis {
base rt:routing-protocol;

description
"Identity for the IS-IS routing protocol.";
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}

identity lsp-log-reason {
description
"Base identity for a Link State PDU (LSP)
change log reason."”;

}

identity refresh {
base lsp-log-reason;
description
"Identity used when the LSP log reason is that an LSP
refresh was received.";

}

identity content-change {
base lsp-log-reason;
description
"Identity used when the LSP log reason is
a change in the contents of the LSP.";

}
identity frr-protection-method {
description
"Base identity for a Fast Reroute protection method.";
}

identity frr-protection-method-1fa {
base frr-protection-method;
description
"Loop-Free Alternate as defined in RFC 5286.";
reference
"RFC 5286: Basic Specification for IP Fast Reroute:
Loop-Free Alternates";

}

identity frr-protection-method-rlfa {
base frr-protection-method;
description
"Remote Loop-Free Alternate as defined in RFC 7496.";
reference
"RFC 7490: Remote Loop-Free Alternate (LFA)
Fast Reroute (FRR)";

}

identity frr-protection-method-rsvpte {
base frr-protection-method;
description
"RSVP-TE as defined in RFC 4090.";
reference
"RFC 4090: Fast Reroute Extensions to RSVP-TE for
LSP Tunnels";

}

identity frr-protection-available-type {
description
"Base identity for Fast Reroute protection types
provided by an alternate path.";
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}

identity frr-protection-available-node-type {
base frr-protection-available-type;
description
"Node protection is provided by the alternate.";
}

identity frr-protection-available-link-type {
base frr-protection-available-type;
description
"Link protection is provided by the alternate.";
}

identity frr-protection-available-srlg-type {
base frr-protection-available-type;
description
"Shared Risk Link Group (SRLG) protection is provided by
the alternate.";

}

identity frr-protection-available-downstream-type {
base frr-protection-available-type;
description
"The alternate is downstream of the node in the path.";
}

identity frr-protection-available-other-type {
base frr-protection-available-type;
description
"The level of protection is unknown.";

}
identity frr-alternate-type {
description
"Base identity for the IP Fast Reroute alternate type.";
}

identity frr-alternate-type-equal-cost {
base frr-alternate-type;
description
"ECMP-based alternate.";
}

identity frr-alternate-type-1fa {
base frr-alternate-type;
description
"LFA-based alternate.";
}

identity frr-alternate-type-remote-1fa {
base frr-alternate-type;
description
"Remote-LFA-based alternate.";
}

identity frr-alternate-type-tunnel {
base frr-alternate-type;
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description
"Tunnel-based alternate (such as RSVP-TE or GRE).";
}

identity frr-alternate-mrt
base frr-alternate-type;
description
"MRT-based alternate.";
}

identity frr-alternate-tilfa {
base frr-alternate-type;
description
"TI-LFA-based alternate.";
}

identity frr-alternate-other {
base frr-alternate-type;
description
"Other type of alternate."”;
}

identity unidirectional-link-delay-subtlv-flag {
description
"Base identity for the flag corresponding to the
Unidirectional Link Delay sub-TLV as defined in RFC 8570.";
reference
"RFC 8570: IS-IS Traffic Engineering (TE) Metric Extensions";
}

identity unidirectional-link-delay-subtlv-a-flag {
base unidirectional-link-delay-subtlv-flag;
description
"The 'A' bit field represents the Anomalous (A) bit.
The A bit is set when the measured value of
this parameter exceeds its configured
maximum threshold.
The A bit is cleared when the measured value
falls below its configured reuse threshold.
If the A bit is clear,
the value represents steady-state link performance.";

}

identity min-max-unidirectional-link-delay-subtlv-flag {
description
"Base identity for the flag corresponding to the Min/Max
Unidirectional Link Delay sub-TLV as defined in RFC 8570.";
reference
"RFC 8570: IS-IS Traffic Engineering (TE) Metric Extensions";
}

identity min-max-unidirectional-link-delay-subtlv-a-flag {
base min-max-unidirectional-link-delay-subtlv-flag;
description
"The 'A' bit field represents the Anomalous (A) bit.
The A bit is set when the measured value of
this parameter exceeds its configured
maximum threshold.
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The A bit is cleared when the measured value

falls below its configured reuse threshold.

If the A bit is clear,

the value represents steady-state link performance.";

}

identity unidirectional-link-loss-subtlv-flag {
description
"Base identity for the flag corresponding to the
Unidirectional Link Loss sub-TLV as defined in RFC 8570.";
reference
"RFC 8570: IS-IS Traffic Engineering (TE) Metric Extensions";
}

identity unidirectional-link-loss-subtlv-a-flag {

base unidirectional-link-loss-subtlv-flag;

description
"The 'A' bit field represents the Anomalous (A) bit.
The A bit is set when the measured value of
this parameter exceeds its configured
maximum threshold.
The A bit is cleared when the measured value
falls below its configured reuse threshold.
If the A bit is clear,
the value represents steady-state link performance.";

}

identity tlv229-flag {
description
"Base identity for the flag corresponding to TLV 229
(M-Topologies) as defined in RFC 5120.";
reference
"RFC 5120: M-ISIS: Multi Topology (MT) Routing in
Intermediate System to Intermediate Systems (IS-ISs)";

}

identity tlv229-overload-flag {
base tlv229-flag;
description
"If set, the originator is overloaded
and must be avoided in the path calculation.";

}

identity tlv229-attached-flag {
base tlv229-flag;
description
"If set, the originator is attached to
another area using the referred metric.";

}
identity router-capability-flag {
description
"Base identity for the flag corresponding to the
Router Capability TLV as defined in RFC 7981.";
reference
"RFC 7981: IS-IS Extensions for Advertising Router
Information";
}
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identity router-capability-flooding-flag {

base router-capability-flag;

description
"Quote from RFC 7981:
"If the S bit is set(1), the IS-IS Router CAPABILITY TLV
MUST be flooded across the entire routing domain. If the
S bit is not set(®), the TLV MUST NOT be leaked between
levels. This bit MUST NOT be altered during the TLV
leaking.'";

}

identity router-capability-down-flag {
base router-capability-flag;
description
"Quote from RFC 7981:
‘When the IS-IS Router CAPABILITY TLV is leaked from
Level 2 (L2) to Level 1 (L1), the D bit MUST be set.
Otherwise, this bit MUST be clear. IS-IS Router
CAPABILITY TLVs with the D bit set MUST NOT be leaked from

Level 1 to Level 2. This is to prevent TLV looping.'";
}

identity 1lsp-flag {
description
"Base identity for LSP attributes as defined in ISO 10589.";
reference
"ISO 10589: Intermediate System to Intermediate System
intra-domain routeing information exchange protocol
for use in conjunction with the protocol for providing
the connectionless-mode network service (ISO 8473)";

}

identity lsp-partitioned-flag {
base 1lsp-flag;
description
"Originator partition repair supported.”;
}

identity lsp-attached-error-metric-flag {
base 1lsp-flag;
description
"Set when the originator is attached to
another area using the error metric.";

}

identity lsp-attached-delay-metric-flag {
base 1lsp-flag;
description
"Set when the originator is attached to
another area using the delay metric.";

}

identity lsp-attached-expense-metric-flag {
base 1sp-flag;
description
"Set when the originator is attached to
another area using the expense metric.";
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}

identity lsp-attached-default-metric-flag {
base 1sp-flag;
description
"Set when the originator is attached to
another area using the default metric.";

}

identity lsp-overload-flag {
base 1lsp-flag;
description
"If set, the originator is overloaded
and must be avoided in the path calculation.";

}

identity 1lsp-1l1-system-flag {
base 1lsp-flag;
description
"Set when the Intermediate System has an L1 type.";
}

identity 1lsp-12-system-flag
base 1lsp-flag;
description
"Set when the Intermediate System has an L2 type.";
}

/* Feature definitions */
feature osi-interface {

description
"Support of 0SI-specific parameters on an interface.";

feature poi-tlv {

description
"Support of the Purge Originator Identification (POI) TLV.";
reference
"RFC 6232: Purge Originator Identification TLV for IS-IS";
}
feature ietf-spf-delay {
description
"Support for the IETF SPF delay algorithm.";
reference
"RFC 8485: Shortest Path First (SPF) Back-0ff Delay Algorithm
for Link-State IGPs";
}
feature bfd {
description
"Support for detection of IS-IS neighbor reachability
via BFD.";
reference

"RFC 5880: Bidirectional Forwarding Detection (BFD)
RFC 5881: Bidirectional Forwarding Detection (BFD)
for IPv4 and IPv6 (Single Hop)";
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}

feature key-chain {
description
"Support of key chains for authentication."”;
reference
"RFC 8177: YANG Data Model for Key Chains";
}

feature node-flag {
description
"Support for node flags for IS-IS prefixes.";
reference
"RFC 7794: IS-IS Prefix Attributes for Extended IPv4 and IPv6
Reachability";
}

feature node-tag {
description
"Support for node administrative tags for IS-IS
routing instances.";
reference
"RFC 7917: Advertising Node Administrative Tags in IS-IS";

}
feature ldp-igp-sync {
description
"Support for LDP IGP synchronization.";
reference
"RFC 5443: LDP IGP Synchronization";
}
feature fast-reroute {
description

"Support for IP Fast Reroute (IP FRR).";

feature nsr {
description

"Support for Non-Stop-Routing (NSR). The IS-IS NSR feature
allows a router with redundant control-plane capability
(e.g., dual Route Processor (RP) cards) to maintain its
state and adjacencies during planned and unplanned
IS-IS instance restarts. It differs from graceful restart
or Non-Stop Forwarding (NSF) in that no protocol signaling
or assistance from adjacent IS-IS neighbors is required to
recover control-plane state.";

}
feature 1lfa {
description
"Support for Loop-Free Alternates (LFAs).";
reference
"RFC 5286: Basic Specification for IP Fast Reroute:
Loop-Free Alternates";
}

feature remote-1fa {
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description
"Support for remote LFAs (R-LFAs).";
reference
"RFC 7490: Remote Loop-Free Alternate (LFA)
Fast Reroute (FRR)";

}
feature overload-max-metric {
description
"Support of overload by setting all links to the maximum
link metric. In IS-IS, the overload bit is usually used to
signal that a node cannot be used as a transit node. The
‘overload-max-metric' feature provides similar behavior,
also setting all the link metrics to MAX_METRIC.";
}
feature prefix-tag {
description
"Support for 32-bit prefix tags.";
reference
"RFC 5130: A Policy Control Mechanism in IS-IS Using
Administrative Tags";
}
feature prefix-tag64
description
"Support for 64-bit prefix tags.";
reference
"RFC 5130: A Policy Control Mechanism in IS-IS Using
Administrative Tags";
}
feature auto-cost {
description
"Support for an IS-IS interface metric computation
according to a reference bandwidth.";
}
feature te-rid {
description
"Traffic Engineering router ID.";
reference
"RFC 5305: IS-IS Extensions for Traffic Engineering
RFC 6119: IPv6 Traffic Engineering in IS-IS";
}
feature max-ecmp {
description
"Sets the maximum number of ECMP paths.";
}
feature multi-topology {
description
"Support for Multi-Topology (MT) Routing.";
reference
"RFC 5120: M-ISIS: Multi Topology (MT) Routing in
Intermediate System to Intermediate Systems (IS-ISs)";
}
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feature nlpid-control {
description
"Support for the advertisement of a Network Layer
Protocol Identifier within an IS-IS configuration.";

}
feature graceful-restart {
description
"Support for IS-IS graceful restart.";
reference
"RFC 8706: Restart Signaling for IS-IS";
}
feature lsp-refresh {
description
"Configuration of the LSP refresh interval.";
}
feature maximum-area-addresses {
description

"Support for 'maximum-area-addresses' configuration.";

feature admin-control {
description
"Administrative control of the protocol state.";
}

/* Type definitions */

typedef circuit-id {
type uint8;
description
"This type defines the circuit ID
associated with an interface.";

}

typedef extended-circuit-id {
type uint32;
description
"This type defines the extended circuit ID
associated with an interface."”;

}

typedef interface-type {
type enumeration {
enum broadcast {
description
"Broadcast interface type.";
}

enum point-to-point {
description
"Point-to-point interface type.";
}

}
description
"This type defines the type of adjacency
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to be established for the interface.
"interface-type' determines the type
of Hello message that is used.";

}

typedef level {
type enumeration {
enum level-1 {
description
"This enum indicates L1-only capabi