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Abstract

Digital signatures are used within X.509 certificates and Certificate Revocation Lists (CRLs), and
to sign messages. This document specifies the conventions for using FIPS 204, the Module-Lattice-
Based Digital Signature Algorithm (ML-DSA) in Internet X.509 certificates and CRLs. The
conventions for the associated signatures, subject public keys, and private key are also described.
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1. Introduction

The Module-Lattice-Based Digital Signature Algorithm (ML-DSA) is a quantum-resistant digital
signature scheme standardized by the US National Institute of Standards and Technology (NIST)
PQC project [NIST-PQC] in [FIPS204]. This document specifies the use of the ML-DSA in Public Key
Infrastructure X.509 (PKIX) certificates and Certificate Revocation Lists (CRLs) at three security
levels: ML-DSA-44, ML-DSA-65, and ML-DSA-87.

[FIPS204] defines two variants of ML-DSA: pure and pre-hash. Only the former is specified in this
document. See Section 8.3 for the rationale. The pure variant of ML-DSA supports the typical pre-
hash flow. Refer to Appendix D for more details.

Prior to standardization, ML-DSA was known as Dilithium. ML-DSA and Dilithium are not
compatible.

1.1. Requirements Language

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD
NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and "OPTIONAL" in this document are to
be interpreted as described in BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in
all capitals, as shown here.

2. Identifiers

The AlgorithmIdentifier type is defined in [RFC5912] as follows:

AlgorithmIdentifier {ALGORITHM-TYPE, ALGORITHM-TYPE:AlgorithmSet} ::=
SEQUENCE {
algorithm  ALGORITHM-TYPE.id({AlgorithmSet}),
parameters ALGORITHM-TYPE.
Params({AlgorithmSet}{@algorithm}) OPTIONAL

NOTE: The above syntax is from [RFC5912] and is compatible with the 2021 ASN.1
syntax [X680]. See [RFC5280] for the 1988 ASN.1 syntax.

The fields in AlgorithmIdentifier have the following meanings:

* algorithm identifies the cryptographic algorithm with an object identifier (OID).
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* parameters, which are optional, are the associated parameters for the algorithm identifier
in the algorithm field.

The NIST-registered OIDs [CSOR] are:

id-ml-dsa-44 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1) gov(101) csor(3)
nistAlgorithm(4) sigAlgs(3) id-ml-dsa-44(17) }

id-ml-dsa-65 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1) gov(101) csor(3)
nistAlgorithm(4) sigAlgs(3) id-ml-dsa-65(18) }

id-ml-dsa-87 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1) gov(181) csor(3)
nistAlgorithm(4) sigAlgs(3) id-ml-dsa-87(19) }

The contents of the parameters component for each algorithm MUST be absent.

3. ML-DSA Signatures in PKIX

ML-DSA is a digital signature scheme built upon the Fiat-Shamir-with-aborts framework [Fiat-
Shamir]. The security is based upon the hardness of lattice problems over module lattices
[Dilithium]. ML-DSA provides three parameter sets for the NIST PQC security categories 2, 3, and
5.

Signatures are used in a number of different ASN.1 structures. As shown in the ASN.1
representation from [RFC5280] below, in an X.509 certificate, a signature is encoded with an
algorithm identifier in the signatureAlgorithm attribute and a signatureValue attribute that
contains the actual signature.

Certificate ::= SIGNED{ TBSCertificate }
SIGNED{ToBeSigned} ::= SEQUENCE {
toBeSigned ToBeSigned,
algorithmIdentifier SEQUENCE {
algorithm SIGNATURE-ALGORITHM.
&id({SignatureAlgorithms}),
parameters SIGNATURE-ALGORITHM.

&Params({SignatureAlgorithms}
{@algorithmIdentifier.algorithm})
OPTIONAL
o
signature BIT STRING (CONTAINING SIGNATURE-ALGORITHM.&Value(
{SignatureAlgorithms}
{@algorithmIdentifier.algorithm}))
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Signatures are also used in the CRL list ASN.1 representation from [RFC5280] below. In an X.509
CRL, a signature is encoded with an algorithm identifier in the signatureAlgorithm attribute
and a signatureValue attribute that contains the actual signature.

CertificatelList ::= SIGNED{ TBSCertList }

The following SIGNATURE-ALGORITHM ASN.1 classes are for ML-DSA-44, ML-DSA-65, and ML-
DSA-87:

sa-ml-dsa-44 SIGNATURE-ALGORITHM ::= {
IDENTIFIER id-ml-dsa-44
PARAMS ARE absent
PUBLIC-KEYS { pk-ml-dsa-44 }
SMIME-CAPS { IDENTIFIED BY id-ml-dsa-44 }

}

sa-ml-dsa-65 SIGNATURE-ALGORITHM ::
IDENTIFIER id-ml-dsa-65
PARAMS ARE absent
PUBLIC-KEYS { pk-ml-dsa-65 }
SMIME-CAPS { IDENTIFIED BY id-ml-dsa-65 }
}

sa-ml-dsa-87 SIGNATURE-ALGORITHM ::
IDENTIFIER id-ml-dsa-87
PARAMS ARE absent
PUBLIC-KEYS { pk-ml-dsa-87 }
SMIME-CAPS { IDENTIFIED BY id-ml-dsa-87 }

}

{

{

NOTE: The above syntax is from [RFC5912] and is compatible with the 2021 ASN.1
syntax [X680]. See [RFC5280] for the 1988 ASN.1 syntax.

The identifiers defined in Section 2 can be used as the AlgorithmIdentifier in the
signatureAlgorithm field in the sequence Certificate/CertificatelList and in the signature
field in the sequence TBSCertificate/TBSCertList in certificates and CRLs, respectively,
[RFC5280]. The parameters of these signature algorithms MUST be absent, as explained in
Section 2. That is, the AlgorithmIdentifier SHALL be a SEQUENCE of one component, the OID id-
ml-dsa-* where * is 44, 65, or 87 -- see Section 2.

The signatureValue field contains the corresponding ML-DSA signature computed upon the
ASN.1 DER-encoded tbsCertificate/tbsCertList [RFC5280]. The optional context string (ctx)
parameter as defined in Section 5.2 of [FIPS204] is left to its default value: the empty string.
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Conforming Certification Authority (CA) implementations MUST specify the algorithms explicitly
by using the OIDs specified in Section 2 when encoding ML-DSA signatures in certificates and
CRLs. Conforming client implementations that process certificates and CRLs using ML-DSA MUST
recognize the corresponding OIDs. Encoding rules for ML-DSA signature values are specified in
Section 2.

4. ML-DSA Public Keys in PKIX

In the X.509 certificate, the subjectPublicKeyInfo field has the SubjectPublicKeyInfo type,
which has the following ASN.1 syntax:

SubjectPublicKeyInfo {PUBLIC-KEY: IOSet} ::= SEQUENCE {
algorithm AlgorithmIdentifier {PUBLIC-KEY, {IOSet}},
subjectPublicKey BIT STRING

NOTE: The above syntax is from [RFC5912] and is compatible with the 2021 ASN.1
syntax [X680]. See [RFC5280] for the 1988 ASN.1 syntax.

The fields in SubjectPublicKeyInfo have the following meaning:

* algorithmis the algorithm identifier and parameters for the public key (see above).
* subjectPublicKey contains the public key.

Algorithm 22 in Section 7.2 of [FIPS204] defines the raw byte string encoding of an ML-DSA
public key. When used in a SubjectPublicKeyInfo type, the subjectPublicKey BIT STRING
contains this raw byte string encoding of the public key. When an ML-DSA public key appears
outside of a SubjectPublicKeyInfo type in an environment that uses ASN.1 encoding, it could
be encoded as an OCTET STRING by using the ML-DSA-44-PublicKey, ML-DSA-65-PublicKey, and
ML-DSA-87-PublicKey types corresponding to the correct key size defined below.

The PUBLIC-KEY ASN.1 types for ML-DSA are defined here:
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pk-ml-dsa-44 PUBLIC-KEY ::= {
IDENTIFIER id-ml-dsa-44
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
PRIVATE-KEY ML-DSA-44-PrivateKey } -- defined in Section 6

pk-ml-dsa-65 PUBLIC-KEY ::= {
IDENTIFIER id-ml-dsa-65
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
PRIVATE-KEY ML-DSA-65-PrivateKey } -- defined in Section 6

pk-ml-dsa-87 PUBLIC-KEY ::= {
IDENTIFIER id-ml-dsa-87
-- KEY no ASN.1 wrapping --
CERT-KEY-USAGE
{ digitalSignature, nonRepudiation, keyCertSign, cRLSign }
PRIVATE-KEY ML-DSA-87-PrivateKey } -- defined in Section 6

ML-DSA-44-PublicKey ::

OCTET STRING (SIZE (1312))

ML-DSA-65-PublicKey ::= OCTET STRING (SIZE (1952))

ML-DSA-87-PublicKey ::

OCTET STRING (SIZE (2592))

NOTE: The above syntax is from [RFC5912] and is compatible with the 2021 ASN.1
syntax [X680]. See [RFC5280] for the 1988 ASN.1 syntax.

[RFC5958] specifies the Asymmetric Key Package's OneAsymmetricKey type for encoding
asymmetric keypairs. When an ML-DSA private key or keypair is encoded as a
OneAsymmetricKey, it follows the description in Section 6.

When the ML-DSA private key appears outside of an Asymmetric Key Package in an
environment that uses ASN.1 encoding, it can be encoded using one of the ML-DSA-PrivateKey
CHOICE formats defined in Section 6. The seed format is RECOMMENDED as it efficiently stores
both the private and public key.

Appendix C contains example ML-DSA public keys encoded using the textual encoding defined in
[RFC7468].

5. Key Usage Bits

The intended application for the key is indicated in the keyUsage certificate extension; see
Section 4.2.1.3 of [RFC5280]. If the keyUsage extension is present in a certificate that includes id-
ml-dsa-* (where * is 44, 65, or 87 -- see Section 2) in the SubjectPublicKeyInfo, then the
subject public key can only be used for verifying digital signatures on certificates or CRLs, or
those used in an entity authentication service, a data origin authentication service, an integrity
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service, and/or a non-repudiation service that protects against the signing entity falsely denying
some action. This means that the keyUsage extension MUST have at least one of the following
bits set:

* digitalSignature
* nonRepudiation
* keyCertSign
 cRLSign

ML-DSA subject public keys cannot be used to establish keys or encrypt data, so the keyUsage
extension MUST NOT have any of the following bits set:

* keyEncipherment
* dataEncipherment
* keyAgreement

* encipherOnly

* decipherOnly

Requirements about the keyUsage extension bits defined in [RFC5280] still apply.

6. Private Key Format

[FIPS204] specifies two formats for an ML-DSA private key: a 32-octet seed (xi) and an
(expanded) private key. The expanded private key (and public key) is computed from the seed
using ML-DSA.KeyGen_internal(xi) (algorithm 6).

"Asymmetric Key Packages" [RFC5958] specifies how to encode a private key in a structure that
both identifies what algorithm the private key is for and allows for the public key and additional
attributes about the key to be included as well. For illustration, the ASN.1 structure
OneAsymmetricKey is replicated below.
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OneAsymmetricKey ::= SEQUENCE {
version Version,
privateKeyAlgorithm SEQUENCE {
algorithm PUBLIC-KEY.&id({PublicKeySet}),
parameters PUBLIC-KEY.&Params({PublicKeySet}
{@privateKeyAlgorithm.algorithm})
OPTIONAL}
privateKey OCTET STRING (CONTAINING

PUBLIC-KEY.&PrivateKey({PublicKeySet}
{@privateKeyAlgorithm.algorithm})),
attributes [@] Attributes OPTIONAL,

[[2: publicKey [1] BIT STRING (CONTAINING
PUBLIC-KEY.&Params({PublicKeySet}
{@privateKeyAlgorithm.algorithm})
OPTIONAL ]],

NOTE: The above syntax is from [RFC5958] and is compatible with the 2021 ASN.1
syntax [X680].

For ML-DSA private keys, the privateKey field in OneAsymmetricKey contains one of the
following DER-encoded CHOICE structures. The seed format is a fixed 32-byte OCTET STRING (34
bytes total with the 8x8020 tag and length) for all security levels, while the expandedKey and
both formats vary in size by security level:
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ML-DSA-44-PrivateKey ::= CHOICE {
seed [0] OCTET STRING (SIZE (32)),
expandedKey OCTET STRING (SIZE (2560)),
both SEQUENCE {
seed OCTET STRING (SIZE (32)),
expandedKey OCTET STRING (SIZE (2560))
}

}

ML-DSA-65-PrivateKey ::= CHOICE {
seed [0] OCTET STRING (SIZE (32)),
expandedKey OCTET STRING (SIZE (4032)),
both SEQUENCE {
seed OCTET STRING (SIZE (32)),
expandedKey OCTET STRING (SIZE (4032))
}

}

ML-DSA-87-PrivateKey ::= CHOICE {
seed [0] OCTET STRING (SIZE (32)),
expandedKey OCTET STRING (SIZE (4896)),
both SEQUENCE {
seed OCTET STRING (SIZE (32)),
expandedKey OCTET STRING (SIZE (4896))
}

NOTE: The above syntax is from [RFC5912] and is compatible with the 2021 ASN.1
syntax [X680]. See [RFC5280] for the 1988 ASN.1 syntax.

The CHOICE allows three representations of the private key:

1. The seed format (tag [0]) contains just the 32-byte seed value (xi) from which both the
expanded private key and public key can be derived using ML-DSA.KeyGen_internal(xi).

2. The expandedKey format contains the expanded private key that was derived from the seed.

3. The both format contains both the seed and expanded private key, allowing for
interoperability; some may want to use and retain the seed and others may only support
expanded private keys.

When encoding an ML-DSA private key in a OneAsymmetricKey object, any of these three
formats may be used, though the seed format is RECOMMENDED for storage efficiency.

The privateKeyAlgorithm field uses the AlgorithmIdentifier structure with the appropriate
OID as defined in Section 2. If present, the publicKey field will hold the encoded public key as
defined in Section 4.

NOTE: While the private key can be stored in multiple formats, the seed-only format
is RECOMMENDED as it is the most compact representation. Both the expanded

private key and the public key can be deterministically derived from the seed using
ML-DSA.KeyGen_internal(xi). Alternatively, the public key can be generated from
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the private key. While the publicKey field and expandedKey format are technically
redundant when using the seed-only format, they MAY be included to enable
keypair consistency checks during import operations.

When parsing the private key, the ASN.1 tag explicitly indicates which variant of CHOICE is
present. Implementations should use the context-specific tag IMPLICIT [0] (raw value 0x80) for
seed, OCTET STRING (0x04) for expandedKey, and SEQUENCE (8x30) for both to parse the private
key, rather than any other heuristic like length of the enclosing OCTET STRING.

Appendix C contains example ML-DSA private keys encoded using the textual encoding defined
in [RFC7468].

7. TIANA Considerations

For the ASN.1 module in Appendix A, IANA has assigned the following object identifier (OID) in
the "SMI Security for PKIX Module Identifier" registry (1.3.6.1.5.5.7.0):

Decimal Description Reference
119 id-mod-x509-ml-dsa-2025  RFC 9881
Table 1

8. Operational Considerations

8.1. Private Key Format

An ML-DSA.KeyGen seed (xi) representsthe RECOMMENDED format for storing and
transmitting ML-DSA private keys. This format is explicitly permitted by [FIPS204] as an
acceptable representation of a keypair. In particular, generating the seed in one cryptographic
module and then importing or exporting it into another cryptographic module is allowed. The
internal key generation function ML-DSA.KeyGen_internal(xi) can be accessed for this
purpose.

Note also that unlike other private key compression methods in other algorithms, expanding a
private key from a seed is a one-way function, meaning that once a full key is expanded from
seed and the seed discarded, the seed cannot be recreated, even if the full expanded private key
is available. For this reason, it is RECOMMENDED that implementations retain and export the
seed, even when also exporting the expanded private key. ML-DSA seed extraction can be
implemented by including the seed xi that is randomly generated at line 1 of Algorithm 1 ML-
DSA.KeyGen in the returned output.

When encoding an ML-DSA private key in a OneAsymmetricKey object, any of these three
formats may be used, though the seed format is RECOMMENDED for storage efficiency.
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8.2. Private Key Consistency Testing

When receiving a private key that contains both the seed and the expandedKey, the recipient
SHOULD perform a seed consistency check to ensure that the sender properly generated the
private key. Recipients that do not perform this seed consistency check avoid keygen and
compare operations, but are unable to ensure that the seed and expandedKey match.

If the check is done and the seed and the expandedKey are not consistent, the recipient MUST
reject the private key as malformed.

The seed consistency check consists of regenerating the expanded form from the seed via ML-
DSA.KeyGen_internal, and ensuring it is bytewise equal to the value presented in the private
key.

Appendix C.4 includes some examples of inconsistent seeds and expanded private keys.

8.3. Rationale for Disallowing HashML-DSA

The HashML-DSA mode defined in Section 5.4 of [FIPS204] MUST NOT be used; in other words,
public keys identified by id-hash-ml-dsa-44-with-sha512, id-hash-ml-dsa-65-with-sha512,
and id-hash-ml-dsa-87-with-sha512 MUST NOT be in X.509 certificates used for CRLs, OCSP,
certificate issuance, and related PKIX protocols. This restriction is primarily to increase
interoperability.

ML-DSA and HashML-DSA are incompatible algorithms that require different Verify() routines.
This introduces the complexity of informing the verifier whether to use ML-DSA.Verify() or
HashML-DSA.Verify(). Additionally, since the same OIDs are used to identify the ML-DSA public
keys and ML-DSA signature algorithms, an implementation would need to commit a given public
key to be either of type ML-DSA or HashML-DSA at the time of certificate creation. This is
anticipated to cause operational issues in contexts where the operator does not know whether
the key will need to produce pure or pre-hashed signatures at key-generation time. The External
u (mu) mode described in Appendix D avoids all of these operational concerns.

A minor security reason for disallowing HashML-DSA is that the design of the ML-DSA algorithm
provides enhanced resistance against collision attacks, compared with HashML-DSA or
conventional RSA or ECDSA signature algorithms. Specifically, ML-DSA prepends the SHAKE256
hash of the public key (tr) to the message to-be-signed prior to hashing, as described in line 6 of
Algorithm 7 of [FIPS204]. This means that in the unlikely discovery of a collision attack against
the SHA-3 family, an attacker would have to perform a public-key-specific collision search in
order to find message pairs such thatH(tr || m1) = H(tr || m2), because a direct hash
collision H(m1) = H(m2) will not suffice. HashML-DSA removes this enhanced security property.
In spite of its lack of targeted collision protection, the practical security risk of using HashML-
DSA in X.509 signatures would be immaterial. This is because a hash of the issuing CA's public
key is already included in the Authority Key Identifier (AKI) extension, which is signed as part of
the tbsCertificate structure. Even when it is a SHA-1 hash, general second pre-images against the
AKIT hash of existing issuing CAs would be impractical.
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9. Security Considerations

The Security Considerations section of [RFC5280] applies to this specification as well.

The ML-DSA signature scheme is strongly unforgeable under chosen message attacks (SUF-CMA).
For the purpose of estimating security strength, it has been assumed that the attacker has access
to signatures for no more than 2/{64} chosen messages.

ML-DSA depends on high quality random numbers that are suitable for use in cryptography. The
use of inadequate pseudo-random number generators (PRNGS) to generate such values can
significantly undermine various security properties. For instance, using an inadequate PRNG for
key generation, might allow an attacker to efficiently recover the private key by trying a small
set of possibilities, rather than brute-force search the whole keyspace. The generation of random
numbers of a sufficient level of quality for use in cryptography is difficult; see Section 3.6.1 of
[FIPS204] for some additional information.

In the design of ML-DSA, care has been taken to make side-channel resilience easier to achieve.
For instance, ML-DSA does not depend on Gaussian sampling. Implementations must still take
great care not to leak information via various side channels. While deliberate design decisions
such as these can help to deliver a greater ease of secure implementation -- particularly against
side-channel attacks -- it does not necessarily provide resistance to more powerful attacks such
as differential power analysis. Some amount of side-channel leakage has been demonstrated in
parts of the signing algorithm (specifically the bit-unpacking function), from which a
demonstration of key recovery has been made over a large sample of signatures. Masking
countermeasures exist for ML-DSA, but comes with performance overhead.

ML-DSA offers both deterministic and randomized signing. Signatures generated with either
mode are compatible and a verifier can't tell them apart. In the deterministic case, a signature
only depends on the private key and the message to be signed. This makes the implementation
easier to test and does not require a randomness source during signing. In the randomized case,
signing mixes in a 256-bit random string from an approved random bit generator (RBG). When
randomized, ML-DSA is easier to harden against fault and hardware side-channel attacks.

A security property that is also associated with digital signatures is non-repudiation. Non-
repudiation refers to the assurance that the owner of a signature key pair that was capable of
generating an existing signature corresponding to certain data cannot convincingly deny having
signed the data, unless its private key was compromised. The digital signature scheme ML-DSA
possesses three security properties beyond unforgeability, that are associated with non-
repudiation. These are exclusive ownership, message-bound signatures, and non-resignability.
These properties are based tightly on the assumed collision resistance of the hash function used
(in this case SHAKE-256). A full discussion of these properties in ML-DSA can be found at
[CDFFJ21].
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Appendix A. ASN.1 Module

This appendix includes the ASN.1 module [X680] for the ML-DSA. Note that as per [RFC5280],
certificates use the Distinguished Encoding Rules; see [X690]. This module imports objects from
[RFC5912].

<CODE BEGINS>

X509-ML-DSA-2025

{ iso(1) identified-organization(3) dod(6)
internet(1) security(5) mechanisms(5) pkix(7) id-mod(0)
id-mod-x509-ml-dsa-2025(119) }

DEFINITIONS IMPLICIT TAGS ::= BEGIN
EXPORTS ALL;
IMPORTS
PUBLIC-KEY, SIGNATURE-ALGORITHM
FROM AlgorithmInformation-2009 -- [RFC 5912]
{ iso(1) identified-organization(3) dod(6) internet(1)

security(5) mechanisms(5) pkix(7) id-mod(0)
id-mod-algorithmInformation-02(58) } ;
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-- ML-DSA Identifiers

nistAlgorithms OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1) gov(101) csor(3)
nistAlgorithms(4) }

sigAlgs OBJECT IDENTIFIER ::= { nistAlgorithms 3 }

id-ml-dsa-44 OBJECT IDENTIFIER ::= { sigAlgs 17 }

id-ml-dsa-65 OBJECT IDENTIFIER ::

{ sigAlgs 18 }

id-ml-dsa-87 OBJECT IDENTIFIER ::

{ sigAlgs 19 }

-- Public Key Algorithms

PublicKeys PUBLIC-KEY ::= {
-- This expands PublicKeys from [RFC 5912]
pk-ml-dsa-44 |
pk-ml-dsa-65 |
pk-ml-dsa-87,
}

-- ML-DSA Public Keys

pk-ml-dsa-44 PUBLIC-KEY ::= {

IDENTIFIER id-ml-dsa-44

-- KEY no ASN.1 wrapping; 1312 octets --

PARAMS ARE absent

CERT-KEY-USAGE { digitalSignature, nonRepudiation,
keyCertSign, cRLSign }

PRIVATE-KEY ML-DSA-44-PrivateKey

}

ML-DSA-44-PrivateKey ::= CHOICE {
seed [B] OCTET STRING (SIZE (32)),
expandedKey OCTET STRING (SIZE (25690)),
both SEQUENCE {
seed OCTET STRING (SIZE (32)),
expandedKey OCTET STRING (SIZE (25690))
}

}

pk-ml-dsa-65 PUBLIC-KEY ::= {

IDENTIFIER id-ml-dsa-65

-- KEY no ASN.1 wrapping; 1952 octets --

PARAMS ARE absent

CERT-KEY-USAGE { digitalSignature, nonRepudiation,
keyCertSign, cRLSign }

PRIVATE-KEY ML-DSA-65-PrivateKey

}
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ML-DSA-65-PrivateKey ::= CHOICE {
seed [0] OCTET STRING (SIZE (32)),
expandedKey OCTET STRING (SIZE (4032)),
both SEQUENCE {
seed OCTET STRING (SIZE (32)),
expandedKey OCTET STRING (SIZE (4032))
}

}

pk-ml-dsa-87 PUBLIC-KEY ::= {

IDENTIFIER id-ml-dsa-87

-- KEY no ASN.1 wrapping; 2592 octets --

PARAMS ARE absent

CERT-KEY-USAGE { digitalSignature, nonRepudiation,
keyCertSign, cRLSign }

PRIVATE-KEY ML-DSA-87-PrivateKey

}

ML-DSA-87-PrivateKey ::= CHOICE {
seed [@] OCTET STRING (SIZE (32)),
expandedKey OCTET STRING (SIZE (4896)),
both SEQUENCE {
seed OCTET STRING (SIZE (32)),
expandedKey OCTET STRING (SIZE (4896))
}

¥
ML-DSA-44-PublicKey ::

OCTET STRING (SIZE (1312))

ML-DSA-65-PublicKey ::= OCTET STRING (SIZE (1952))

ML-DSA-87-PublicKey ::

OCTET STRING (SIZE (2602))

-- Signature Algorithms

SignatureAlgorithms SIGNATURE-ALGORITHM ::= {
-- This expands SignatureAlgorithms from [RFC 5912]
sa-ml-dsa-44 |
sa-ml-dsa-65 |
sa-ml-dsa-87,
e}

-- ML-DSA Signature Algorithm Identifiers

sa-ml-dsa-44 SIGNATURE-ALGORITHM ::
IDENTIFIER id-ml-dsa-44
PARAMS ARE absent
PUBLIC-KEYS { pk-ml-dsa-44 }
SMIME-CAPS { IDENTIFIED BY id-ml-dsa-44 }
}

sa-ml-dsa-65 SIGNATURE-ALGORITHM ::
IDENTIFIER id-ml-dsa-65
PARAMS ARE absent

{

{
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PUBLIC-KEYS { pk-ml-dsa-65 }
SMIME-CAPS { IDENTIFIED BY id-ml-dsa-65 }
}

sa-ml-dsa-87 SIGNATURE-ALGORITHM ::
IDENTIFIER id-ml-dsa-87
PARAMS ARE absent
PUBLIC-KEYS { pk-ml-dsa-87 }
SMIME-CAPS { IDENTIFIED BY id-ml-dsa-87 }

}
END

{

<CODE ENDS>

Appendix B. Security Strengths

Instead of defining the strength of a quantum algorithm in a traditional manner using the
imprecise notion of bits of security, NIST has instead elected to define security levels by picking a
reference scheme, which NIST expects to offer notable levels of resistance to both quantum and
classical attacks. To wit, an algorithm that achieves NIST PQC security level 1 must require
computational resources to break the relevant security property, which are greater than those
required for a brute-force key search on AES-128. Levels 3 and 5 use AES-192 and AES-256 as
references, respectively. Levels 2 and 4 use collision search for SHA-256 and SHA-384 as
references.

The parameter sets defined for NIST security levels 2, 3, and 5 are listed in Figure 1, along with
the resulting signature size, public key, and private key sizes in bytes. Note that these are the
sizes of the raw keys, not including ASN.1 encoding overhead from OneAsymmetricKey and
SubjectPublicKeyInfo wrappers. Private key sizes are shown for both the seed format and
expanded format.

Level (k1) eta Sig.(B) PublicKey(B) Private Seed(B) Private Expand(B)

2 44 2 2420 1312 32 2560
3 6,5 4 3309 1952 32 4032
S @87 2 4627 2592 32 4896

Table 2: ML-DSA Parameters
Appendix C. Examples

This appendix contains examples of ML-DSA private keys, public keys, certificates, and
inconsistent seed and expanded private keys.
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C.1. Example Private Keys

The following examples show ML-DSA private keys in different formats, all derived from the
same seed 800102 . . .1e1f. For each security level, we show the seed-only format (using a
context-specific [8] primitive tag with an implicit encoding of OCTET STRING), the expanded
format, and both formats together.

NOTE: All examples use the same seed value, showing how the same seed produces
different expanded private keys for each security level.

C.1.1. ML-DSA-44 Private Key Examples

Each of the examples includes the textual encoding [RFC7468] followed by the so-called "pretty
print"; the private keys are the same.

C.1.1.1. Seed Format

————— BEGIN PRIVATE KEY-----
MDQCAQAWCWYJYIZIAWUDBAMRBCKATIAABAgMEBQYHCAKKCwwNDg8QERITFBUWFxgZ
GhscHR4f

————— END PRIVATE KEY-----

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.161.3.4.3.17 }

}
OCTET_STRING {
[0 PRIMITIVE] { "©00102030405060708090a0bBcOd0ef10111213141
5161718191a1blc1d1elf" }

}
}
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C.1.1.2. Expanded Format
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————— BEGIN PRIVATE KEY-----
MIIKGAIBADALBglghkgBZQMEAXEEggoEBIIKANeytHJUquDbReeTDUQqYBs19jx0X
0Xidr6FwJLMWEb7J0c4Pf3f421ZE3No2a/5HNL2VIDX/mmE6pUgkHCxpTAQymgex
+rtI9SownxGhiY+EjiMi/+Yj7IENs77 jNoWFSogmnaMg1RIL/P6JoY4w9XFNg6pA
SmRrbJ1ziYYNE1Iu4ABuI4SBkYZhmyYNEYZk1KYoIhhEgkAomBRhSKZhTEJIoZII
wjgpUSRICKE1wggxCMRxIBQJFINsGKeAhBBuycBwIrVkCLBhDACEmBJEUYhpWQBG
IpMgQQYuQrZMARZJFChMQahRgEYKURZRWgggAiJE3JhJOTJRATB1O8CFkghREqFk
ADkiCUZiHMcM2Qht@AYmUkCFgEQwkQYsUMgJJMWEGPZ tSpgsmQZ tpEQyIKdkWjJu
EbVwIJJhJBOOBIUsCkhyyKBROwggqmSCAWCQgJAdOWRSIEKRkYMBt4LKNGxkJIDQ1
WCRBCUNxCiEgYaIBUiJSG4CAmjQAESNNBzIpThcKmJJpGhRRICchnMAgYgKBSBhp
GoVNgORpWyBBAxJCyxhGAakNDAIxg7AhWiJKyJIF2ZBpBDBqSwZKOrIBHEBAgQUIyY
UjJyVKZAWhgQDDISksKAUhJiXIToC7RsABKNUXAMFAEO4TZSiIQkkQIKYOYmIAYp
EcIoOCBIArNsojYJWoZIy7RhiBZixECCGokJEAINJLJFIBI1JMkFiCiMycBNWUgi
CiduwTRkTJBgWORQgoZJQ4gEQ7KMYDCAoogthKRt jKYpOMaEQQZGiYhRAKmMNAUMN
5DgNpAaNB5RxQrJsGoRhG6MoQrQoCKBxGsUx4KBMATd1JChiFCiQCRBh2UA1GzNg
CQKSBCSBIAQISRhEoyItXIhEFJgIpEZhAZVkCzkKDJRQykBq@rIgwDgBgjCOE7kI
kYCEFIgpwBiRE jUNoCQi4gQG2cKFBCgSHMmJGAJyOkApwggS2AYgmZRxm7hoI4Qp
GiKJFEUR3IJEUJZFDESEWLIEmqYFQ4YsRDJuiEQhIKhMmjBw47gtYyaIAyVJAOOM
SKgJyhRyUzROEKMIG6CEWTA12ZSA4jQigUISnDAq1DQmMYQRFJCYoEBYJSjJtESgJ
GLglYigREGENQbIRKIRMixISosalycAwIgYGBhiOhIYwkERSEogx2SBxE8UoQwYO
AzBgzKaEWCZSTIgBHvclYshf+kOs+kkhfysXLXu8FGIObZgKcaq73wxF6aIG7LFC
P+4V3swXYBMAFJ2SI81ubG4fq0Qfx8ZJOKtokF/T3NpQ2HCC59DXHRvJsrhMhVI8
gP5srS1K340+FbEI/3IdDMh7w906dZAYSw6EVMOpH8nhw8U6YdhnQgsE8JI1V108
ZaBjaP1BKV/QmSQTLG+RIn1kwUJnSnJcNDkUXxM7PWMBOVKIFWM1795EeB6ptCTjy
7iuzwajF1ldY16ENC/eoB3CSyEa@vwoHPd+WREMerxUvwyG1IC5vidkcdydYDzumM
/as+n8+3A3k1YFSepEUPp7M/uRacRLTSX7nEV/SXkc090D6s1glYEBEFEYyzNpOY+
SSKMBj2KHzeFbxQtk7kNsJ+Cr4k1ljGOquAR6gMA2yTV+ogRvjcY1TwxS1fNCu@F9
PP6wsfOzYiwp4Uy72S4TY8ZevUUEtLTEjKb1nDjLhssZ6VOfxpV+Ln56gToyjpwXm
KjxeY3NOr7eutt3qYSzeKPAaIC16pONHItJ90/m4mJTQGT1dTXEZ7+Ny070QTL17
CYHgdN46/iANqq6tgmzEXyRNvOMa+rNO+994JHTS/VcRj2RiFJNO2Zy60wA+jWe j
g29vGfxBkQz1Fj7jrpnrhNUU63YeY2hOpW+XkdLdSgxuYWi5SMgX910iKssOjNwD
zEr+j2cVfho203+u/58XK5iRNnfFod@IXp7kwiBSwa9YGTEWZz3NO/xfNLhV3MbH
eIVknp5x9D1K6g9Lcsp+2gVA4uhPTGmWNLQYKmmb/aeBb5516L7HScj04+b+r4Y+0
ezzakG50m16ULI6uspYHDr/TZJR61AzJeL7WazdOnm1dzXvoxJREDiuEzs/vuYwL
71s8QeM1nSzXGX++cgxIgmxrZGXB7mPjVpwg3HREKTcLf3gm/gt30dGdZBAdAyuR
gQaBLS73NeflYB/kulDyPt5SHwMagX@VKUpDcibDeHhLbbDPG6NnorpEdkgG5zpzD
AZxvXCfLmNomFEtkI1lp8kysw92HNnii1Zodi4PsYBSi9t1H52VwbQC/SnmmgSbDup
HYEsjyx5erF5Zwn10WhWd4KTUp8ChtAVwW7U51h1kKjM+n1k9bj9TUS1CCONmozKF
HX91JSKpKLkX4n4tbUITff4uv6b7HGeybAJUUoaF9+vb4xWmjgotp2noqfQtPmAA
fHEzCSaywAEtg+rU5P0e2HLMBZciAdKwJ /NUWsLTDNeLwddA/sy8b8KgRGxuMOrF
H1ppCYqiTEfyCFtOTkuSzMJpIdLeR4UYzQkM4meuotJ621f9il. SXbYn7hDzczOmn
bKJnnmgBv6f7AxiW+1BilwS5k jk2u13ThTERIcrfsRmV5ZtzABz2ftA6uBOGdkjQ
JYKAh+1Jqga/Ra5XXLZmx7coleqwTL/t6BwmulanA/wX7Dyu/KECe7XtfWAG+1kzt
AZ4ct4UdOFHXApBnThn/sAizAcSs9kGiuxQhbh1pyr9Ste8idJaw8weZqFXRF/rT
dEpvozUD6nmLUt3X71QmYJ2/zT8ME7Fk1sBR9+1KEZcZpxL jiNMoQCCB/xNUtVTS
wjev7TsVHEuo6fS964SZowZuJrvGnorwid7HFzHR3FKeqxfvc3RzTA/kdU1Mg4Nr
3TSgO5vImMRRXYGG/uY7G5hw+T1EO003K81JDxkcIa56nAYsNmooLAM7LAKveJJjWnC
M2EBp3LL5PVXxUj9RVQWILN81i4ScwUCqH681QjoShRzg4z/UiXWk1Z+1xf5BjJ0Q
gZGrbnQbd7/gLL1pjueVxGbWFWGeZEE4LG6SAYNO6atzzqglLviNceNgRvXm2+C+J
14XWhwDTk+Z1wiJNa30aBhMgSVZ5ra7XAWe1CGZx01MQnbe299gTBOzf2Dsxmx7y
SDBrRa@p593Mhj2sVgSLXWnqF1AR92FMAKhghjzeGHKokyh4uax+GsW9pJ1l7cgZP
DNdfTIFOAB3hGsuQE89+qSab5+qs4HDHUIGI760uQx4SI9RAOFXNhAPC5FzuZBPs
vnUn6HPKVcTmEKYYO0arMCOVtJIPNnjymLZqR46y9VjLr8qGvoR7 rrAsWyFsjNiP6k
3ySbCeZwogcDgbwksKkavEpWRmAUQroQvs/TCZOIAFHQf1agWpN556jmvv7j8i+q
EGOY93BgBuQum+HvidJcJy8RqVCVxYFXE3MihN6dvTxyF7BoniHY6w/21mg=
————— END PRIVATE KEY-----
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }

}
OCTET_STRING {

OCTET_STRING { "d7b2b47254aaeddb45e7930d4a98d2c97d8f1397d178
9dafa17024b316e9bec939cedf7f77f8db5644dcda366bfed4734bd95f435ff9a
613aa54aa41c2c694c04329a07b1fabb48f52a309f11a1898f848e2322ffe623
ec810db3bee33685854a88269da320d5120bfcfe89a18e30f7114d83aa404a64
6b6c997389860d12522e€0006€2384819186619b260d118664d4a62822184482
402898146148a6614c4248a19208c2382951244808a125¢c2083108c471201409¢280521262
5c82280bb46c03428d53100c14010ee1365288842491020a63462620062911¢2
28d0204802b36ca236095a8648cbb4618b4662c440821a890910024d24b24520
122524c90588288cc9¢c04d5948220a276ec134644c90605b4450828649438804
43b28c603080a2882d84a46d8cab629d0c68442064689885100a98d01498de438
0da4068dd3947142b26c1a84611ba32842b42808a0711ac531e0ab4c01376524
2862142890091061d940221b3360090292d02481200408491844a3222d5c8844
149808a446610195640b390aBc9450ca406ad2b220c0380182308e13b9089180
84148829¢c0189112350dab2422e20406d9¢c2850428121¢cc989180272d24029c2
0812d8062a9994719bb8682384291a2289144511dc82445096450c4484c0b204
9a2a60543862c44326e88442120a84c9a3070e3b82d63268803254903438c48a8
09ca147253344e1243081ba704593022d99480e234228142129¢302a94342661
04452426281346094a326d11280918b82562281113410d41b21190844¢c8b1212
a2c688c9c030220606d2188e848630904452128831d9207113¢c52843060e0330
60ccab845826524c88011ef72562c85ffad43acfad9217f2b172d7bbc14620e6d
980a71aabbdf@c45e9a206ech1423fee15decc17601300149d9223cdbebcbelf
a8e41fc7¢c64938ab68905fd3dcda50d87082e7d0d71d1bc9b2b84c85523ca8fe
6cad294adf83be15b108ff721d0cc87bc3dd3a7590184b0e845663a91fc9e1c3
c53a61d867420b04f092355753bc65a06368fd41295fd09924132¢c6f91f67964
c142674a725c343914c4cecf58c074bcaf4558c97bf7911e07aa6d0938f2ee2b
b3c1a8c595d635e84342fdead1dc24b211ad2fc281cf77e59110c7abc54bf0c8
6d480b9be276471dc9d603cee98cfdab3e9fcfb703793560549ea4450fa7b33f
b9169c44b4d25fb9c457f49791cd3daB3eac96095813¢c105132ccdade63e4922
8cd23d8a1f378561142d93b90db09f82af89258c63aab8047a80¢c036c9357¢ea?2
0461f8dc6354f0c5295f342bb417d3cfebOb1fd33622c29e14cbbd92e1363c65¢e
bd4504b7512329b9670e32e1b2c67a54e7f1a55f8b9f9eab4e8ca3a705e62a3c
5e637374afb7aeb6ddeab12cde28f01a202d7aa4e34722d27dd3f9b89894d019
fd5d4d7119efe3723bba104cb8bb0981e0874de3afe200daaaead826cc45f244d
bf431afab34efbdf782474d2fd57118f646214934ed99cba3b0B3e8d67a3836f
6f19fc41910ce5163ee3ae99eb84d514eb761e63684ea56f9791d2dd4aacbeb1
68b948c817f75a222acbBe8cdcB3ccd4afte8f67157e1a363b7faeffof172b9891
3677c5a1ddB85e%9ee4c22052c1af58193116673dcd3bfc5f34b855dccb6c77885
649e9e71f43d4aeabf4b72ca7edaB578ba13d31a658d2d060a%a66ff69ed1be?
997a2fb1d2723d38f9bfabe18f8e7b3cda906e4e9b5e942c8eaeb296070ebfd3
64947a940cc978bed66b37749e6d5dcd7be8c494440e2b84cecfefb98cObedfb
3c41e3359d2cd7197fbe720c48aabcbbb6465cT1eeb63e3569c2adc744491370b7f
7826feBb77a1d19d64101d032b918106b42d2ef73747e5601fedba50f23ede52
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1f031a817d15294a43722e8378784b6db0Ocf1ba9e8ae911d9201b9ce9cc3019c
6f5c27cb98da26144b64225a7¢c932b30f761e78a2d59a1d8b83ec6344a2f6dd4
7e765706d00bf4a79a6a926c3ba91d812c8f2¢c797ab1796709e5d16856778293
529f0286d015c3b5399619642a333e9e593d6e315353994208e9e6a332851d7f
652522a928b917e27e2d6d42137dfe2ebfabfb1c67b26c0254528685f7ebdbe3
15a68eaa2da769e8a9f42d3e60007c71330926b2cPB12d83ead4ed4fd1ed872¢cc
d1972201d2b027f3545ac2d306cd78bc1d740feccbcb6fc2a0446c6e30eac51f5a
69098aa2d447f2085b4e4e4b92ccc26921d2de478518cd090ce267aea2d27ada
57fd88b4976d89fb843cdccf49a76ca2679e6801bfa7fb831896fb50629704b9
923936bb5dd385311121cadfb11995e59b73034cf67ed03ab813867648d02582
8087e949a9afd16b95d72d99b1edca257aac132ffb7aB0709aed5a9¢cOffO5fboOf
2bbf28409eed7b5f5801be964cedB19e1cb7851d3851f10290674e19ffbBO8b3
@1cdacf641a2bb14216e1d69cabf52b5ef227496b0f30799a855d117fad3744a
6fa33503ea798b52ddd7ee5426609dbfcd3f0c13b164d6cB51f7ed4a119719a7
12e388d328402081ff1354b554d2c237afed3b151c4ba8e9f4bdeb8499a3066e
26bbc69e8af089dec71731d1dc529eab17ef7374734c0fed475494¢c83836bdd34
a03b9bc89914716061bfb98ecbeb61c3ed4438edcat25243¢c647086b9%ea7018b0
d9a8aBbBBcech®Babde2498d69c2336101a772cbe4f571523f51bd05882cdf35
8b849cc140aalfaf22423a12851ceBe33fd48975a4959fa5¢c5fe418¢c93908191
ab6e741b77bfeB02cbd698ee795¢c466d615619e6441382cb6eacB1834ee9ab73ce
a80bbe235¢78da91bd79b61821899785d68700d393e675¢c2224d6b7a1ad21320
495679adaed70167b50866713a53109db7b6f7d81304ecdfd83b319b1ef24830
6b45ad29e7ddcc863dac56048b5d69ea175011f7614c00a86a863cde1872a893
2878b9%ac7elac5bda4997b72064f0cd75f4c814e034de11acb9013cf7ea%926b4
e7eaaceB70c7ba2188efad2e431e1223d45dd05c4d8403c2e45ceeb6413eche75
27e873e455c4e610a61839aaccObd56d2483e78f298b66a478eb2f558cbafca8
6be847baebB2c5b216c8cd88feaddf249b09e670a20703abac24bBa91abc4as6
46601442ba10becfd30993880051d07f56a05a9379e7a8ebbefee3f22faa1063
98f7706006e42e9be1ef89d25¢c272f11a95095¢587d713732284de9dbd3c7217
b0689e21d8eb0ff69668° }

}
}
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C.1.1.3. Both Format
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————— BEGIN PRIVATE KEY-----
MIIKPgIBADALBglghkgBZQMEAXEEggogqMIIKJgQAAECAWQFBgcICQoLDABODXAR
EhMUFRYXGBkaGxwdHh8EggoA17KAc1Sq4NtF55MNSp jSyX2PESfReJ2voXAksxbp
vsk5zg9/d/jbVkTc2jZr /kcOvZXONf+aYTqlSqQcLG1MBDKaB7H6uBj1KjCfEaGJ tGwDQo1TEAWUAQ7hN1KIhCSRAgpjRiYgBikRwijQIEQCs2yi
NglahkjLtGGLRmLEQITaiQkQAkBkskUgEiUkyQWIKIzJwWE1ZSCIKJ27BNGRMkGBb
RFCChk1DiARDsoxgMICiiC2EpG2MpinQxoRCBkaJiFEAqYBBSY3k0A2kBo3T1HFC
smwahGEboyhCtCgIoHEaxTHgoEWBN2UkKGIUKJAJEGHZQCIbM2AJApLQJIEgBAhJ
GESjIiTciEQUmMAikRmEB1WQLOQoM1FDKQGrSsiDAOAGCMI4TuQiRgIQUiCNAGJES
NQ2gJCLiBAbZwoUEKBIcyYkYANnLSQCnCCBLYBiqZ1HGbuGgjhCkaIokURRHcgkRQ
1kUMRITAsgSapgVDhixEMm6IRCEgqEyaMHDjuC1jJogDJUkDQ4XxIgAnKFHJTNE4S
QwgbpwRZMCLZ1IDiNCKBQhKcMCqUNCZhBEUkJigTRg1KMmORKAKYuCViKBETQQ1B
shGQhEyLEhKixojJwDAiBgbSGI6Eh]jCQRFISiDHZIHETXxShDBg4DMGDMpoRYJ1JM
iAEe9yViyF/6Q6z6SSF/Kxcte7wUYg5tmApxqrvfDEXpogbssUI/7hXezBdgEwAU
nZIjzW5sbh+o5B/Hxkk4q2iQX9Pc21DYcILnBNcdG8myuEyFUjyo/mytKUrfg74V
sQj/ch@MyHvD3Tp1kBhLDoRWY6kfyeHDxTph2GdCCwTwk jVXU7x1oGNo/UEpX9CZ
JBMsb5H2eWTBQmdKc IwOORTEZS9YwWHS8roVYyXv3kR4HgmOJOPLUK7PBQMWV1jXo
QOL96gHCcJLIRrS/Cgc935ZEQx6VFS/DIbUgLm+J2Rx3J1gP06YZz9qz6fz7cDeTVg
VJ6kRQ+nsz+5FpxEtNJfucRX9JeRzT2gPqyWCVgTWQUTLM2k5j5JI0zSPYofN4Vv
FC2TuQ2wn4KviSWMY6q4BHqAWDbJNX61iBG+Nx jVPDFKV80K7QX08/rCx/TNiLCnh
TLvZLhNjx169RQS3USMpuWcOMuGyxnpU5/G1X4ufngBOjKOnBeYgPF5jc3Svt662
3ephLN408BoglLXqk40ciBn3T+biY1INAZ/VINcRnv43I7uhBMuLsJgeBO3jr+IA2q
rq2CbMRfJE2/Qxr6s07733gkdNL9VXGPZGIUk®7ZnLo7AD6NZ60Db28Z /EGRDOUW
PuOumeuE1RTrdh5jaE61b5eROt1KrG5hal1IyBf3WiIqywb6M3APMSV6PZXV+GjY7
67 /nxcrmJE2d8Wh3QhenuTCIFLBr1gZMRZnPcB7/F80uFXcxsd4hWSennHBPUrq@t5HhRjNCQziZ66i0nraV/2ItJdtifuEPNzPSadsomeeaAG/p/sD
GJb7UGKXBLmMSOTa7XdOFMREhy t+xGZX1m3MDTPZ+0Dq4E4Z2SNA1goCH6UmMpr9Fr
ldctmbHtyiV6rBMv+3oHCa7VqcD/BfsPK780QJ7te19YAb6WTO0OBNnhy3hRO4UTEC
kGdOGf+wCLMBxKz2QaK7FCFuHWnKv1K17yJB1lrDzB5moVdEX+tNOSm+jNQPgeYtS
3dfuvCZgnb /NPwwTsWTWwFH37UoR1xmnEuOIBYhAIIH/E1STVNLCNG/t0xUcS6jp
9L3rhJdmjBm4mu8aeivCJ3scXMdHcUp6 rF+9zdHNMD+R1SUyDg2vdNKA7m81iZFHFg
Yb+53jsbmHD7UQ47cryUkPGRwhrnqcBiw2aigsAzssAq94kmNacIzYQGncsvk9XFS
P1G9BYgs3zWLhJzBQKofryJCOhKFHODjP9SJdaSVn6XF /kGMk5CBkatudBt3v+As
vWmO55XEZtYVYZ5kQTgsbqwBg07pq3P0qAu+I1x42pG9ebb4L4mXhdaHANOT5nXC
TIk1rehrSEyBJVnmtrtcBZ7UIZnE6UxCdt7b32BME7N/Y0zGbHVJIMGtFrSnn3cyG
PaxWBItdaeoXUBH3YUwAqGQGPN4YcqiTKHi5rH4axb2kmXtyBk8M119MgU4DTeEa
y5ATz36pJrTn6qzgcMe6IYjvrS5DHhIj1F3QXE2EA8LKX05KE+y+dSfoc+RVx0YQ
phg5qswL1Wekg+ePKYtmpHjrL1WMuvyoa+hHuusCxbIWyM2I/qTfJJsJ5nCiBwOr
rCSwgRq8S1ZGYBRCuhC+z9MJk4gAUdB/VgBak3nngOa+/uPyL60QY5j3cGAG5C6D
4e+J01wnLxGpUJXFh9cTcyKE3p29PHIXsGieIdjrD/aWaA==

————— END PRIVATE KEY-----
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }

}
OCTET_STRING {
SEQUENCE {

OCTET_STRING { "000102030405060708090a0b0c0d0edf1011121314
15161718191a1b1c1dl1elf" }

OCTET_STRING { "d7b2b47254aaeddb45e7930d4a98d2c97d8f1397d1
789dafa17024b316e9bec939cef7f77f8db5644dcda366bfe4734bd95f435fFf
9a613aab54aa41c2c694c04329a07b1fabb48f52a309f11a1898f848e2322ffeb
23ec810db3bee33685854a88269da320d5120bfcfe89a18e30f7114d83aa404a
646b6c997389860d12522ee0006e2384819186619b260d118664d4a628221844
82402898146148a6614c4248a19208¢c2382951244808a125¢c2083108c4712014
0914836c18a78084106ec9cB7022b56408b0610c070498124451886959004622
032041062e42b64c01164914284c41a85180460a5116515a0820022244dc9849
d13251e13065d3¢c08592a85112a1640039220946621cc70cd9086dd006265240
8580443091062c50c80924c5841a966d4a982c99066da4443220a7645a326e11
b57020926124138e04852c0a4872c8aB51d3082a99208058242024074e591488
10a46460c06deBb28d1b1909203422c024410943710a212061a2015222521b80
809a340013934dd3322922170a9892691a14512027219¢cc02062a2814818691a
854d8344695b2041031242¢cb184601a90d0c023183b0215a224ac89205d99069
04306a4b064ad2b2011c404081423252327254a6405a18100¢c321292¢2805212
625c82280bb46c03428d53100c14010ee1365288842491020a63462620062911
€228d0204802b36ca236095a8648cbb4618b4662c440821a890910024d24b245
20122524¢c90588288cc9c04d5948220a276ec134644c90605b44508286494388
0443b28c603080a2882d84a46d8cab629d0c68442064689885100a98d01498de4
380da4068dd3947142b26c1a84611ba32842b42808a0711ac531e0aB4cB13765
242862142890091061d940221b3360090292d02481200408491844a3222d5¢c88
44149808a446610195640b390a0c9450ca406ad2b220c0380182308e13b90891
8084148829c0189112350dab2422e20406d9c2850428121¢cc989180272d24629
€c20812d8062a9994719bb8682384291a2289144511dc82445096450c4484c0b2
0492a60543862c44326e88442120a84c9%9a3070e3b82d63268803254903438¢c48
a809cal147253344e1243081ba704593022d99480e234228142129¢c302a943426
6104452426281346094a326d11280918b82562281113410d41b21190844c8b12
12a2c688c9c030220606d2188e848630904452128831d9207113¢52843060e03
3060ccab6845826524c88011ef72562c85ffad3acfad9217f2b172d7bbc14620e
6d980a71aabbdfBc45e9a206ecb1423fee15decc17601300149d9223cdbebehbe
1fa8e41fc7c64938ab68905fd3dcda50d87082e7d0d71d1bc9b2b84c85523¢ca8
febcad294adf83be15b108ff721d0cc87bc3dd3a7590184b0e845663a91fc9e1
c3c53a61d867420b04f092355753bc65a063681Td41295fd09924132¢c6f91f679
64c142674a725c343914c4cecf58c074bcat4558c97bf7911e07aab6d0938f2ee
2bb3c1a8c595d635e84342fdea®1dc24b211ad2fc281cf77e59110c7abc54bf0
c86d480b9be276471dc9d603cee98cfdab3e9fcfb703793560549¢ea4450fa7b3
3fb9169c44b4d25fb9c457f49791cd3daB3eac96095813¢c105132ccdade63e49
228cd23d8a1f378561142d93b90db09f82af89258c63aab8047a80c036c9357¢e
a2046f8dc6354f0c5295f342bb417d3cfebBb1fd33622c29e14cbbd92e1363¢c6
5ebd4504b7512329b9670e32e1b2c67a54e7f1a55f8b9f9eabB4e8ca3a705e62a
3c5e637374afb7aebbddeab12cde28fB1a202d7aa4e34722d27dd3f9b89894d0
19fd5d4d7119efe3723bba104cb8bb0981eb74de3afe200daaaecad826cc45f24
4dbf431afab34efbdf782474d2fd57118f646214934ed99cba3bB03e8d67a383
6f6f19fc41910ce5163ee3ae99eh84d514eb761e63684ea56f9791d2dd4aacbe
6168b948c817f75a222achBe8cdcB3cc4afe8f67157e1a363b7faeffof172b98
913677c5a1dd085e9ee4c22052c1af58193116673dcd3bfc5f34b855dcc6c778
85649e9e71f43d4aeabf4b72ca7edab578ba13d31a658d2d060a%a66ff69ed1b
e7997a2fb1d2723d38f9bfabe18f8e7b3cda906e4e9b5e942c8eaeh296070ebf
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d364947a940cc978bed66b37749e6d5dcd7be8c494440e2b84cecfefb98cBbed
fb3c41e3359d2cd7197fbe720c48aabco6b6465c1ee63e3569c2adc744491370b
71f7826feBb77a1d19d64101d032b918106b42d2ef73747e5601fed4ba50f23ede
521f031a817d15294a43722e8378784b6dbBcf1ba%9e8ae911d9201b9ce9cc301
9c6f5¢c27¢cb98da26144b64225a7¢932b30f761e78a2d59a1d8b83ec6344a2f6d
d47e765706d00bf4a79a6a926c3ba91d812¢c8f2¢c797ab1796709e5d168567782
93529f0286d015¢c3b5399619642a333e9e593d6e315353994208e9e6a332851d
7f652522a928b917e27e2d6d42137dfe2ebfabfb1c67b26c0254528685f7ebdb
e315a68eaa2da769e8a9f42d3e60007c71330926b2c0012d83ead4ed4fd1ed872
ccd1972201d2b027f3545ac2d30cd78bc1d740fecchc6fc2aB446c6e30eac51f
5a69098aa2d447f2085b4ed4e4b92ccc26921d2de478518cdB90ce267aea2d27a
da57fd88b4976d89fb843cdccf49a76ca2679e6801bfa7fb031896fb50629704
b9923936bb5dd385311121cadfb11995e59b73034cf67ed03ab813867648d025
828087e949a9afd16b95d72d99b1edca257aac132ffb7a0709aed5a9cOffO5fb
0f2bbf28409eed7b5f5801be964cedBd19e1cbh7851d3851f10290674e19ffh008
b301c4acf641a2bb14216e1d69cabf52b5ef227496b0f30799a855d117fad374
4a6fa33503ea798b52ddd7ee5426609dbfcd3fOc13b164d6c051f7ed4a119719
a712e388d328402081ff1354b554d2¢c237afed3b151c4ba8e9f4bdeb8499a306
6e26bbc69e8af089dec71731d1dc529eab17ef7374734c0fe475494¢c83836bdd
34a03b9bc89914716061bfb98ecbeb1c3ed4438edcat25243¢c647086b9%ea7018
b0d9a8aBbBBcecbBBabde2498d69c2336101a772cbe4f5715231f51bd05882cdf
358b849cc140aalfaf22423a12851ceBe33fd48975a4959fa5¢c5fe418¢c939081
91ab6e741b77bfeB2cbd698ee795¢c466d615619e€6441382c6eacB1834ee9ab73
cea80bbe235¢c78da91bd79b61f821899785d68700d393e675¢c2224d6b7a1ad213
20495679adaed70167b50866713a53109db7b6f7d81304ecdfd83b319b1ef248
306b45ad29e7ddcc863dac56048b5d69ea175011f7614cbBa86a863cde1872a8
932878b9ac7el1ac5bda4997b72064f0cd75f4c814e034de11ach9913¢cf7ea926
b4e7eaaced70c7ba2188efad2e431e1223d45dd05c4d8403c2e45ceeb6413ecbe
7527e873e455c4e610a6183%aaccObd56d2483e781f298b66a478eb2f558chbafc
a86be847baebB2c5b216c8cd88feaddf249b09e670a20703abac24bba91abc4a
5646601442ba10becfd30993880051d07f56a05a9379e7a8ebbefee3f22faal0
6398f7706006e42e9be1ef89d25¢c272f11a95095¢c587d713732284de9dbd3c72
17b0689e21d8eb0ff69668" }
}
}
}

C.1.2. ML-DSA-65 Private Key Examples

Each of the examples includes the textual encoding [RFC7468] followed by the so-called "pretty
print"; the private keys are the same.

C.1.2.1. Seed Format

————— BEGIN PRIVATE KEY-----
MDQCAQAwWCwYJYIZIAWUDBAMSBCKAIAABAgMEBQYHCAKKCWwNDg8QERITFBUWFxgZ
GhscHR4f

————— END PRIVATE KEY-----
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }

}
OCTET_STRING {
[0 PRIMITIVE] { "0001020304050607080902a0b0c0d0eBf10111213141
5161718191a1blc1dlelf" }
}
}
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C.1.2.2. Expanded Format
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————— BEGIN PRIVATE KEY-----

MIIP2AIBADALBglghkgBZQMEAXIEgg/EBIIPWEhoPZGXjjHrPd24sEcgtkK4i19i
WUn9j1ilYeaWvUwn2FP6abgZkCPozWeN2fq/kEdkb/@Ms8x/eVgFpx5w0jcbBWPj
ZTNGFJyMnrzyOwpOWpAO6px1YnkKfGPjhmPaot3bbkgNxAWh5wGUi3SEHVXMHD8r
8yeXLpUQUQzVN17MCFVxdxGHIiGGI4EABCR3gGFHUAdQFxcDVQRRUSVHGDgEYXVy
TkQQiGhghkYBJ@dWcYCHBmMaGQzJEQSIENjhmdQKCNjQkQyIFc2QQZFVUdyJ1VoFD jWEN4VgFGURVOIYFDZoUiR3cxNFAXg2JCBVAA
ZIRHE jRA1ABgRzVAV4MzYwghBhUiUgckiFE@GhjcGdiJYhXEmVnNHaBZGRoQlhwgS
JwVQCDgyACMggGYBUzYAMPaFckcGNVQANXcSJ1IwcUJTaHQ3RXAFZKMiRIKFIHIY
MzAgUzczQHcngFUIMGNSUEBNMOYTGAcoBxckg3djRXMYWFFgIzZNENiUWQzgWCFh3
NGJCiDAHA2WFNTUAdVIxUDcCEyRjBDcIaAY2FQMDAENYY1cIAhEGZHNGNSJiAzBD
gCEIUodXgyEHiGdICFY@dDZzQoQFhGaEFDcAVRCHNCZEdyESc4RzZSZHJXcURWQX
hkQmAkcRhBCBIhZgWEcXgTcGdoCBcFgYVYVHE2NCEHVYAWNYNYUYRAOECRAZzhBJ1
gkd@E2VUQNnBzRjV3dQBmJWJoQgISRoOGRhZkYDEiU4iEVACEVZzRGRTRHJWBUYWaE
ZjCIBjgnFWMocYOEB1IkdoEWBMITAzAYaAKAE4RjBQV1cjh1g2VyMjBogEYSJgZ1l
FnVXBTJBMidnNRcIAVMAFihGATSIdwWERiIBVXEXVGQXFWRzKIKFY2gjRVUEGGJ2V ] /uWtZmQ1L8LycGVuQ
tOKVIOWdbJCV8JxDBdbAVPykRMowut6u5rUbnCotTw56mQs7ks8tCYg6GP0i2UM6K
3Nk jchoWhwI8ZzqMu2sD1RzR1+jDRuutzp0VD4j04gHbnjIIQ+KfMA2aGVANCKTK
8nLGnk7vafu4pV79fKK+2ZDSO7WChI+cRcKrxUz8RINPBsD/pW/Ndiq5y6kUbXcl
IY1jskDXK20iyTFx+9R3iLducgQt7wh40j32MaGh5aYCdobeWdoQ6RBpyPK6A1mw
TWQJ2pZWfKUtpJcCblgbDs78HwWHmuUY jiH5dnorfhZy3rmh4qP8yGOqkVF8MOYgYB
tP55cwb6TSTXOtvvE4yaVFFwrX20Sf+zAondFHrw/1SNET57nycNFNPNW21RPwxwb
/eX2XHfgL3wurkxV668QQnHFZv10usccemLHSVKBeuZ1UE2VmbG3YrasoWioMkjJ
2a2wzrFVb1dZSQu8DHkAeVrXISMDi2YvZPEGqZk2gaJdWa97yXojW+koTFVEWmMYQ
yxwpmcZj2WtHjiMH+FVI1X11dA4mc+nr@TUoKQOPRiuP@7VoHaVcAL1JSOFNSXqCt /5WMsgMCOOr1681BmSJ9Zf rGx8R8E9gAMKEAVNE
SrPmDgoVIpOZEii+0Xu80sk5s8Z87hNfNSwnIWycMfcqPocEDF9hkwbrC2zKKpzn
sioWINAMgcBeMVEmMRX8mzoT5YXJBhgeC+GSOcOhAFBKkZArG9yM3FgA3UYST7gKcece
CVtHO1Y1KbOx5+Q34Vil9mZumXTQBbBiwjCebc6Y+bZYxuP50hbVjIyRQrocjIWp
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2ocuu/rT/qnZq6K2jA6PGecb/XwBYTUXa+dbJ1p7QS42010cli3eAeSdhLFMERvV6N
aXrj+SZpiSm8alqM8+ICTA8MXuV7WGm/mBiByvnjZ1l/H9+/GeJKfh6VugkLqTR/2
aRgi3XmkcJa3dtHY8BRW5Yc7BzhAbDgsVzrpzelZ5/IxtsxcZ2589D1jNzATpYB1
OB/wlJvghFRtcuT40+X+SqUJGtOjTir+ADCxtmOunSOYQQmGUUAqqvJGW3S14tC8
000pK73dih/te5SMI8zm+MCP41aDW6ZbD5hAaGFu9IE479ib81el1TS6783bL3Mac
Xx9hxk@n1lLwGzLmr32biUIXYyDDir jsP4PB6evi5MgvzQpcJ19Z9fBJZ0o+/reY1 /XfrLWd
OrXx908gD9LpDLJIpznfLPqe2UhDIP1+3/Gk jGuGswAs+3ct1eVivEw9aD7ZZLYZn6
BRSweQ2VgJW3uFxr6HX7tVnhkwFGzOpjo4ih1P4Jw96g0+Ut4n6QEBev6AmvYwpz
gr9cTNTRuPQVeftDS03kygX0zT8TmjGyVE5Rbb5Ahrm7SyvtR+LSMJgt1RkkKdN3
t8BOXMBo4vWkqgTH/4cgntElmXag/Js16ehRTONQLALIXW3/Ap4hHQHr80nnGI1W
j4Q32BOw8SLy+xdg02k+2cOPF8/VC4FebzZ38DtLM8Z9 jmSdKFCDyNaWdi/ckNF4U
5F2eS+iTTfw/qSZ422HXEYV1PL11iI1szX36uUOP5QSN2KNt2200493pyrzomyB/k
NSOzNVNaXR23w480EIK7VzTQieiuMJz906C8tc1bCXETYy035YWqk9uZjG5E1J2+2
90CjQOHD22aNxsrUX8k7JwjKKvdcz0cO/RkcUAidrVOYL92uA1IMf+T4fIf85X8Ch
KHTt8Gtv1k fpWnMkWGxx39kdkB1iGFgZD+zQDMORC7rFn5bLiEw8k51HSKVvQSg7
/EH71QUhU61UWIW8uQF /PWYybJhWN+V1rLgSNGNCZUA11gLeO61AWZrBpjPf/al3
tSm4AT4ZwdbQaA9NrmLJJEUKSmqrgvIUcwYdqz1iskf5B+NVGTmtP1R16dCKgr/q
F+6htrkK5I3ved/mTAAsvQ7cPKKqrH+miatHIM2FhbAsOJC/nZgS3AzofMO1+KPUm
yjyID+K42dGwyf8YizHLnZdCWsq5shbZimrjVeWD2nHohk7 jO@WsHWX1hkQ9UXB5i
V++Sr2yhR7EyRNbIkvy081i0rPOP5JMLOZgl+6A==

————— END PRIVATE KEY-----
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }

}
OCTET_STRING {

OCTET_STRING { °"48683d91978e31eb3dddb8b0473482d2b88a5f625949
fd8f58a561e696bd4c27d8531Ta69b8199023e8cd678dd9fabf9047646ffdoch3
cc7f795805a71e70d2371b0B563e3cd3346149c8c9ebcf23bBade5a900eeadchH5
62790a7c63e38663daa2dddb6e480dc405a1e701948b74841ef5cc1c3f2bf327
972e9510510cd5375ecc08557177118722218623810004247780614750075017
1703550451512547183804617572224410886860864601274756718087066686
4332444122043638667502823634244322057364106455547722755681433614
6255082064376854687543537510687183338054750525807528188438110872
6020200858830183611382821206171157876878887864375460165715508471
8866072732880664741856762180318276641578245025646643113504364780
1266731430116606558647183688635038478611012023561161378607853212
4007547882304366611660425541828560536778563843443063261077073178
4272141116530385276867460150823735320766107504681248066603032652
3124454088003180887672173071824721512780116544748661722333808660
6446835215842036801180211818331773545348810044865367437057725883
3460384232856810060426042584560235682051838638432421224245645858
6771457285047887171806188360868641565081165026467006082662273831
7240725730072728862066758868260706402033034366315546424534566718
73456583702250846856288070367084623717100657175847787068655537822
3514467728567303228700143320617158455266325026513347773803551643
1347351066275175740246888170674346818601765245333087210434340103
2287635155265081307745444168154183636411204026873043677712808846
3554530062458104583651248427803451666358437856014651157423214366
8522477731345017836242055000648447123440880060473540578333630821
0615225207248851348637067622588571265673476816464684258708122705
5008383200232080663453360033468572470635540035771227523071425368
7437457005664322448285207218333020533733407727805525306352504067
3346131807280717248377634573185851602333443625164338160858773462
4288300703658537550075523150370213246304370868063615030300435863
5708021106647346352262033043802108528757832107886748085634743673
4284058466841437005510873426447721127384736526472577144704178644
2602471187408122166058471781370676808170581855854713634210755801
6358358518440384711033874262824774136554427073463577750066256268
4202124683864616646031225388845400845734464754472560546166846630
8806382715632871838406522476811606621303301868028013846305056572
3875836572323068804612260665167557053241322767351708015300162846
01348877011188155713154643117064732882856368234555041862765631111
6875051042544144278522111717881536851574471662553655836302502855
7687532713710372370571476171365184124236644466414352052108515703
3363860258426628148110546268173038756433216588568663632813406254
0120408865478861716576237262348670301151156320507535021221084265
3143556711152572010685363015055758605878431431327878808738478863
7881813873426178388524667733506021151464238232680135440783475385
5357528323351876011521343257733336551886158161682418422122308414
4815120110302477724254436606771770760301452540350018387323773526
5086357113734481605277456553730085837785035121115480628850180268
1386520534680132072418032130057238640764271141018385255106326071
0486517683382857276235451873508313288637666142631167503311255376
4176031433177212234418a82e4f5c9eaBfaf99eb04d78a7332711117¢c33f18e
ca21f8743376ada5219804a7ed9a5557fcd67a3550b3a4b8c588629¢c021475fa
3d56d5d6cfbb1a@9bda8d14de622ddff16d8bc99b14278a8af1d76bed157672d
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d9c32316f97e8daadef8d9da69586725567fb96b59990d4bfObc9c195b90b742
95f5675b24257¢c2710¢175b0153f2911328c2eb7abb9ad46e70a8b53¢c39eab42
cee4b3cb42620e863ce8b650ce8adcd923721a1687023¢c673a8cbb6b83d51cd1
97e8c346ebadce93950f88cee201db9e320843e29f300d9a19500d70a4caf272
c69edeef69fbb8a55efd7ca2bed990d2d3b582848f9c45c2abc54cfc47d34f06
coffa56fcd762ab9cha9146d7725218963b240d72b6d22¢c93171fbd47788b76e
72042def0878d23df631alale5a6027686de5b4a10e91069¢c8f2bad259b04d64
09da96567ca52da497026e583a0ecefc1f01e6b988e21f9767a2b7e1672deb9a
1e2a3fcc863aa91517¢c334620601b4fe79730e934935f4b6fbc4e32695145¢c2b
5f6a127feccPa277451ebc3fd523444f9%9ee7¢c9¢c34534f356db544fc31c1bfdes
f65c77ea2f7c2eaedc55ebat104271c566fd4ebac71c7a62¢c74952817ae67550
4d9599b1b762b6aca168a83248c9d9adbBceb1556e5759490bbcBc7900795ad7
2123038b662f64f106a9993681a25d59af7bc97a235be9284c5bc45a6¢c90ch1c
2999¢c663d96b478e23071f85548957d65740e2673e9ebd1352829038f462b8fd3
b5681da55¢c0252523853525ea0adb647e71ac2c5a8893e603ac97e56c04ceb2f2
6T5c5b4b6d94ab8113801fdB0T2208fe86535086aebfd35¢c29120624c04fbb611
3929d9c¢556350253766c209fdba83¢c95fccd342a28099355d00bc863f4eef596
ebBb42ebcc7¢c79491cceae205eadb8059fbb8a5726c5949d2b15e7e29¢51fc9b
02eelad4fc357b5f1bef9c4add46a2a920c2fbfB8a37eb1514bfa15110a4392a7
4c6f13c50c5¢cffd97531098d7cd23b60eb35c4a428b46c55386e1010c4ba7f70
ed4c7echb7575f3063a71e84dfdcf09a58b2cdbBf99f27ed378610d25chad7bfab
baBd59189cfe88eab9b46d7e6db0307eabe4198e99bd71f779ab66581e0912fc
7b1d2585245e9a12687a975cd5e8e1dcc045d5f891¢c4c685db07¢cf81e77389b3
63ebb6bdfe39b27ff84c97eefee162e3b451fe6914719¢cb6436d855960Ff915d7
ceabadeafdfc1c05786c49f923a474ffdfc3153a06e6ed0bBad220d72524434d
5273cPaab6dde4e91476d581a2695a60de6d9f44d77aab8266e938eeb4a9597¢
9b64986059e49262ad4eab2454e14015ad0536c42733a5d77d7995¢c2a20446009
ebfe5632c80c08ed2b97af350664891f597eb1b1f11f04f60e0c9040159c44ab3
€60e0a15229d191228bed17bbc3ac939b3c67cee135f352¢c27216c9c31f72a3e
87040c5f619306ebBbbcca2a9ce7b22a1694d00ca9¢c05e315126457f26ce8419
617241860782f864b473d84017491902b1bdc8cdc5800dd46127fb80a71cB95b
473a562529b3b1e7e437e158a5f6666€9974d005b062c2309e6dce98f9b658¢c6H
e3f9a216d58c8c9142bd1c8c85a9da872ebbfad3fea9d9aba2b68ce8f19c6ff
5f00584d45daf9d6c9d69edB4b8da8d687258b77807927612c530446fea7697a
e31926698929hcba5a8cf3e2024c0fOc5ee57b5869bf981881caf9e3665fc7f7
efc678929f87a56eaad2eadd1ff6691822dd79a47096b776d1d8f01456e5873b
0738406c382c573ae9cde2d9e7f231bb6cc5c676e7¢f43963373013a58075381fF
f0949be084546d72e4f8a3e5fe4aa5091add234e2afedB30b1b663ae9d2d3241
0986b9402aaaf2465b74a5e2d0bc38e3a92bbddd8alfed7b948c23cce6f8cO8f
e356835ba65b0f984068616ef48138efd89bf357a54d2ebbf376cbdcc69c5f1f
61c64d2794bcB6cchb9abdf66e25085d8c830e2ae3b0fedfB7a7af8b9320b1F342
970997d67d7c12593a8fbfade635aac53083a7022¢c47d5f77a52b57b598da939
2aeb6d86afc46fc06455181b9c75a646dc21f81e4bf213753de737fd2a1400279
20add35a223f9f5f4465ceb60cB3edB455a333a5cc83adbf43f1f42¢c2cch8328
c21c7ab7faed2b21cfade2da55223aaab2at9b41¢c7332341746341b39%9aa2f438
1565015480511424¢cfa6901779¢c4d18b638ccB287aaaf31680338d20b17¢c7449
fdc6a278a8d96a82eed4c4ecadf125e2d65290071c7aef1be6a991598fb9d5951
2523bcd4b38c566b8e80a73ae333e134414327ef1d83¢c47¢c49dfe7936df1338a
5e247787868fc84fdcb95ac89c185c4bb5fd57b2338ac42b41¢c10a823df39624
f36b15a2f067584e06ca2eB8ccaff1618feBf1ddo6df3512e0b724dec8506da24
215acacc2c51b82ad8d302002fb41068b1dadf8bb147987b3516bad5dbddfB13
18fd3fa9bc43702ac498¢c719d95f2e841b622a5e4848a3¢c5¢c262959992ea7a7d
72ca8a368028f497dfad93355cbb1bb9786d14ff2cf590317848f95856427110
dda36f5192a816ce9c8816cc7bbfc804efc40085a3850b89f1e7fe5656dbad10
f906a97c32336c1ae7e81737a83e087354e428da8538d948dbf5dfach59dd2b5
fd3bc803f4ba432c9a739df2cfa9ed9484320f97edff1a48c6b86b3002ctb772
dd5e562bc4c3d683ed964b6199faB514b0790d958095b7b85c6be875fbb559e1
930146cceab3a388a194feB9c3dead3be52de27e901017atfe809af630a7382bf
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5c4cd4d1b8f41579fb4348eded4cad5f4cd3f139a31b2544e516dbe4086b9bb4b
2bed47e2d230982dd5192429d377b7c0745cc068e2f5a4aab4c7ff87209ed125
9976a0fc9b25e9e851d4e3502c02c85d6dff029e211d01ebfBe9e7188d568184
37d813b0f122f2fb17603b693ed9¢c38f17cfd50b815e6d9dfcOed2ccf19f6399
274a1420f235a59d8bf724345e14e45d9e4be8934dfc3fa92678db61d7118bf5
3cbh8a2225b335f7eae50e31941237628db76d8eal38f77a72af3a26c81fe43523
b335535a5d1db7¢c38f341082bb5734d089e8ae309cfda3adbcb5cd5b097113¢8
edf9616aa4f6e6631b9125276fb3f680a34341c3db668dcbcad45fc93b2708ca
2af75ccce734fd191¢c50089dad53982fddaeB2531ff93e1f21ff395fcBa12874
edfo6b619647€95a7324586¢c71dfd91d901d621858190fecddBccd110bbac59f
96cb884c3c93994748a56141283bfc41fb89052153a894588¢c3¢cb9017f3d6632
6c985637e575ach812346342654025d602de3ba940c19ac1a633dffda977b529
b8013e19c1d6d0680f4dae62c924450ae66aab82121473061dab3d62b247f907
e3551939ad3f5465e9d08a82bfeal7eealb6b2b9237574771f993000b2f43b70f
28aaab1fe9a26ad1fd3361616cObBe242fe76604b7033a1f30e97e28f526ca3c
880fe2b8d9d1bBcoff188b31cb9d97425acab9b216d98abae355e583da71e886
4ee3d16bB759796190ef545¢c1e62bfef92af6cal47b13244d6c892fc8ef223ab
3f43f924c2f466097ee8" }

}
}
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C.1.2.3. Both Format

Massimo, et al. Standards Track Page 35



RFC 9881 ML-DSA in Certificates October 2025

————— BEGIN PRIVATE KEY-----
@YBUII3NTIHZhB1BGgSSAZmAwWMmMU jEKRUCIADGA
iHZyFzBxgkchUSeAEWVEdIZhciMzgIZgZEaDUhWEIDaAEYAhGBgzF3NUUB1iBAESG
U2dDcFdyWIMOYDhCMoVoEAYEJgQ1lhFYCNWggUYOGOEMkISJCRWRYWGAXRXKFBHiH
FxgGGINghoZBV1CBF1AmRNAGCCZiJzgxckByVzAHJyiGIGZ1iGgmBwZAIDMDQ2Yx
VUZCRTRWZxhzRWWDcCJQhGhWKIBwWNNCEY jcXEAZXF1hHeHCGVVN4IjUURncoVnMD@IQdVgBY1g1hRhEA4RXEDOHQMKCR3QTZVRCCHNG
NXd1AGY1YmhCAhJGg4ZGFmRgMSJTiIRUAIRXNEZHVEc1YFRhZoRmMIgGOCcVYyhx
g4QGUiR2gRYGYhMDMBhoAOAThGMFBWVYOHWDZXIyMGiARhImBmUWdVcFMKEyJ2c1
FwgBUWAWKEYBNIh3ARGIFVcTFUZDEXBHMogoV3jaCNFVQQYYnZWMREWh1BRBCVEFE
JA4UiERcXiBU2hRVORxZiVTZVg2MCUChVdodTJUxNxA3I3BXFHYXE2UYQSQjZkRGZB
Q1IFIQhRVWMzY4YCWEJmKBSBEFRiaBcwOHVKMyF1iFaGY2MoE@BiVAEgQQIh1R4hh
cWV2I3JiNIZwMBFRFWMgUHUTAhRIhCEJ1MUNVZXEVJXIBBoU2MBUFV1hgWHhDFDEyY
eHiAhzhHiGN4gYE4c0JheDiFJGZ3M1BgIRUUZCOCMmgBNUQHgOd ThVNXUoMjNRh2
ARUhNDJXczM2VRiGFYFhaCQYQiEiMIQUSBUSARAwJHAYQ1RDZgZ3F3B2AwFFJUA1
ABg4cyN3NSZQhjVxE3NEgWBSdOV1U3MAhYN3hQNRIRFUgGKIUBgCaBOGUgUBaAEy
ByQYAyEwBXI4ZAdkJxFBAYOFJVEGMmBXxBIZRdoM4KFcnY jVFGHNQgxMohjdmYUJj
EWdQMxE1U3ZBdgMUMxdyEiNEGKguT1yeoPr5nrBNeKczJxERTDPxjsoh+HQzdqg21
IZgEp+2aVV{f81noTULOKUMWIYpwCFHX6PVbV1s+7Ggm9gNFN5ild/xbYvJmxQnio
rx12vtFXZy3ZwyMW+X6Nqt742dppWGc1lVn+5a1mZDUvwvJwZW5C3QpX1Z1skJXwn
EMF1sBU/KREyjC63q7mtRucKi1PDnqZCzuSzy0JiDoY86LZQzorc2SNyGhaHAjxn
0oy7awPVHNGX6MNG6630k5UPiM7iAdueMghD4p8wDZoZUATwpMrycsaeTu9p+7il
Xv180r7ZkNLTtYKE j5xFwqvFTPxHOO8GWP+1b812KrnLgRRtdyUhiWOyQNcrbSLJ
MXH71HeIt25yBC3vCH]jSPfYxoaHlpgJ2ht5bShDpEGNI8roCWbBNZAnallzZ8pS2k
1wJuWDoOzvwfAea5i0Ifl2eit+FnLeuaHio/zIY6qRUXwzRiBgGB/n1zDpNJNTS2
+8TjJpUUXCtfahJd/7MCid@UevD/VIORPnufJwBUB81bbVE /DHBv95fZcd+ovfC6u
TEXrrxBCccVm/U66xxx6YsdJUoF65nVQTZWZsbditqyhaKgySMnZrbDOsVVuV11lJ
C7wMeQB5WtchIwOLZi9k8QapmTaBol1Zr3vJeiNb6ShMW8RabJDLHCMZxmPZaBe0
Iwf4VUiVfWVODiZz6evRNSgpA49GK4 /TtWgdpVwCU1I4U1JeoK1kfnGsLFqIk+YD
rdf1bATOsvJVXFtLbZSrgROA/QDYyII/0ZTUIauvONCKRIGJMBPU2ETKkp2cVWNQJT
dmwgn9uoPJX8zTQqKAMTVdJALYGPB7vWWewtC68x8eUkczq4gXqC4BZ+7ilcmxZSd
KxXn4pxR/JsC7hpPw1e18b75xK3UaiqSDC+/CKN+sVFL+hURCkOSpOxVvE8UMXP/Z
dTEJjXzS02DrNcSkKLRsVThuEBDEun9w5Mfst1dfMGOnHoTf3PCaWLLNsPmfJ+03
hhDSXLrXv6a6DVkYnP6I16rmObX5tsDB+q+QZjpm9cfd5q2ZYHgkS/HsdJYUkXpoS
aHgXXNXo4dzARdX4kcTGhdsHz4Hnc4mzY+tr3+0bJ/+EyX7v7hYuOBUf5pFHGCctk
NthV1lg/5FdfOpq3q/fwcBXhsSTkjpHT/38MV0Ogbm7QsK@iDXJSRDTVJzwKq23eTp
FHbVgaJpWmDebZ9E13qggmbp0060qV18m2SYYFnkkmKk6 rJFThQBWtBTbEJZ0113
151cKiBEYANnr/1YyyAwI7SuXrzUGZIn11+sbHxHwT2DgyQQBWcRKs+YOChUinRkS
KL7Re7wbyTmzxnzuE181LCchbJwx9yo+hwQMX2GTBusLbMognOeyKhaUBAypwF4x
USZFfybOhP1hckGGB4L4ZLRz2EAXSRkCsb3IzcWADdRhJ /uApxwJWBc6ViUps7Hn
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5DFfhWKX2Zm6ZdNAFsGLCMJ5tzpj5t1jG4/miFtWMjJFCvRyMhanahy67+tP+qdmr
oraMDo8Zxv9fAFhNRdr51snWntBLjajWhyWLd4B5J2EsUwWRG/qdpeuP5JmmJKbxq
Wozz4gJMDwxe5XtYab+YGIHK+eNmX8f378Z4kp+HpW6qQupNH/ZpGCLdeaRwlrd2
0djwFFb1lhzsHOEBsOCxX0unN4tnn8jG2zFxnbnzBOWM3MBO1gHU4H/CUm+CEVG1y
5Pij5f5KpQka3SNOKV4AMLG2Y66dLTJBCYa5QCqq8kZbdKXi0L w446k rvd2KH+17 /T+pVENWKsSYXxxnZXy6EG2IqXkhIo8XCYpWZkup6fXLKijaAKPSX
362TNVy7G714bRT/LPWQMXhI+VhWQnEQ3aNvUZKoFs6ciBbMe7/IBO/EAIWjhQuJ
8ef+V1bbpBD5Bql8MjNsGufoFzeoPghzV0Qo20U42Ujb9d+stZ3Stf07yAPBukMs
mn0d8s+p7ZSEMg+X7f8aSMad4azACz7dy3V5WK8TD1oPtlkthmfoFFLB5DZWAlbe4
XGvodfulWeGTAUbM6mMOjiKGU/gnD3qA75S31ifpAQF6/0Ca9jCnOCV1xMTNG49BV5
+0ONI7eTKBTfTNPx0aMbJUT1FtvkCGubtLK+1H4tIwmC3VGSQpB3e3wHRcwGji9aSq
BMf /hyCe@SWZdgD8myXp6FHU41AsAshdbf8CniEdAevw6ecYjVaPhDfYE7DxIvL7@JayrmyFtmKauNV5YPaceiGTuPRawdZeWGQ71RcHmMK/75KvbKFHSTJE
1siS/I7yI16s/Q/kkwvRmCX70

————— END PRIVATE KEY-----
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }

}
OCTET_STRING {
SEQUENCE {

OCTET_STRING { "000102030405060708090a0b0c0d0ebf1011121314
15161718191a1b1c1dl1elf" }

OCTET_STRING { "48683d91978e31eb3dddb8b0473482d2b88a5f6259
49fd8f58a561e696bd4c27d8531fa69b8199023e8cd678dd9fabf9047646ffdoc
b3cc7f795805a71e70d2371b0563e3¢cd3346149¢c8c9ebcf23bPade5a900eea9c
6562790a7c63e38663daa2dddb6e480dc405a1e701948b74841ef5¢cc1c3f2bf3
27972e9510510cd5375eccB85571771187222186238100042477806147500750
1717035504515125471838046175722244108868608646012747567180870666
8643324441220436386675028236342443220573641064555477227556814336
1462550820643768546875435375106871833380547505258075281884381108
7260202008588301836113828212061711578768788878643754601657155084
7188660727328806647418567621803182766415782450256466431135043647
8012667314301166065586471836886350384786110120235611613786078532
1240075478823043666116604255418285605367785638434430632610770731
7842721411165303852768674601508237353207661075046812480666030326
5231244540880031808876721730718247215127801165447486617223338086
6064468352158420368011802118183317735453488100448653674370577258
8334603842328568100604260425845602356820518386384324212242456458
5867714572850478871718061883608686415650811650264670060826622738
3172407257300727288620667588682607064020330343663155464245345667
1873456583702250846856288070367084623717100657175847787086555378
2235144677285673032287001433206171584552663250265133477738035516
4313473510662751757402468881706743468186017652453330872104343401
0322876351552650813077454441681541836364112040268730436777128088
4635545300624581045836512484278034516663584378560146511574232143
6685224777313450178362420550006484471234408800604735405783336308
2106152252072488513486370676225885712656734768164646842587081227
0550083832002320806634533600334685724706355400357712275230714253
6874374570056643224482852072183330205337334077278055253063525040
6733461318072807172483776345731858516023334436251643381608587734
6242883007036585375500755231503702132463043708680636150303004358
6357080211066473463522620330438021085287578321078867480856347436
7342840584668414370055108734264477211273847365264725771447041786
4426024711874081221660584717813706768081705818558547136342107558
0163583585184403847110338742628247741365544270734635777500662562
6842021246838646166460312253888454008457344647544725605461668466
3088063827156328718384065224768116066213033018680280138463050565
7238758365723230688046122606651675570532413227673517080153001628
4601348877011188155713154643117047328828563682345550418627656311
1168750510425441442785221117178815368515744716625536558363025028
5576875327137103723705714761713651841242366444664143520521085157
0333638602584266281481105462681730387564332165885686636328134062
5401204088654788617165762372623486703011511563205075350212210842
6531435567111525720106853630150557586058784314313278788087384788
6378818138734261783885246677335060211514642382326801354407834753
8553575283233518760115213432577333365518861581616824184221223084
1448151201103024777242544366067717707603014525403500183873237735
2650863571137344816052774565537300858377850351211154806288501802
6813865205346801320724180321300572386407642711410183852551063260
7104865176833828572762354518735083132886376661426311675033112553
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764176031433177212234418a82e4f5c%9eabBfaf99eb04d78a7332711117c33f1
8eca21f8743376ada5219804a7ed9a5557fcd67a3550b3a4b8c588629¢021475
fa3d56d5d6cfbb1af9bda8d14de622ddff16d8bc99b14278a8af1d76bed15767
2dd9c32316f97e8daadef8d9da69586725567fb96b59990d4bfObc9c195b90b7
4295f5675b24257¢2710¢c175b01531f2911328c2eb7abb9ad46e70a8b53c39eab
42cee4b3cb42620e863ce8b650ce8adcd923721a1687023¢c673a8cbb6bB3d51c
d197e8c346ebadce93950f88cee201db9e320843e29f300d9a19500d70adcaf2
72c69ed4eef69fbb8a55efd7ca2bed990d2d3b582848f9c45c2abc54cfc47d34f
06cOffas6fcd762ab9chad9146d7725218963b240d72b6d22¢c93171fbd47788b7
6e72042def0878d23df631alale5a6027686de5b4a10e91069c8f2bad259b04d
6409da96567ca52da497026e583a0ecefc1f01e6b988e21f9767a2b7e1672deb
9ale2a3fcc863aa91517¢c334620601b4fe79730e934935f4b6fbc4e32695145¢
2b5f6a127feccBa277451ebc3fd523444f9ee7¢c9¢34534f356db544fc31c1bfd
e5f65c77ea2f7c2eaed4c55ebaf104271c566fd4ebac71c7a62¢c74952817ae675
504d9599b1b762b6aca168a83248c9d9adbOceb1556e5759490bbcOc7900795a
d72123038b662f64f10629993681a25d59af7bc97a235be9284c5bc45a6¢c90ch
1¢2999¢c663d96b478e2307185548957d65740e2673e9ebd13528290381f462b8f
d3b5681da55c0252523853525eabad647e71ac2c5a8893e603ac97e56c04ceb?2
f26f5c5b4b6d94abh8113801d00f2208fe86535086aebfd35¢c29120624cB4fbb6
113929d9¢c556350253766¢c209fdba83c95fccd342a28099355d00bc863f4eef5
96ebBb42ebcc7c79491cceae205eabb8059fbb8a5726¢c5949d2b15e7e29¢c51fc
9bB2eel1a4fc357b5f1bef9c4add46a2a920c2fbfo8a37eb1514bfa15110a4392
a74c6f13c50c5¢cffd97531098d7¢cd23b60eb35c4a428b46c55386e1010c4ba7f
70e4c7echb7575f3063a71e84dfdcf09a58b2cdbBf99f27ed378610d25cbad7bf
abbabd59189cfe88eab9b46d7e6dbB307eabe4198e99bd71f779ab66581e6912
fc7b1d2585245e9a12687a975cd5e8e1dcc045d5f891¢c4c685dbB7¢cf81e77389
b363ebb6bdfe39b27ff84c97eefee162e3b451fe6914719cb6436d855960Fff915
d7ceabadeafdfc1c05786c49f923a474ffdfc3153a06e6eddbBad220d7252443
4d5273cBPaab6dded4e91476d581a2695a60de6d9f44d77aab8266e938eeb4a959
7¢c9b64986059e€49262a4eab2454e14015ad0536¢c42733a5d77d7995¢c2a204460
09ebfe5632c80c08ed2b97af35066489f597eb1b1f11f04f60e0c9040159c44a
b3e60eBa15229d191228bed17bbc3ac939b3c67cee135f352¢27216c9¢c31f72a
3e87040c5f619306ebBb6cca2a9ce7b22a1694d00ca9¢cB5e315126457f26ce84
f96172418607821864b473d84017491902b1bdc8cdc5800dd46127fb80a71¢c09
5b473a562529b3b1e7e437e158a5f6666e€9974d005b062c2309e6dce98f9b658
c6e3f%9a216d58c8¢c9142bd1c8c85a9da872ebbfad3fead9d9aba2b68cBe8f19¢c6
ff5f00584d45daf9d6c9d69ed0d4b8da8d687258b77807927612¢c530446fea769
7ae3f926698929bcba5a8ct3e2024c0fBc5ee57b5869bf981881caf9e3665fc7
f7efc678929f87ab56eaad2eadd1ff6691822dd79a47096b776d1d8f01456e587
3b0738406c382c573ae9cde2d9e7f231bb6cc5c676e7¢cf43963373013a5807538
1ff0949beB84546d72e4f8a3e5fed4aa5091add234e2afeBB30b1b663ae9d2d32
410986b9402aaaf2465b74a5e2d0bc38e3a92bbddd8alfed7b948c23cce6f8cO
8fe356835bab5b0f984068616ef48138efd89bf357a54d2ebbf376cbdcc69c5f
1f61c64d2794bcB6ccbh9abdf66e25085d8c830e2ae3bbfedfB7a7af8b9320bf3
42970997d67d7c12593a8fbfade635aac53083a7022c47d5f77a52b57b598da9
392ae6d86afc46fcB6455181b9c75a646dc21f81e4bf213753de737fd2a14002
7920add35a223f9f5f4465ceb60cB3edB455a333a5cc83adbf43f1f42c2cch83
28c21c7ab7faed2b21cfade2da55223aaab2at9b41¢c7332341746341b39%aa2f4
38156501T5480511424¢cfa6901779¢c4d18b638ccB287aaaf31680338d20b17¢c74
49fdc6a278a8d96a82ee4c4ecasB125e2d65290071c7aef1be6a991598fb9d59
512523bcd4b38c566b8e80a73ae333e134414327ef1d83¢c47¢c49dfe7936df133
8a5e247787868fc84fdcb95ac89¢c185¢c4bb5fd57b2338ac42b41¢c10a823df396
24f36b15a2f067584e06ca2eB8ccaff1618feB®1ddo6df3512e0b724dec8506da
24215acacc2c51b82ad8d302002fb41068b1da4f8bb147987b3516bad5dbddfe
1318fd3fa9bc43702ac498¢c719d95f2e841b622a5e4848a3¢c5¢c262959992¢ea7a
7d72ca8a368028f497dfad93355cbb1bb9786d14ff2cf590317848f958564271
10dda36f5192a816ce9c8816cc7bbfc804efc40085a3850b89f1e7fe5656dbasd
10f906a97c32336c1ae7e81737a83e087354e428da8538d948dbf5dfach59dd2
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b5fd3bc803f4bad32c9a739df2cfa9ed9484320f97edff1a48c6b86b3002cTb7
72dd5e562bc4c3d683ed964b6199fa0514b0790d958095b7b85c6be875fbb559
€1930146cceab3a388a194feB9c3dead3be52de27e¢901017afe809af630a7382
bf5c4cd4d1b8f41579fb4348eded4cab5f4cd3f139a31b2544e516dbe4086b9bb
4b2bed47e2d230982dd5192429d377b7¢c0745ccB68e2f5a4aa4c7ff87209ed1
259976a0fc9b25e9e851d4e3502c02c85d6dff029e211d01ebfBe9e7188d568f
8437d813b0f122f2fb17603b693ed9¢c38f17cfd50b815e6d9dfcOed2ccf19163
99274a1420f235a59d8bf724345e14e45d9e4be8934dfc3fa92678db61d7118b
f53cb8a2225b335f7eae50e3f941237628db76d8eal38f77a72af3a26c81fe435
23b335535a5d1db7¢c381f341082bb5734d089e8ae309cfda3adbcb5cd5b097113
c8edf9616aa4f6e6631b9125276fb3f680a34341¢c3db668dcb6cad45fc93b2708
ca2af75ccce734fd191c50089dad53982fddae02531ff93e1f21ff395fcPa128
74edf06b6f9647e€95a7324586¢c71dfd91d901d621858190fecdBBOccd110bbach
9f96ch884¢c3c93994748a56141283bfc41fb89052153a894588¢c3¢cb9017f3d66
326c985637e575ach812346342654025d602de3ba940c19ac1a633dffda977b5
29b8013e19¢c1d6d0680f4dae62c924450ae66aab82121473061dab3d62b247f9
07e3551939ad3f5465e9d08a82bfeal7eealbb6b2b9237574771993000b2f43b7
0f28aaab1fe%9a26ad1fd3361616cOb0e242fe76604b7033a1f30e97e28f526ca
3c880fe2b8d9d1bBcoff188b31cb9d97425acab9b216d98abae355e583da71e8
864ee3d16b0759796190ef545¢c1e62bfef92af6cal47b13244d6¢c892fc8ef223
ab3f43f924c2f466097ee8" }
}
}
}

C.1.3. ML-DSA-87 Private Key Examples

Each of the examples includes the textual encoding [RFC7468] followed by the so-called "pretty
print"; the private keys are the same.

C.1.3.1. Seed Format

————— BEGIN PRIVATE KEY-----
MDQCAQAwWCwYJYIZIAWUDBAMTBCKAIAABAgMEBQYHCAKKCwwNDg8QERITFBUWFxgZ
GhscHR4f

————— END PRIVATE KEY-----

SEQUENCE {
INTEGER { 0 }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.161.3.4.3.19 }

}
OCTET_STRING {
[0 PRIMITIVE] { "0©00102030405060708090a0bBcBd0eOf10111213141
5161718191a1blc1dlelf" }

}
}
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C.1.3.2. Expanded Format
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————— BEGIN PRIVATE KEY-----

MIITOAIBADALBglghkgBZQMEAXMEghMkBIITIJeSvOwvJDBoaolL8zzwvX/Z153HX
g0G5A1jPp+k0yXEk20nuTpChbGAVXsm80FF9ww4ynVqydn09hfTJsDAPd20JiGdQ
tXwk2z/AEuYe3111Mzc3T6cSSZFUmvJDSWOGN8s74FpZSCNb95h1+JbY /gy rMMhJ
SNtNYXWqrxYKxiQ2ZCIBSBYRCREs1AKJIkUsYrhFAEUqCJZwkBJuFJNwTEYQhERR
WJaRDKkpgrJByQhxxChoBJaJSECFmyJtHChkWRJBNLiRhASJRJAFyzRioIaQQCaS
TJkpEwVpXDRopDKOGSaSWUYQCaRJIBJNEjZhWBB1ASiQGjNMmYYx06JJCYI1QxQo
wDiBAxVNWyiGCIdIIzFS1CI1w8BNpJghmEAgOUKGY®BWW7BxnJYswRIGUOYJDEUC
FEZukbQhVLCMSEZCmiCMASE1EQGEFWKkAi1E8kMoBhAUsIwyzQsS8hoG6RgSYSEYZzAp
SqBpW4AEBjgKFCZM4rJEi6IRJEZJIXBRSCOJIXA7IQki1iAASSTI4wgRCgUoGCcSBACAL
3ER0QhIiRAAQySZgDIcx4MBEmRSEGDYNETACIhiMY7KRDJgIoaABCJJEBBMkXJhx
goRxhDJSUbAXNETuGqgoAgiRAcCJC8cFiiR1IsJKTIiRXIJoE6VKUCCGIQQCkZRE
SCIwI]j1lKApiECaKIGRkpREiMIpUMoQRYBIdwEiEQQgaEGOmMFiQZKOzYI28BAWLZR
DKcJjCRhmZBk jMKQWYySQEKNJAYVhQzKKEZhEyLIgBDhBEEcsGcZEHCUsBIgw2UZp
myAAGOaCWgSAW6BJGJALIACaAC8IxWkByVMYgwbAxJLFNEJUOFAAKOMhNVKKII5iB
YJAEAhYsEyFAkYaNCMKRkRQmOLQMCcZgUUQuUBBEmMACkRk8IIY6QxIgAowRQIDEAS
QRQGNCBYVCIGiwhNoUhpEDBBHChJRBi0zJZI2UJQGwWZJDEWIIWQNIDAuI4UsFAcw
QLaFTMAgRIYgGQBsVAJIzIhsWQYySRSEBMdQEBko5AYJB8YQyChMIz1EUqRkzKhJ
RDgyComEADQsIoWNEDEJCTJIHIMMQEApIYUACaFthMBk4gItSARAEgMO4ETIukeQI
EhBgAYQFk jCKyzS00iYuXIYRCzUIGBAAAjQmJCOJOYQAJEZgE7JJJChGGAJIx0DiQ jUGOEQEYJSBW7QxHAgGXCQIAydqIMI14YCQGbRt
00YMSxhgUMYsG5ItERUEogAEIUgu2BYGOhCKg6I1CDENCThR2UhJCXxZMIZI1GRKC
SkQJObIhC4AMsIyWFkxaFRKBEG4ANQA1JySwSAmXxR1IZNgGBMK2UYNIkVhyLRAoUIt
ArgJABREm7YRC5eMQBBKghRq2pAFHAKODBlyo7SNJDBQEYcJZMYo5BiSmLRsYRZR
QEYOHDJI2iBRiDaKI7EhgpAoGhUy4hhhkgSOE7aQExNoyYRoTEBtCzMAgUZN® jgM
BJaBpIhQApCFIrAEG6RXxB0AQypZAUaZBpIQo4AhSCzCMOjgKDC1Rw4IJyiCR2DaSs
06YokkIiohYBGjSGN9mmWRaYgewhz@gRhpOdfxOfBTfpbxGEWFQF /ReAivHgYjnT
sB5ayovxNpZ3tEescYrEfYUMTXewvjHcn1CO0XjyQnSrAYX3J6vf9Z9EKDch8EYQ
42TmTsh1750g3JQHfh4WYyeoebirUWFgsqP3dDe5s8x9F66t3IThYnRgNawJb3gv
YqfwGgbWaT3uyQs jxmmFoCMH4KHK5ZimcyTboPUvIkMidekyVwZc035eHP4d /UGN
8IbfISQOFKLSTiAjCoKb50tMgsFtNfelLD14Z2gzLgAHS7ZGEvgxfUyJccto5e2rA2
nxFXs@aavYOE4t1VPxt454bh7pOLmNOfg8zs830evTqdY67HZhZKEBcaT9jGPas8Y
LEISWMX1KapVy3664uF1IxXh9x6KdABMUENAYR+3hHTTbkfbwiqJHj9eJZ5wE1J9x
VAFXx4H4617V1PbvapBGmNQgBbu+/hvxVHCnv5M3XZh1c9sPbItD03eWZhURZ2X8g
33RVvTNWoZjQ9+ttNBEfyUCYyXAVDt4jt2pOmgQ6sPWzJxRMnws+D6IfUCJ4ZaV4R
rdg39vRAzDYPk/Mv70oqWY3Esa704yEq3tUgj7DY+t+QutZ/B/0YPvVUwez7IX9na
8yBte@s5F /HIt6kuPGfYmID98uUR/WgyZRZXbFwrOG6violtNwcQt1gnbJx52Tel7
AVpJqFDHkZvkcAajNuLjJf310sWZVUBKfeTvRexAw51rr/MRvu512J4CrTHOVKkVS
CukZT17d2qZ1B3YRbp8nD3dxSteo6Jr090t/99jb7Cf4AgqYUkfizazvSJSklouj
fKkS1r5zUByZUYH1t3cjNQs2Mdo3AOE/02bhMb8Gs262sDRQkyCfCnvv+uH92HWw
BofBF jw1PX0qyQk3s06XjpL4Ia3JZiIC70iaF+e7Za4X2DuQ275qUBpOEBW+50W1
tTry5bo9HvPO4F rfCzpM8uUwNg/uZJKZArVx9vOuMFZSpMsBD3n4FeGPK7uMyJ+m
/Hb3fInik88XWgsZWAD+ctLM3X115b2QvGrENdakQO+FLpocjFPeA78ZM2XXNary
nFFiphfjZ0f5RBaND7SP70BVjoOVC18w91QhmLPI/ul4ZVKpFOcXhFbzDbwWz4JjV
VSIPQL4AmKbNFB7hGTFTCe13seNqPIMUFFH16+GolEry34pIlzee9tc8E3AGwWbOPUe
N/k1heKQQaPk469GAHzhO4tfexfV1119VmjkJ7y+fsHXxAjAVKSMGueXv5msvIOm
B1IpNf1mXqeCLZMPI+q/9407I211aeIEuUMUHgDAiBCVa+BSU2Xbq1TtSMt21kzN
9cvTrucoLUoAANJATXuPgxay9/DVIlcyse+8TrHP7etD/eebaezA++qh5rQHKGc7
TLLpigTKjwL4U5UHMPKNNesS/MeXaljhjkvaDlijMaL3HXzMLUUbMrHGXDEqz0Ofu
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UTsh1lUxBwAyHOHLu1M8U9GA3Q1Nh9L21SCH3EUYM666MB1CKkhn4j6a+2qZ47tUB
1EoWrm97W7ei4eNX5w17mEYaLHHLD6d1i12YJAgdN/KS/UvouEw2EQ3HRDYCAb7r
4L1snQXoaSVtL/P51Re379KjN3QFbLVnFnWotJLp9fJiDrjvk4HTOd8Zk4t7X/qgs
WbyBEPqHuU016PQF1+0QdePgE8RuUd7Q81K114NdBjB6jgxu9NIZBDOeHPRYkjo+ie
A12UUBc2bALz3WNo10R+hdPSgqXBb1X1hhS5aV5+TscUUxTn@ngEWOipJOw78tHIH
SPapnhC/cHgoLkrOGBNuKos+4K0A3N0z7z514bgVconWJGetSIug0OSsukKHt7cve
kx3BcpjM73ZkXHBzCgXCzkD4m4VGjzV6IXdR4VRFEWTSTgS7RbNNniQnHSvUC43A2
TY9PfrHmHgAodCnJ1h3oMiypomKbEwnYAOk rwdxQVdzH1/M4ZusM/Y1JALDUj/yo
Ai9JKQ4tU3YWL7gpgtFkU8gls191FWNeqSvqcjZ7qlTeP56uppVCqBpBJ/ccuqdX
8yT+/VFPCPVWWgScOvs2JZSo04j/xomF9tbFY9vAc9Qqw7ZXG5wmEEWQQiwbhtAqw
gxHECDAdPZ20pp6WipYAs9F /OAEc40B04sLhC/YZfGAtjQznB6PVLY1i08nxLgM4
eR6SZruM4CsSTGx5KbrqaTJECYRUoIDrdSPh07G3xbZ3X6urq76Qdf5WhepFE5e7
nPzNBRJD6b9a7yQGLTNd5fziTp3b3hGRBS2Aw235+ENIcvJ37U9aH0jre71ggkp0
TxABsEy2hfm+5NDdsMVxWY rCAhpmBveO jNFxvu4TwzgX+UnNFIbewfGOIO605kxi/
ATFQSgnfuvVI+dMgnNTGiTUksRMwot0q0+0qWJZuuwEOR11UP9d5evVJIWjg6+1X
9k /shUZBkCuXVYdWmG1G6 jg3olHLvqEaaHVUP10L2JzSyrph1SGDdJk06LkiGedl
3KARx0gXVBATVYN7LdcO43UfZPyBsj3Na8V+pWf1cWAXNnJEdR4jA7IqlT53J1aV
bNzAE / /SwySQdUQipXJSnUyS8euxnx2tTQNvLI8xypEBvfgabpSK7c8heqj8zXoH
caonU+GoI79ByVN3ov+mGyJ1E4FTzobSyH3QeksyOn9fKHJkFDHOmhilAqrv2a/F
sNE81Gw1fjjmnh7pRa3RmSkypbH1xWKcn0j3ZhhT2gB4fJ14+5JVU78HpQ3Vudk1
hTQg5NGnGuYv+Qyhk83WwvS+0mNBWqg+aNQlLwqIuKmY8dkUAHNGQt7wXx1/q346H
z1wkt202WE7TLNGwWJOFC6j7WiYFXv5I76 /AZLRv17jCnO1FjSmC1BN3jii4RT3rp
vxdtShi6KJWnu@tHREqbgNuBwSTNQbuzLOvLHeSMSrtRBgegAbWgALukNhi2wz5D
UXtFtCQFkotnxx0IGFi606QlEcJxb/nNMyABtnK1L/FmEIBc2+dUSoqEtm4cdFpz
wba821t3uVHzbA96U3Len10fm7zeiEPGkJAC3aSHXmdXGvC+xYGFbDLANCQOZk52
H1fNDY3Ipxy5GKV2LREShc2LVhPdvQygisABKyve44+W+nVLsrCHF5wRPJOYaoED
VuuUVAuTy53sSqgkpD/EuwaouZWyb49WQdTw2bGAUBsBhvCIDOh/R9OERHQObiB0O5
g8tQbD6Nn/zBXmD6L8BaC+7APQWBTE8gSESKRimF1oTM4 /+EamSwfs9EDKqZ5pBjI
uk+KC8GZ4Qz2vXehT91gBgk1FDS00010Q0roo2djaca+LPk0ZysOP84ErGsi4M9H
VoVvEXXCmjmjGSaSDCuIYWQwaQ35616V0/kT2cIbraXufpXg18Lj3DwgqSkibvszbA
4hgzoCghjNY3MsgKpHfmLRQduoGFT3DaaNr /SoTLbed5JU6K1+c1ZTdK9Akq8Fy9 THMz1IimECXE/x7C8xYQF
v+h/H5X/wulvxV11Z+1DZN+gbZ1abrma5N30JA==

————— END PRIVATE KEY-----
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }

}
OCTET_STRING {

OCTET_STRING { °"9792bcec2f2430686a82fccf3c2f5ff665e771d7ab41
b90258cfa7e90ec97124d8e9%ee4e90a16c602f5ec9bc38517dc30e329d5ab276
73bd85f4c9b0300f776389886750b57¢c24db3fcB12e61ede59753337374fa712
4991549af243496d0637cb3beB5a5948235bf79875f896d8fedcab30c84948db
4d6315aaaf160ac6243664220148161109112¢c94028922452¢c62b84500452a08
967090126e149370d446108444515896910ca92982b241¢c90871¢c42868049689
4840859b226d1¢c28645912419¢cb891840489449005cb3462a086904026922099
291305695c3468a4328e19269259461009a44923424d1236615810650128901a
334c998631d3a249098225431428c0388103154d5b2886088748233152942225
c3c04da49821984020d14286¢cb40705bb08719¢c962cc112065346090c45021446
6e91b42154b08ce446429a208c0121251341055a402213¢c90cab184052¢c230¢ch
342c4bc8681ba46049848463302942a0695b8004d2380a14264ce2b2448ba211
244649c414520b427103b210922880012488e308110a052819¢c481002022dc44
6842122244002ac9266a0c8731e0c04499148418360d11374222188c63b2910c¢c
9808a1a0010892440413245¢c987182847184325251b0319¢c422e1aa828020891
01c0890bc7058a246522¢c2644c88915¢c826813a5645020862104029194444822
3022394a02988409a28819192944488¢c22950ca104720487701221104206841b
498589064ad33608dbcb4058b6510ca7098c24619990648cc2905b249010a349
03256143328a119844c8b22004384110472¢c19¢c6441¢c252¢c048830d946699b20
001b468252a4805bab491890250026800bc2315a407254c620¢c1b03124b14d10
952814000aa0c84d54a28823988160900402162¢c13214091868d08c291911426
dob40c09c66051442e04112600291193¢c20863a431220028¢c114080c402c4114
069c20725422068b084da148691030411¢c284944188ecc9648d942501b06490¢C
458823040d20302e23852c14073040b6854cc02044862019006c540248cc886¢C
59063249148404c750134928e40609d3c610c8284c23394452a464cca8494438
320a898400342c22858d1031090932651c898c40402921850009a16d84c064e2
022d48044012098ee0422e93440812106a01840592308ach348ea2262e5¢c8611
0b3508181000023426242389d1840024466013b249242846180271a038908914
44d3962da31840232721c0185043¢c80441428d5c264144a26d48120e4032250b
14820a482ecb828803a3601b25268ch82024b08598042108a72¢c833864543289
010401234984029569d1a44d13a40c91460d6194809038455¢cc65001172053¢c6
289b1810411268901221c01084421692538229812649d8a4059a2624240329¢0
4026d20248112468119989981485¢c9200d50128c1c0810021000009528c12890
59b485d314650a406e11296518c24c213465d830691030521931668c188ac8cH
084c9830a3a62041162218052e22252a64b8250ab30163208409800919280e02
1101a39411e3986¢c58202109411060362208067112c2855aa085c0c6845¢c3806
cbb669148484532282a1a640cc8600c42622a0a808983472d4204143¢c4904816
681b16521a370250204248488a201141e2006cc0c20c14064911314d19060a89
46091b816544c800820670001672cc24508a42899¢c969064287092b268982662
619440c11689d842641a214€62906421¢c8248b286d5c4292a0c64d0c8580cc88
4dd4428d42348a0b0451¢c32686242581123506a04404c894815bb4311c08065¢
240803276a20c225e1809019b46da3460c4b186050c62c1b922d111504a20004
21482ed81606d2108a83a22508310d093851d948490b164¢c2332251919024a44
09d1b2210b832c23258593168544a0441b83500222724b04809b146521936018
130ad9460d224561c8b440a1422d062b8090014449bb6110b978c40104a82146a
da%90051c028e0c1972a3b48d24305011870964c628e4189298b46c6116514046
0e1c3248da205188368a23b1218290281a1532e2186192048e13b690131368¢c9
84684c406d0b330081464dd2380c049681a4885002908522h004d3a471d28010
ca%964051a641a48428e008520b308cd2380aBc2951¢38209ca2091d83692a3a6
28924222a216011a348637d9a659169881ec21¢cf4811869d1d7f139f0537e96f
1184585405fd17808af1e06239d3b34e5aca8bf1369677b447ac718ac47d850¢c
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4d77bBbe31dc9f508e3978f24274ab0185f727abdff59f4490371bf04610e364
e64ec875ef9d20dc94077e1e166327a879b8ab516160b2a3f77437b9b3cc7d17
aeaddc84db62746a35ac096f782f62a7f01aa6d6693deec90b23c66985a02307
ePalcae598a67324dbabf52122432275e93257065¢c3b7e5e1cfeldfd4dedfo86
df21243414a2d27e20230a829be4eb4c82c16d35f78b0e5e198332e00074bb64
612fab17d4c8971cb68e5edab8369f1157b3469abd8384e2d9553f1b78e786e1
€e9d0b98d39f83ccecf37d1ebd3a9d63aec766164a10171a4fd8c63daf182c42
1258c5f529aa55ch7ebae2e1652315e1f71e8a74131410d03247ede11d34db91
f6f08aa2478fd789679c04949f71bcB171e07e3a8bb5753dbbdaa411a6350ab4
6eefbf86fc551c29efedcdd7661d5¢cf6c3db22d0cedde599854459d97120df74
55bdf356a198d0f7eb6d34111fc940b25c0543b788edda9d268108eac3db6cc9c5
1327¢c2cf83e887d4089e19695e11add837f61f440cc360f931f32fee8a9663712¢c
6bbd38c84ab7b54823ec363eb7e42eb59fc1fce60fbd55307b3ec85fd9dat320
6d7b4b3917f1c8b7a92e3¢c67d89880fdf2e47f5a0c994595db170af41babf5a2
5b4dc1c42dd6a9db271e764de2fbB15a49a850¢c7919be47006a336e2e325fde5
3ac599554d0a7dedef45ec40c39d6baff311beee75d89e02ad31f4be4bd20ae9
194f5edddaa6650776116e9f270f77714ad7a8e89%acef74b7ff7d8dbec271802
0a985247e2cdacef4894a4d68ba37¢ca912d6be73501¢c995181e5b77723350b36
31da3700e13fd366e131bf06b36eb6b0345093209f0a7beffael1fdd875b00687
¢1163¢c353d7d2ac90937b34e978e921f821adc9662202ece89a17e7bb65ae17d8
3b90dbbeba501a4e1345beede5a5b53af2e5ba3dief3f4e05adfOb3adcf2e530
360fee64929902b571f6fd2e305652a4cb010f79f815e18f2bbb8cc89fabfc76
f77c89e293cf175a0b195800fe72d2ccdd7d75e5bd90bcbac435d6a440ef852e
9a1c8c53deB3bf193365d735aat29¢c5162a617e364e7f944168d0fb48fef4055
8f454297cc3dd508662cf23fb88e1954aa45d1c5e115bcc36f05b3e098d55522
0f40be2629b34507b8464c54c27b5dec78da8f22650514797af86a2512bcb7e2
923379ef6d73¢c137006c1b38f51e37f93585e29041a3e4e3af46007ce13b8b5f
7b17d5d65d7d5668e427bcbe7ec1d7c408c054a48c1ae797bf99achc8d260752
2935fd665ea7822d930f23eabff783bb23697569e204h943141e00c08810956b
e0525365dbab54ed48cb76964ccdf5cbd3aee7282d4a0000d2784d7b8fab16b2
f71f0d5225732b1efbcd4eblcfedeb43fde79b69eccOfbeaalebb40728673bd4b2
€98a0d4a8f021f853950730f28d35eb12fcc79768b8e18e4bdaBe58a331a2f71d
7ccc2d451b32b1c65¢c312acf47ee513b21954¢c41¢c00c873872ee94cf14f46037
425361f4bdb54821f711460cebae8c07508a9219f88fabbedaab78eed501944a
16ae6f7b5bb7a2e1e357e70d7b98461a2¢c71cbBfa762d6ad98240681d37f292fd
4be8b84c36110dc744360201beebe@bdb6c9d05e869256d2ff3f99517b7efd2a3
3774056cbhb5671675a8b492e9f5f2620eb8ef9381d3d1df19938b7b5ffaac59bc
8110fa87ba8d7a3d0165f8e41ddof804f11b9dedBf352a597835d06307a8e0BcH
ef4d21904339e1¢cf458923a3e89e025d945347366c021f3dd6368d4e47e85d3d2
a9705bd57961852e5a579f93b1¢c514¢c539f49ea1163a2a493b0efcb47f4748f6
a99e10bf7078282e4ace18136e2a8b3eeBa380dcd3b3ef3e65e1b8157289d624
67ad488baB392b2e90alededcbdc931dc17298ccef76645c7d330abd5¢c2ce40f8
9b85468f357a217751e154631304ec4e04bb45b3678909c74af51ce370364d8f
4f7eb1e61e00287429c9961de8322ca%9a2629b1309d800e92bc1dc5055dcc797
£33866eb0cfd8d490250d48ffca8022f49290e2d5376162fbhaa982d16453¢c825
b35f6515635ea92bea72367baa54de3f9eaeab69542a81a4127f71cbaa257f324
fefef14f08fbd65a049cd2fb362594a8e23ff1a2617db5b158f6fB1cf50abbed
95c6e709841164108b06e1b40abBab11c408301d3d9d8ea69e968a9600b3d17f
38011ce28074e2c2e10bf6197c602d8d0ce7d3a3ef2d89623bc9f12ea338791e
9266bb8ced2b124c6c7929baea693244098454a080eb7523e13bb1b7¢c5b6775f
abababbe9075fe5687aa451397bb9cfccd051243e9bf5aef24062d335de5fce2
4e9ddbde1191052d80c36df9f8434872f277ed4f5a1ce8ebd3b960824a4e4f10
01b04chb685f9bee4ddddbOc571598ac2021a6606fd23345¢c6fbb84fBceB5fe52
734521b7b087c6388d3a3bh99318bf0131504aa9dfbaf548f9d32a9cd4c6893524
b11330a2d3aad3ed2a58966ebb0134465d543fd7797af549f568eaebe957f64f
ec854674902b97558756986946ea3ab7a251cbbeal1a687bd43f5d0bd89cd2ca
ba61d5218374990ee8b92219ed25dcaB11c68a9757¢c013bd837b2dd734e3751f
64fcb4b23dcdbbc57ea567f5716e17367244751e2303b22a953e772756956¢dc
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c013ffd2c32490754422a572529d4c92f1ebb19f1dad4de36f2fdf31ca9101bd
f81aea%948aedcf217aa8fccd7ab771aa2753e1a823bf41¢c95377a2ffab61b2265
138153ce86d2c87dd07a4b32d271f5f2872641431ce9a18a502aaefd9afc5bad1
3cd46c357e38e69e1ee945add1992932a5b1e5¢5629¢c9f48f7661853dabB787¢c
9d78fb925553bf07a50dd5b9d935853420e4d1a71ae62ff909cal93cdd6c2f4be
d263415aaf9a35094bc2a22e2a663¢c7645001cd190b7bc17c75feadf8e87ce5c
24b763b6584ed32e71b0268142ea3ed6898157bf923bebf0192d1bf5ee30a7d3
51634a60b504dde38a2e114f7ae9bf176d4a18ba2895a7bb4b47444a9ba8dbb4
c124cd41bbb32f4bcb1de48c4abb510607a001b5a000bba43618b6c19e43517b
45b42405928b67¢c713881858bad3a42511¢2716ff9¢cd332034b672b52ff16610
805cdbe7544a8a84b66e1c745a73c1bbbcda5b77b951f36c0f7a5372de9e5d1f
9bbcde8843c6909002dda4875e67571afObec581856c32c09c240e664e761e57
cded8dc8a71cb918a5762d111285cd8b5613ddbddcab8acB342b2bdee38f96fa
754bb2b087179¢c113¢93986a810356eb94540b93ch9dec4aa9290ff12ecl1aa2e
656c9be3d590753¢c366c601406c061bc22033a1fd1f4e1111d039b8813b983ch
506c3ea7ff3057983e8bf01682fbbBOT43005313¢c82¢1392918a6165a13338ff¢c3994481¢c87
61c40d07c5bfcad95e718b7b22585af03ed34175a46d57af3518e32a7fc1aad48
2732a81a87f724f8d2e780b3a39d451a380f75¢c2d680cc7213eab1d4a59d394a
€3810a1c90818d52f93fh2083e2d8b1b5fa8f60b2d585d9135d6488461F138b869
53242d2bb1f2ecdf389b4de7651817b8e4e64b333f1aac523a93f2748a9c38ff
bc29ced457b61f9781b08a67a1975d031ccd71545¢c0037434056¢c2434d13e6c4b
eebf46fc12222cOb2eccd6159d5aea8e554d7a09652bB6bf7ca699a7199e716d
05dd553041a8f2b303d236a9%babaath9fa528f28a2ca2aa780b940383c099aab
5a0074b83fd1f0Obc5b7b5e46c25e54838b3cbcfc95f87f1d471b3ba894434fas
8952fdch77f161372693306dba4e8f216d1c8e5caffOfe8360a51c6076364416
9fdc6a8267f2e31f909a61b2a678bcebaec90403a836b1a7b7e8cd8b54c37087a9
e14446d95e6908d2eedbfcc653e02fdf771f701a79b9e5a26ed0a947842070f3
b5701742211219e761762c37f0d0a1d1b9750fee577e1208115c66acB7ecB91e
6a3fc4aaba253bcha868edd3154dcaf5162f615e85490a6ca342f34c43ac61a3
eabbfeefd850e190eb1d8da4d28b5eceeb1678c02433ecd5d48b2536404257¢e8
ca7bef5855f2b813ed2f4c409445a3317c9be1a35ae2fb4d2b87921b904bf2c1
4db514ceeB45251cfc276374db15¢c99deal5acde197¢c6eb524988e39b63287be
b8676865aaa3bad1b43b8cab15cbhf27a498759e3203abf369e97242f0b015414
9f14ac233cdb73a22b7fb8f09325bf2ace83bbb6b5db8a121a2b682149a69131¢c
cceb52229840b113fc7bBbcc58405bfe87f1f95ffc2e96fc5596567e94364dfaa
6d9d5a6eb99ae4ddf424" }

}
}
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C.1.3.3. Both Format
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————— BEGIN PRIVATE KEY-----

MIITXgIBADALBglghkgBZQMEAXMEghNKMIITRgQGAAECAWQFBgcICQoLDABODXAR
EhMUFRYXGBkaGxwdHh8EghMg15K87C8kMGhqgvzPPC9f9mXncderQbkCWM+n6Q7J
cSTY6e50kKFsYC9eybw4UX3DDjKdWrJ2c72FOMmwMA93Y4mIZ1C1fCTbP8AS5h7e
WXUzNzdPpxJJkVSa8kNJbQY3yzvgW11II1v3mHX41tj+DKswyE1I201jFaqvFgrG
JDZKIgFIFhEJESyUAokiRSxiuEUARS0I1nCQEm4Uk3DURhCERFFY1pEMgSmCskHJ
CHHEKGQE1olIQIWbImOcKGRZEKkGcuJGEBI1EKAXLNGKghpBAJpIgmSkTBW1cNGik
Mo4ZJpJZRhAJpEk jQkOSNmFYEGUBKJAaMOyZhjHTokkJgiVDFCjAOIEDFUTbKIYI@IwpGRFCbQtAwJxmBRRC4EESYAKRGTwghjpDEiACjBFAgMQCxBFAacIHJUIgal
CE2hSGKQMEECKE1EGI7M1k jZQlAbBkkMRYgjBABgMC4jhSwUBzBAtoVMWCBEhiAZ
AGXUAk jMiGxZBjJJFIQEXTATSSjkBgnTxhDIKEWjOURSpGTMgE1EODIKiYQANCwi
hYeQMQkJMmUciYxAQCkhhQAJoW2EWGTiAi1IBEASCY7gQi6 TRAgGSEGOBhAWSMIrL
NI6iJi5chhELNQQYEAACNCYkI4nRhAAKkRMATskkkKEYYANGgOJCJFETT11i2jGEA]
JyHAGFBDYARBQo1cJkFEomT1IEg5AMiULFITIKSC7LgogDo2AbJSaMuCAksIWYBCEI
pyyDOGRUMokBBAE jSYQC1WnRpE®TpAYRRg1h1ICQOEVcx1ABFYyBTxiibGBBBEmiQ
EiHAEIRCFpJTgimBJknYpAWaJiQkAyngQCbSAkgRJGgRmYmYFIXJIATQEowcCBAC
EAAA1SjBKJBZtIXTFGUKQG4RKWUYwkwhNGXYMGkQMFIZMWaMGIrIwAhMmDCjpiBB
FiIYBS4iJSpkuCUKswFjIIQJgAKkZKA4CEQGj1BHjmGXxYICEJQRBgNiIIBnESwoVa
0IXAx0oRcOAbLtmkUhIRTIoKhpkDMhgDEJiKgqAiYNHLUIEFDxJBIFmgbF1IaNwJQ
IEJISIogEUHiAGzAwgwUBkkRMUBZBgqJRgkbgWVEYACCBNAAFNLMJFCKQomclpBk
KHCSsmiYJmJh1EDBFonYQmQaIU5ikGQhyCSLKG1cQpKgxk@MhYDMiE3UQo1CNIoL
BFHDJoYkJYESNQagRATI1IFbtDEcCAZcJAgDJ20gwiXhgJAZtG2jRgXxLGGBQxiwb
ki®RFQSiAAQhSC7YFgbSEIqDoiUIMQBJOFHZSEKLFkwjMiUZGQJKRANRSiELgywj
JYWTFoVEOEQbg1ACINJLBICbFGUhk2AYEWrZRgOiRWHItEChQi@CuAKAFESbthEL
14xAEEQCFGrakAUcAo4MGXKjtIOKMFARhwlkxijkGJKYtGxhF1FARg4cMkjaIFGI
No0jsSGCkCgaFTLiGGGSBIATtpATE2jJhGhMQGOLMWCBRk3SOAWE1oGkiFACkIUL
SATTpHHSgBDK1kBRpkGkhCjgCFILMIZSOAoMKVHDggnKIJHYNpKjpiiSQiKiFgEa
NIY32aZZFpiB7CHPSBGGNR1/E58FN+1vEYRYVAX9F4CK8eBi0d0zT1lrKi/E21ne®
R6xx1isR9hQxNd7C+MdyfUI45ePJCdKsBhfcng9/1n8SQNxvwRhDjZ0Z0yHXvnSDc
1Ad+HhZ jJ6h5uKtRYWCyo/dON7mzzHOXrq3chNtidGo1rAlveC9ip/AaptZpPe7J
CyPGaYWgIwfgocrlmKZzJNug9S8iQyJ16TJXBlw7f1l4c/h39TQ3wht8hJDQUotJ+
ICMKgpvk60yCwWO194s0XhmDMuAAdLtkYS+rF9TI1xy2jl17asDafEVezRpq9g4Ti
2VU/G3 jnhuHunQuYB5+Dz0zzfR690p1j rsdmFkoQFxpP2MY9rxgsQhJYxfUpqlXL
frri4WUjFeH3HopOExQQBDJH7eEdANNUR9VCKokeP141nnASUN3G8AXHgT jqLtXU9
u9gkEaY1CrRu77+G/FUcKe/kzddmHVz2w9siBM7d5ZmFRFnZfyDfdFW981ahmND3
6200ER/JQLJcBU03103anSaBDqw9bMnFEYyfCz4Poh9QInhlpXhGt2Df29EDMNg+T
8y/uipZjcSxrvTjISre1SCPsNj635C61n8H85g+9VTB7Pshf2drzIG17SzkX8ci3
qS4879iYgP3y5H9aDJ1F1dsXCvQbq/WiW@3BxC3WqdsnHnZN4vsBWkmoUMeRm+Rw
BqM24uM1/eU6xZ1VTQp9509F7EDDNWuv8XG+7nXYngKtMfS+S9IK6R1PXt3apmUH
dhFunycPd3FK16joms73S3/32NvsJ/gCCphSR+LNrO9I1KTWi6N8qRLWvNNQHJIR
geW3dyM1CzYx2jcA4T/TZuExvwazbrawNFCTIJ8Ke+/64f3YdbAGh8EWPDU9TSIrJ
CTezTpeOkvghrclmIgLs6JoX57t1rhfYO5DbvmpQGk4TRb7k5aW10vL1uj0e8/Tg
Wt8LOkzy5TA2D+5kkpkCtXH2 /S4wV1KkywEPefgV4Y8rudzIn6b8dvd8ieKTzxda
Cx1YAP5yBszdfXX1vZC8asQ11gRA74UumhyMU94DvxkzZdc1qvKcUWKmF+Nk5/1E
FoOPtI/vQFWPRUKXzD3VCGYs8j+4jhlUgkXRxeEVVMNVBbPgmNVVIg9AviYpsOUH
UEZMVMJ7Xex42081ZQUUeXr4aiUSvLfik jN5721zwTcAbBs49R43+TWF4pBBo+T ]
roYAfOE7i197F9XWXX1Wa0QnvL5+wdfECMBUpIwa55e/may8;jSYHUik1/WZep4It
kw8j6r/3g7sjaXVp4gS5QxQeAMCIEJVr4FJTZdurV01Iy3aWTM31y90uSygtSgAA
OnhNe4+rFrL38NUiVzKx77x0sc/t60P955tp7MD76qHmtAcoZzvUsumKDUgPAVhT
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1Qcw80016xL8x5dou0G0S900WKMxovedfMwtRRsyscZcMSrPR+5ROyGVTEHADIcA
cubUzxTOYDdCU2HBVbVIIfcRRgzrrowHUIqSGfiPpr7apnju1QGUShaub3tbt6Lh
41fnDXuYRhosccsPp2LWrZgkCBO38pL9S+i4TDYRDcdENgIBvuvgvWydBehpJWov
8/mVF7fvlgM3dAVstWcWdaiBkun18mIOuO+TgdPR3xmTi3tf+qxZvIEQ+0e6jX09
AWX45B3Q+ATxG53tDzUqWXg10GMHqODG70OhKEMS54c9FiS0j6J4CXZRTRzZsAvPd
Y2jU5H6FB9KpcFvVeWGFL1pXn50xxRTFOfSeoRY6Kkk7Dvy@fedI9gmeEL9weCgu@aca5i/5
DKGTzdbC9L7SYBFar501CUvC0i4qZjx2RQAcBZC3vBfHX+rfjofOXCS3Y7ZYTtMu
cbAmgULgPtaJdgVe/kjvr8BktG/XuMKfTUNNKYLUE3eOKLhFPeum/F21KGLoolae7
SOdESpuo27TBJM1BU7MvS8sd5IxKu1EGB6ABtaAAu6Q2GLbBNkNReOWOJAWSi2 fH
E4gYWLrTpCURwWNFv+c0zIDS2crUv8WYQgFzb51RKioS2bhx@WnPBtrzaW3e5UfNs
D3pTct6eXR+bvN6IQ8aQkALdpIdeZ1ca8L7FgYVsMsCcJASMTnYeV8BNjcinHLKY
pXYtERKFzYtWE929DKCKwDQrK973jj5b6dUuysIcXnBE8k5hqgQNW65RUCSPLNexK
qSkP8S7Bqi51bJvj1ZB1PDZsYBQGWGG8IgM6HIHBA4REJASUIE7mDy 1BsPqf /MFeY
PovwFoL7sA9DAFMTyCwTkpGKYWWhMzj/4RqZLB+z0QMqpnmkGMi6T4oLwZnhDPa9
d6FP3WoGCTUUNI46iXRDSuijZ2Npxr4s+Q5nKzQ/zgSsayLgz@dWi8RdcKaOaMzZJ
pIMK4hhZDBpDfnojpU7+RPZwhutpe5+1eDXwuPcPCpKSJu+zNsDiGDOgKCGM1jcy
yAqkd+YtFB26gYVPcNpo2v9KhMtt53k1TogX5zVINOroCSrwXL1mVK/D/XLwriMm
lctmaOr+zEBpvZC7UouD76L7zb2TsomS1iHtdNgIc4/BA+6xBVEIUfyTGfFx6gzt
C5elufte+YUYa8UgmPnrR29nt8x2ZdR1h5dctFpQ/GQQBxm/djRfD98eCe/p+4AN
wRTka+CHmh1lcwGhw4 jemMdrnHDmUSBYHYcQNB8W/ypXnGLeyJYWvA+00F1pG1Xrz
UY4yp/wapEgnMqgah/ck+NLngLOjnUUaOA91wtaAzHIT6rHUpZO5SuOBChyQgY1S
+T+yA+LYsbX6j2Cy1YXZE11kiEbxOLhpUyQtK7Hy7N84m@3nZRgXuOTmSzM/GgxS /HsLzFhAW/6H8f1f/C6W/F
WWVNn6UNk36ptnVpuuZrk3fQk

————— END PRIVATE KEY-----
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SEQUENCE {
INTEGER { @ }
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }

}
OCTET_STRING {
SEQUENCE {

OCTET_STRING { "000102030405060708090a0b0c0d0ebf1011121314
15161718191a1b1c1dl1elf" }

OCTET_STRING { "9792bcec2f2430686a82fccf3c2f5ff665e771d7ab
41b90258cfa7e90ec97124d8e9%¢ee4e90a16c602f5ec9bc38517dc30e329d5ab2
7673bd85f4c9b03001f776389886750b57c24db3fcB12e61ede59753337374Fa7
124991549af243496d0637cb3beB5a5948235bf79875f896d8feBcab30c84948
db4d6315aaaf160ac6243664220148161109112¢94028922452¢c62b84500452a
08967090126€149370d446108444515896910ca92982b241¢c90871¢c428680496
894840859b226d1¢c28645912419¢cb891840489449005ch3462a0869040269220
99291305695¢c3468a4328e19269259461009a44923424d123661581065012890
1a334c998631d3a249098225431428¢c0388103154d5b28860887482331529422
25c3c04da49821984020d14286cb40705bbB719¢c962cc112065346090c450214
466e91b42154b08ce446429a208c0121251341055a402213¢c90cab184052¢c230
cb342c4bc8681ba4604984846330294aa0695b8004d2380a14264ce2b2448ba?2
11244649c414520b427103b210922880012488e308110a052819c481002022dc
446842122244002ac9266a0c8731e0c04499148418360d11374222188c63b291
0c9808a1a0010892440413245¢c987182847184325251b0319c422e1aa8280208
9101c0890bc7058a246522c2644c88915c826813a56450208621040291944448
223022394a02988409a28819192944488c22950ca10472048770122110420684
1b498589064ad33608dbcB4058b6510ca7098c24619990648cc2905b249010a3
4903256143328a119844c8b22004384110472¢c19¢c6441¢252¢c048830d946699b
20001b468252a4805bab491890250026800bc2315a407254c620c1bB3124b14d
10952814000aabc84d54a28823988160900402162¢c13214091868d08¢c2919114
26d0b40c09c66051442e04112600291193¢c20863a431220028¢c114080c402c41
14069c20725422068b084da148691030411¢c284944188ecc9648d942501b0649
0c458823040d20302e23852¢c14073040b6854cc02044862019006c540248cc88
6c59063249148404c750134928e40609d3c610c8284c23394452a464cca84944
38320a898400342c22858d1031090932651c898c40402921850009a16d84c064
€2022d48044012098€e0422e93440812106a01840592308acb348ea2262e5c86
110b3508181000023426242389d1840024466013b249242846180271a0389089
1444d3962da31840232721c0185043¢c80441428d5¢c264144a26d48120e403225
0b14820a482ecb828803a3601b25268ch82024b08598042108a72¢c8338645432
89010401234984029569d1a44d13a40c91460d6194809038455¢cc65001172053
€c6289b1810411268901221c01084421692538229812649d8a4059a26242406329
€04026d20248112468119989981485c9200d50128¢c1c0810021000009528¢c128
9059b485d314650a406e11296518c24c213465d830691030521931668c188ac8
c0084c9830a3a62041162218052e22252a64h8250ah30163208409800919280e
021101a39411e3986c58202109411060362208067112¢c2855aa085c0c6845c38
06cbb669148484532282a1a640cc8600c42622a0a808983472d4204143¢c49048
16681b16521a370250204248488a201141e2006ccBc20c14064911314d19060a
8946091b816544c800820670001672cc24508a42899c969064287092b2689826
62619440c11689d842641a214e62906421c8248b286d5c4292a0c64d0c8580¢cc
884dd4428d42348a06b0451¢c32686242581123506a04404c894815bb4311c0806
5c240803276a20c225e1809019b46da3460c4b186050c62¢c1b922d111504a200
0421482ed81606d2108a83a22508310d093851d948490b164c233225191906244a
4409d1b2210b832c23258593168544a0441b83500222724b04809b1465219360
18130ad9460d224561c8b440a1422d02b8090014449bb6110b978c40104a8214
6ada90051c028e0c1972a3b48d24305011870964c628e4189298b46c61165140
460e1c3248da205188368a23b1218290281a1532e2186192048e13b6906131368
c984684c406d0b330081464dd2380c049681a4885002908522b004d3a471d280
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10ca964051a641a48428e008520b308cd2380a0Bc2951¢c38209ca2091d83692a3
a628924222a216011a348637d9a659169881ec21cf4811869d1d7f139f0537e9
611184585405fd17808af1e06239d3b34e5aca8bf1369677b447ac718ac47d85
0c4d77bBbe31dc9f508e3978124274ab0185f727abdff59f4490371bf04610e3
64e64ec875ef9d20dc94077e1e166327a879b8ab516160b2a3f77437b9b3cc7d
17aeaddc84db62746a35ac096f782f62a7f01aab6d6693deec90b23¢c66985a023
07ePalcae598a67324dbadf52122432275e93257065c3b7e5e1cfeldfd4dodfeo
86df21243414a2d27e20230a829bedeb4c82¢c16d35f78b0Be5e198332e00074bb
64612fab17d4c8971cb68e5edab8369f1157b3469abd8384e2d9553f1b78e786
e1ee9d0b98d39f83ccecf37d1ebd3a9d63aec766164a10171a4fd8c63daf182¢c
421258c5f529aa55ch7ebae2e1652315e1f71e8a74131410d03247ede11d34db
91f6f08aa2478fd789679c04949f71bcB171e07e3a8bb5753dbbdaa411a6350a
b46eefbf86fc551c29efed4cdd7661d5¢cf6c3db22d0cedde599854459d97f20df
7455bdf356a198d0f7eb6d34111fc940b25c0543b788edda9d268108eac3d6cc9
c51327¢c2cf83e887d4089e19695e11add837f6f440cc360f931f32fee8a966371
2c6bbd38c84ab7b54823ec363eb7e42eb59fc1fce60fbd55307b3ec85fd9daf3
206d7b4b3917f1c8b7a92e3¢c67d89880fdf2e47f5a0¢c994595db170af41babf5
a25b4dc1c42dd6a9db271e764de2fb0815a49a850¢c7919be47006a336e2e325fd
e53ac599554d0a7ded4ef45ec40c39d6baff311beee75d89e062ad31f4bedbd20a
€9194f5edddaa6650776116e9f270f77714ad7a8e8%acef74b7ff7d8dbec27f8
020a985247e2cdacef4894a4d68ba37ca912d6be73501¢c995181e5b77723350b
3631da3700e13fd366e131bf06b36eb6bB345093209f0a7beffae1fdd875b006
87c1163¢353d7d2ac90937b34e978e92f821adc9662202ece89a17e7bb65ae17
d83b90dbbeba501ad4e1345beede5a5b53af2e5ba3d1ef3f4e05adfOb3adcf2e5
30360fee64929902b571f6fd2e305652a4ch810f79f815e18f2bbb8cc89fabfc
76f77c89e293cf175a0b195800fe72d2ccdd7d75e5bd90bcbac435d6a440ef85
2e9a1¢c8c53deB3bf193365d735aaf29¢c5162a617e364e7f944168d0fbh48fef40
558f454297cc3dd508662cf23fb88e1954aa45d1c5e115bcc36T05b3e098d555
220f40be2629b34507b8464c54c27b5dec78da8f22650514797af86a2512bcb7
€2923379ef6d73¢c137006c1b38f51e37f93585e29041a3e4e3af46007ce13b8b
5f7b17d5d65d7d5668e427bcbe7ec1d7c408c054a48c1ae797bf99acbc8d2607
522935fd665ea7822d930f23eabff783bb23697569e204b943141e00c0881095
6beB525365dbab54ed48cb76964ccdf5chd3aee7282d4a0000d2784d7b8fab16
b2f7f0d5225732b1efbcdebicfedeb43fde79b69eccOfbeaaleb6b40728673bd4
b2e98a0d4a8f02f8539507301f28d35eb12fcc79768b8e18e4bdaBe58a331a2f7
1d7ccc2d451b32b1c65c312acf47ee513b21954c41c00c873872ee94cf14f460
37425361f4bdb54821f711460cebae8c07508a9219f88fabbedaab78eed50194
4a16aeb6f7b5bb7a2e1e357e70d7b98461a2¢c71cbBfa762d6ad9824081d371292
fd4be8b84c36110dc744360201beebeBbd6c9d05e869256d2ff3f99517b7efd2
a33774056¢ch5671675a8b492e9f5f2620eb8ef9381d3d1df19938b7b5ffaac59
bc8110fa87ba8d7a3d0165f8e41ddof804f11b9deddf352a597835d06307a8e0
c6ef4d21904339e1cf458923a3e89€025d945347366c02f3dd6368d4e47e85d3
d2a9705bd57961852e5a579f93b1¢c514c539f49ea1163a2a493b0Befch47f4748
f6a99e10bf7078282e4ace18136e2a8b3eeBa380dcd3b3ef3e65e1b8157289d6
2467ad488bad392b2e90alededcbdc931dc17298ccef76645¢c7d330ad5c2ce40
f89b854681357a217751e154631304ec4e04bb45b3678909c74af51ce370364d
8f4f7eb1e61e00287429c9961de8322ca%9a2629b1309d800e92bc1dc5055dcc7
97133866eb0cfd8d490250d48ffca8022f49290e2d5376162fbaa982d16453¢c8
25b35f6515635ea92bea72367baa54de3f9eaeab9542a81a4127f71cbaa257f3
24fefef14f08fbd65a049cd2fb362594a8e23ff1a2617db5b158f6f01cf50ab0
ed95¢c6e709841164108b06e1b40abBab11c408301d3d9d8eab69e968a9600b3d1
7f38011ce28074e2c2e10bf6197¢c602d8d0ce7d3a3ef2d89623bcof12ea33879
1€9266bb8ceB2b124c6c7929baecab93244098454a080eb7523e13bb1b7c5b677
5fabababbe9075fe5687aa451397bb9cfccdd51243e9bf5aef24062d335de5fc
e24e9ddbde1191052d80c36df9f8434872f277ed4f5a1ce8ebd3b960824a4e4f
1001b04cb685f9bee4ddddbBc571598ac2021a6606fd23345c6fbb84fBced5fe
52734521b7b07c6388d3a3b99318bfB131504aa9dfbaf548f9d32a9cd4c68935
24b11330a2d3aad3ed2a58966ebb0134465d5431fd7797af549f568eaebe957f6
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4fec854674902b97558756986946ea3ab7a251cbbeal1a687bd43f5d0bd89cd2
caba61d5218374990ee8b92219ed25dcad11c68a9757¢c013bd837b2dd734e375
1f64fcb4b23dcdbbc57ea567f5716e17367244751e2303b22a953e772756956¢
dccB13ffd2c32490754422a572529d4c92f1ebb19f1dad4do36f2fdf31ca9101
bdf81aea948aedcf217aa8fccd7abB771aa2753e1a823bf41¢c95377a2ffa61b22
65138153ce86d2c87dd07a4b32d27f5f2872641431ce9a18a502aaefd9afc5b0
d13cd46c357e38e69e1ee945add1992932a5b1e5¢5629¢c9f48f7661853davo78
7¢9d78fb925553bf07a50dd5b9d935853420e4d1a71ae62ff99ca193cdd6c2f4
bed263415aaf9a35094bc2a22e2a663¢c7645001cd190b7bc17c75feadf8e87ce
5¢c24b763b6584ed32e71b0268142ea3ed6898157bf923bebf08192d1bf5ee30a7
d351634a60b504dde38a2e114f7ae9bf176d4a18ba2895a7bb4b47444a9ba8db
b4c124cd41bbb32f4bcb1de48c4abb510607a001b5a000bba43618b6c19e4351
7b45b42405928b67c713881858bad3a42511¢c2716ff9cd332034b672b52ff166
10805cdbe7544a8a84b66e1c745a73c1bb6bcda5b77b951f36c0f7a5372de9e5d
1f9bbcde8843¢c6909002dda4875e67571afbbec581856¢c32¢c09¢c240e664e761e
57cd@d8dc8a71cb918a5762d111285cd8b5613ddbddca®8acB342b2bdee38196
fa754bb2b087179¢113¢c93986a810356eb94540b93cb9dec4aa9290ff12ecT1aa
2e656c9be3d590753¢366c601406c061bc22033a1fd1f4e1111d039b8813b983
cb506c3ea7ff3057983e8bf01682fbb00f43005313¢82¢1392918a6165a13338
ffe11a992¢c1fb3d1032aa679a418c8ba4f8abbc199e10cf6bd77a14fdd6ab609
3514348e3a8974434ae8a3676369c6be2cf90e672b343fceB4acb6b22e0cf4756
8bc45d70a68e68c649a4830ae218590c1a437e7a23a54efed44f67086eb697b9f
a57835f0b8f70f0a929226efh336c0e21833a028218cd63732c80aad77e62d14
1dba81854f70da68daff4a84cb6de779254e8a97e73565374af4092af05chd66
54afc3fd72f0ae232695ch6668eafecc4069bd90bb528b83efa2fbcdbd93b289
929621ed74d808738fc103eeb105510851fc9319f171eabceddb97b5b9fb5ef9
85186bc52098f9eb476f67b7cc7665d47587975ch45a50fc64100719bf76345fF
0fdf1e09efe9fb800dc114e46beB879a195cc06870e23d2631dae71¢c3994481c¢c
8761c40d07c5bfca95e718b7b22585af03ed34175a46d57af3518e32a7fc1aa4
482732a81a87f724f8d2e780b3a39d451a380f75¢c2d6808cc7213eab1d4a59d39
42e3810a1c90818d52193fb203e2d8b1b5fa8f60b2d585d9135d6488461138b8
6953242d2bb1f2ecdf389b4de7651817b8e4e64b333f1aac523a93f2748a9¢c38
ffbc29ced457b61f9781b08a67a1975d031ccd71545c0037434056¢c2434d13eb6¢C
4beebf46fc12222cBb2eccd6159d5aea8e554d7av9652bB6bT7ca699a7199e71
6d05dd553041a8f2b303d236a9babaafb9fa528f28a2ca2aa780b9406383¢c099a
a65a0074b83fd1fBbc5b7b5e46c25e54838b3cbcfc95f87f1d471b3ba894434f
a58952fdcb77f161372693306dba4e8f216d1c8e5caff0fe8360a51c60763644
169fdc6a8267f2e3f909a61b2a678bceb6ae90403a836b1a7b7e8cd8b54c37087
a9e14446d95e6908d2eedbfcc653e02fdf771f701a79b9e5a26ed0a947842070
f3b5701742211219e761762c37f0d0a1d1b9750fee577e1208115c66acB7ecO9
1e6a3fc4aaba253bcba868edd3154dcaf5162f615e85490a6ca342f34c43ach1
a3eabbfeefd850e190eb1d8da4d28b5eceeb1678c02433ecd5d48b2536404257
e8ca7bef5855f2b813ed2f4c409445a3317c9beTa35ae2fb4d2b87921b904bf2
c14db514ceeB45251cfc276374db15c99deal5acde197¢c6eb524988e39b63287
beb8676865aaa3bad1b43b8cab15cbf27a498759e3203abf369e972421f0b0154
149f14ac233cdb73a22b7fb8f09325bf2ace83bb6b5db8a121a2b682149a6913
1ccceb52229840b113fc7bBbcc58405bfe87f1f95ffc2e96fc5596567e94364df
aabd9d5ab6eb99ae4ddf424° }
}
}
}
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C.2. Example Public Keys

The following is the ML-DSA-44 public key corresponding to the private key in the previous
section. The textual encoding [RFC7468] is followed by the so-called "pretty print"; the public
keys are the same.

————— BEGIN PUBLIC KEY-----
MIIFMjALBglghkgBZQMEAXEDggUhANeytHJUquDbReeTDUQqY0s19jx0X0Xidr6Fw
JLMW6b7JT8mUbULXxmM3mMNQTu60z5xSctC7VEVaTrAQfrLmIretf40HYYXGEmVtZLD
19IpTi4U+QgkFLo4JomaxD9MzKy8JumoMr1RGNXLQzy++WYLABOOCBf2HnYsonTD
atVU6yKqwRYuSrAay6HjjE79j4C2WzMID3L1Xf5xzpweu51J58VhBsD9c4A6Kuz+
ro7XqjyyztpueSvYzTanjP1l11DtHq9JeiArEUuVBLtHo®agqg+oblkMdYwVrk@oQN
kryhpQkPQE111/yn2L1RPxob2m6VCqqY3kZ1B9Sk9aTwWZIWWCw1cvYu20kFqzWB
ZwxKAnd6M+DKcpX93j0/20aCjp2g9ZfX19/xg2gI+gmxfkhRMAvfRUhBTmMHVT6pNN
/NdtmQt/qZzUWv24g21D5Fn1GH3wWEeXCaAepoNZNfpwRgmQzT3BukAbqUurHd5B
rGerMxncrKBgSNTE7vJ+4TqcF9BTjOMPLWQtwkFWYN54h32NirxyUj14wELKKFOD
GYRsRBJiQpdoRMEOVWuiFbWnGeWdDGsqltOYWQcf3MLN51JKe+2uVOhbMY6FTo/1i
svPt+s1xkSgnCq/R5QRMOk /a/Z/zH5B4S460RZYUSg2vWGUROIMWK56pWvGXt0OX8
YPKx7RXe01lvvX4m9x52RBR2bKBbnT6VFMe /cHL50T1EiFfOdrzVjyHAt10zt2p0B2 /fVmw/
XWKkKFZ7yeqM6VyqDzVHSwv6jz0aJQq0388gg76077wQVeGP4VNw7ssmBWbYP/Br
IRquxDyim1TMBA+IFaJGXvCOZRXMfkHzEk8J7 /9zkwmrWLKaFFmgC85Q00k4yWeP
cus0TuX9quZtn4Vz/Jf8QrSVnev4th14Qz6GsDNdbpGRxNi/SHs5BcEIZz9asJLDO
t9y3z1HATQ7Wh71ler rHFM8BvDZcCPZKnCCWDe1m6bL fUS5WsKh8IDhiro8xW6WSXo
7e+meTaalgJ2YVHxapZfn4Hs52zAcLVYaeTbl4TPBcgwsyQsgxI=

————— END PUBLIC KEY-----
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SEQUENCE {
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }

}

BIT_STRING { 00" “d7b2b47254aaeddb45e7930d4a98d2c97d8f1397d17
89dafa17024b316e9bec94fc9946d42f19b79a7413bbaa33e7149cb42ed51156
93acP41facb988adeb5feBe1d8631184995b592¢397d2294e2e14f90aad14ba3
826899ac43f4cccachc26e9a832b95118d5¢cbhb433cbef9660b00138e0817f61e7
62ca274c36ad554eb22aac1162e4abB1acbale38c4efd8f80b65b333d0f72e55
dfe71ce9c1ebb9889e7c56106c0fd73803a2aecfeafded7aa3cb2ceda54d12bd
8cd36a78cf975943b47abd25e880ac452e5742ed1e8d1a82afa86e590¢758¢c15
ae4d2840d92bca1a5090f40496597fca7d8b9513f1albdabe950aaa98de46750
7d4a4f5a4f0599216582¢c3572f62eda8905ab3581670c4aB2777a33eBca7295f
d8f4ffed1afa3a7683d65f5f5f7fc60dan23e826c5f92144c02f7d1ba1075987
553ea9367fcd76d990b7fa99cd45afdb8836d43e459f5187df058479709a01ea
6835935fa70460990cd3dc1ba4B1ba94babildde41ac67ab3319dcacad6048d4c
4eef27ee13a9¢c17d05381430f2d642dc2415660de78877d8d8abc72523978c04
2e4285f4319846c44126242976844c10e556ba215b5a719e59d0c6b2a96d3985
9071fdcc2cde7524a7bedae54e85b318e854e8fe2b2f3edfac9719128270aafd
1e5044c3a4fdafdoff31f90784b8e8e4596144a0daf586511d3d9962b9%ea95af
197b4e5fc60f2b1ed15de3a5bef5f89bdc79d910851d9b2816e74fa54531efdc
cbe74d448857f476bcd58f21cOb653b3b76a4e076a6559a302718555¢cc631748
59aabab925f023861ca8cddf7badb2871f67d55326d7451135ad45f4a1ba6911
8fbb2c8a30eec9392ef3f977066c9add5¢c710cc647b1514d217d958¢c7017¢c3e9
0fd20c04e674b90486e9370a31a001d32f473979e4906749e7e477fabb74508f
8a512378312b83c25bd388cabbofff7478baft42b71667edaac97¢c46b129643e5
86e5bB55a0c211946d4f36e675bed5860fab42a315d9826164d6a9237c35a5fh
f495490a5bd4df248b95c4aae7784b605673166ac4245b5b4b082a09e9323e62
f2078c5b76783446defd736ad3a3702d49b089844900a61833397bc4419b30d7
a97a0b387¢1911474c4d41b53e32a977acb6fBea75db65bb39e59¢701e76957d
ef6f2d44559¢c31a77122b5204e3b5¢c219f1688b14edBbcOb801b3e6e82dcd43e
9cPe9f41744cd9815bd1bc8820d8bb123f04facd1b1b685dd5a2b1b8dbbf3ed9
33670f095a180b4f192d08b10b8fabbdfcc2b24518e32ecaba5e0c904ca84478
0083f3b0Bcd2dOb8b6af67bc355b9494025dc7bBa78fa80e3a2dbfeb51328851d
6078198e9493651ae787ecB0251f922ba30e9f51df62a6d72784cf3dd20539317
6dfa324a512bd94970a36dd34a514a86791f0eb36T0145b09ab64651b4ab313b
299611a2a1c48891627598768a3114060bad4443486df51522a1ce88b30985¢c21
6f8eb6ed178dd567b304a0d4catba882a28342f17a%9aa26ae58db630083d2¢c358
fdf566c3f5d62a428567bc9ea8ce95caadf35474bObfa8f339a250ab4dfcf208
3be8eefbc1055e18fe15370eech260566d83ffO6b211aaec43ca29b54ccdOOf8
815a2465efOb46515cc7e41f3124f09efff739309ab58b29a1459a00bce5038e
938c9678f72ebBedee5fdaae66d9f8573fc97fc42b4959f4bf8b61d78433e86b
0335d6e9191¢c4d8bf487b3905c108cfdbac24bBceb7dcb7cf51f84d0ed687b95
eaeb1c533c0610d97023d92a70825837b59babchb7d4e56b0a87¢c203862ae8131
5ba5925e8edefa679369a2202766151f16a965f9f81ece76ccB70b55869e4db9
784cf05c830b3242¢c8312° }

}

The following is the ML-DSA-65 public key corresponding to the private key in the previous
section. The textual encoding [RFC7468] is followed by the so-called "pretty print"; the public
keys are the same.
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————— BEGIN PUBLIC KEY-----
MIIHsjALBglghkgBZQMEAXIDggehAEhoPZGXjjHrPd24sEcOgtkK4i19iWUn9j1il
YeaWvUwnOF s427Lt8B5mTv2Bvh60ok2iM50qiT1RxZWPi7xut0ie5nBsAyCVTVchLK
xyKf8dbq8DkovVFRH42I2EdzbH3icw1Ze0OVBBXMWNCXiGdxG/VTmgv8TDUMK+Vyuv
DuLi+xbM/qCAKNmaxJrrt1k33c4RHNg2L/8860uilzBeVvvFxaHnJt5j+t0q8Bax
GRd/091xotkncXP85VtndFrwt8IdWX2+uT5gMvNBxJpai+noJQiNHygkUVXWyK4V
Nn50sA04 /feFEHGU1zn5//CQI+roUQTSqEpFkG7tRNGkTcKNJ5h7tV32np6FYfYa@uDSWjR/ogBSWDc5d1CI2Um4SpHjWnl++aXAxCzCMBoRQ /Pc1sRWNzwIiR6inLx8xtZI04iJCDrOhqp7UbHCz+birRjZf0
NvvFbqQvrpfmp6wRSGRHjDZt8eux57EakJhQTIWXWI8fSdxwACt jwX0anSY /utQH
P2qfbCuK9LTDMgEDOM/6Xe6yOGLKPCFfB82ACa+fFFk9KRCTvdJSIBNZVRkh3Msgg
LH1UeGR7TqcdYnwIYCTMo1SkHwh3s48Zs3dKOglcjaU7Bp4hx2ri@gB+FnGe1ACA
0zT321Lp9aWzBDnK8IOpWAM/AqBQoIwabQ8mDAByhb1KLOdwO1lrvR1IKHO10xisI1
FDFiEP9WaBSxD4eik9bxmdPD1ZmQBMEmMi09Q1fn877vyN78MKLgBgtZ110HXTXC/
uyG70Sq2IKojlvVsBoa®6pAXmQIkIWsv6K12xKkUju+ahgNjWmgne8Hc+2+6Wad9
/am3Uw3AyoZIyNlzc44Bur jwiOkF6EqkZBvWAKEM2XUgJ18vIx8rNeFesvoE@Gr2U
Tad6uvHg4WEBCpkAh/WObgmIsrwFEv2g+pI9rdbEXFMBOJSDZzJ1tasuEPS6Ug9r
utVkpcPV4nvbCA99I0Ey1gMYGVTDNGSc1D6+F99cH3quCo/hJsR3WFpd TWSKDQCL
avXozTG+aakpbU8/017YbyIeS5P2X1kplnUzYkuSNXUMMHBTULWFNtEJpxMcWlu+
S1lcVVnwSU@rsdmB2Huu5+uKJHHdFibgOVmrVVv93vc2cZa3In6phw7wnd/seda5MZ
poebUgXXa/erpazzOvtZOX/FTmg4PWv1oI6bZtpT3N4AL7KUuFgr@TLNzEmVn9vC
H1JyGIDIrQNSx58DpDu9hMTN/cbFKQBeHnzZoBmnFoo1Vpul3qgYlo1akUZr1uz0
IL9iQXGYr8ToHCjdd+1AKCMjmLUvvehryE9HW5AWcQziqrwRoGtNuskB7BbPN1y j
8tU4E5SKaToPk+ecRspdWm3KPSjKUKBYVRP8pVBZ3ZsYX3n5xHGWpOghIQS8RgoF
HgLy6ERP

----- END PUBLIC KEY-----
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SEQUENCE {
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }

}

BIT_STRING { 00" °"48683d91978e31eb3dddb8b0473482d2b88a5f62594
9fd8f58a561e696bd4c27d05b38dbb2edf01e664efd81be1ea893688ce68aa2d
51c5958f8bbcbeb4e89ee67d2c0320954d57212cac7229ff1d6eafd3928bd515
11f8d88d847736¢c7de2730d5978e5410713160978867711bf5539a0bfc4c350c
2be572bafBee2e2fb16ccfeaB8028d99ac49aebb75937ddce111cdab62fff3ce
a8ba2233d1e56fbc5c5ale726de63fadd2at016b119177fa3d971a2d9277173f
ce55b67745af0b7¢c21d597dbeb93e6a32f341c49a5a8be9e825088d1f2aa4515
5d6c8ae15367e4eb003b8fdf7851071949739f9fff09023eaf45104d2a84a459
06eed4671a44dc28d27987bb55df69e9e8561f61a80a72699503865fed9b7ee7
2a8e17a19c408144f4b29afef7031c3a6d8571610b42c9f421245a88f197e168
12b831159b65b9687e5b3e934c5225ae98a79ba73d2b399d73510effad19e53b
8450f0ba8fce1012fd98d260a74aaaal13fae249a006b1c34f5babb8821263782
22fb3612283c243foffeb5f1bb414a0a70d55e3d40a56bb6cbc88ae1f03b7b288
2d98deea28e145c9dedfd8eaficef2ed94a8b050f8964f46d1eabdBc2a43e0dd
a6182adbf4f6ed175b6742257859bf22f3a417ecf1f9d89317b5e539d587af16
b9e1313e04514ffab64ba8b3ff2b8321f8811ch3fb022c8f644e70a4b80a2fbfe
€604abb7379091ea8e6c5¢c74dfc0283666b40c0793870028204a136bf5da9568
eb798d349038bdb0c11e03445e7847¢cb5069¢c75¢cf28ac601¢c7799d958210ddbc
b226e51afef9f1de47b073873d6d3f97456bede085082e74a298b2cd48f4b309
3155f366c8fabB1cb6af858dfa32c08491b2a298871f90335949a5d6edaab79882
a3a95d6bf6d970a221f4b9d3d8cbf384af81aac95e2b3294e04789ac83727a5d
c04559f96af41d8anB53516feeeebc52746eb6ab2819e09108710d835f011fa63
065872ad334d5cdffb2b2310507e92fc993ae317da97f4f309cdafof67ed99d9
02155760838491953b246d7fedb3fdb67679850a5ad404e64147fb7cf4f6aedd
do5afbh4b834968d1fe88014960dce5d942236526e12a478d69e5fbe6970310b3
08c06845018cfc7b2ab430a13a6b1ac7bbB2cccbb3d911ac2f11068613fbed29
bfdceb2cf5cd38950ed72¢c83944edfbc75615af87f864c051f3¢c55456¢c541286
3a40c06d1dab562bdff0571b8d3¢c3917bbd300880bba5e998239b95fa91b7d64
16d4f398b3adbcd30983ed3592b4d9ef7d4236fdB0f50d98aa53a235ac417272
0f77d96172672980cfe8ff7a5a702783edc2ba31b2259015a112fc7f468a9c2f
9464039002d30ef678b4cb798bc116216bf7a9a7¢c18bad3b7b58fd07515d3115
049d3614be7a07e744300750df1d2¢c58753389059eafc3d785ccdd31¢c07648be
dcB3a5c3b8ad46d064d59¢c13d57374729fc4e295362e2a5191204530428bc152
2afa28ff5fe1655e304cabbc8c27adbedc6a39dd4df28956c14b38cc93682cef
e402bbd5e82d29c464e44eb5d37b48fc568dfedccbe8e16bacaB5e5135590f19
294e73e8367b08216dbb815030b9de55913f08039c42351¢c59e5515dd5af8e089
a15e625e8f6dee639386c46497d7a263288774de581a7de9629b41b442414119
78fb8331208efdec3cb6edde39bc570631f3dcd6c470373¢c08891ea29chbc7cco6d6b
483b8889083ace86aa7b51b1c2cfebe2ad18d97ce36fbc56ead42fae97eb6a7ac
14864478c366df1ebb1e7b11a9098504fd5975bdf1f49dc70002b63c1739a9d2
63fbad4073f6a9f6c2b8af4b4c332a103a0cffas5deeb2d062ca3c215fd360026
be7c5164f4a4424ef74948804d66T46487732¢c8202¢c795478647b4ea71d627¢cO
86024cca354a41f0877b38f19b3774ad2095¢c8da53b069e21c76ae2d2007e167
19ed40080d334f7da52e9f5a5990439caf083a95b833f02ad10aB8c1a6dof260
c007285bd4a2f47703a5aef465287d253b18ac22514316210ff566814b10f87a
293d61199d3¢3959990d0c1268b4f50d5f9fcefbbf237bd0c28b80182d665974
1f14f10bfbb21bbal12ab620aa2396f56c0686b4ea9017990224216b2fe8ad76¢c
4a9148eef9a86a3635abaa77bcldcfb6fbas59a77dfda9b7530dcOca8648c8d97
3738e01bab8f08b4905e84aa4641bd602410cd97520265f21231f2b35e15eb2f
a04d2bd94d5a77abaft1e0e161010a990087f5b46ea988b2bcB512fdadfa923da
dd6c45c5301d09483673265b5ab2e10f4ba520f6bbad564a5¢c3d5e27bdbo80f7
d20e13296a3181954¢39¢c649c943ebe17df5¢c1f7aaeBa8fe126c477585a5d4d6
48a0d008bbaf5e8cd31be69a9296d4f3fd25ed861221e4b93f65f59299675336
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24bh9235750¢c30707550b58536d109a7131c5a5bbe4a5715567¢12534aec76607
61eebb9fae2891¢c774589b80e566ad557ddef7367196b7227ea9870ef09ddfec
79d6b9319a6879b5205d76bf7aba5acf33afb59d17fc54e68383d6be5ab8e9b6
6da53dcdedB08bb294b8582bd132cdcc49959fdbc21e52721880¢c8adB352¢c79f0
3a43bbd84c4cdfdc6c529005e1e7cd9a349a7168a35569ba5dea818968d5a914
66bd6e64e20bf62417198afc4e81c28dd77ed4028232398b52fbde86bc841475
b9016710ce2aabc11ad6b4dbac991ec16cf365ca3f2d53813948a693a0f93e79
c46cabd5abdca3d28ca50ad18bd13fca55059dd9b185f79f9c47196a4e81b210
4bc460a051e02f2e8444f" }

}

The following is the ML-DSA-87 public key corresponding to the private key in the previous
section. The textual encoding [RFC7468] is followed by the so-called "pretty print"; the public
keys are the same.
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————— BEGIN PUBLIC KEY-----

MIIKMjALBglghkgBZQMEAXMDggohAJeSvOwvJDBoaol8zzwvX/Z153HXqOG5A1jP
p+kOyXEkpzsy05uiGrZNdnxDP1pSHv/hj4bkahiJUsRGfgSLcp5/XNEV5+SNoY1t
X+EZsQ3N3vYssweVQHSOIzb1KDbeYdqUH4036misgQb6vhkHBnmvYAhTcSD3B504
6pzA5ue3tMmlx0IcYPJEUboekz2xoud4Wx5VZ8hs9G4AMFhQgkKvuxPx9NW59INTnY
ffzrFiB09Kf9IxMuhdDzRyHU®1n2hbMh2S2Vp3471vcv/6aTgVejm/fI1lr55063dz
ti6Phfm1a1SJRVUYRPvYmAakrDab7S01YQD2iKatXgpwmCbcRENpHiPFUG5kI2Hv
WjE3EvebxLMYaGHKhaS6sX5/1D0bijM606584WtEDWAY+eBNr1clx/GpP60aWie?2
eJW9JJgpFoXeIK8yylLfiaMf5aHfQyFABE1pPCo8bgmTé6br5aNJ2K7K@aFimczy /Z
X7hbr0OL0B60Sdrph7njtflyltnzdRYqTVAMOarué6viagojFv7J26g7UdQvOxZ/Hg
+QhV1¢cZ1CbIQJ13B5U7ESB06fPMUu8RiOTYCRLOARZqZ1HhFs6+SSKacGLAMTH3Gr
0ik/dvfvwyFbgXgAA35Y5HCI9u7Q8GwQ56vecVNKk7RKrJ7+n74VGHTPsqZMvuKMxM
D+d3X12HDxwC5bL jxQBMmV8kybd5y3U6J300cf1CXra8LKVs4SnbUfcHQPMeY5dr
UMcxLpeX14xbGsJKX6NHzJFuCoP1w7Z1zTC4Hj+hC5NETgc5dXHM6Yso21HbkFa8
coxbCxGB4vvTh7THmrG1l/v70NxZ693LdrRTrTDmC21pZ00nrFz7GMVCRFwAno6te
9goSnLhYVye5NYooUB1x0nLz8dsxcUKG+bZAgBOvBgRddVkvwLfdR8c+2cdbEenX
xp98rfwygKkGLFJzxDvhw@+HRIhkzqe1yX1tMvWb1fJThGU7tcT6pFvqi41AKEPm
Rba5Jp4r2YjdrLAzMo/7BgRQ998IAFPmlpslHodezsMs/FkoQNaatpp14Gs3nFNd
1SZrCC9PCckxYrM7DZ9zB6TqqlIQRDf+1m+04+q71F1ns1gBM/SWRotSuv/b+tk+
7xqYGLXkLscieIo9jTUp/Hd9K6VwgB364B7IgwKDfB+54DVXJ2Re4QRsP5Ffaugt
rU+2sDVqR1GP/INBVc08/m2vpsyKXM9TxzoISdjUT33PcnV0c0G337RHUB7BNnRpx
j2Fxu84gCVDgzpJhBrFRo+hx1c5JcxvWZQqbDK1ly2hxfE21EggémODwI870EzyM4
54nFE/YYzFaUpvDO4QRRHh7XxfI6Hr/YoNuEJFUyQBVtv2IoMbDGQIHFUbbz96mN
KbhcLeBaZfphXu4WSVvZBzdnIRW1PpHF2QA0zz8ak5U6FT3100QITpzP9rc2aTkm
2u/rstdépalom5LzFoZmnfFtFxXMWPeiz7ctBalekvglmTpOAivn6etgVGVEVWIN
FJKPICFeeyIqxWtRrb7I2L22mD15p+0iGOS10VGMgXOLUZXT1HtaiQ1DI1efh7epR
tEjj6RRwWVM6SeHPJDbOU2GiI4H3 /F3WT1veeFSMCIErrA74jhq8+JAelLBCixad9e
FHyfRSyMéwLsWcydtjoDV2zur+mC0QI4190CNmMKU8DefONaGYaXkvgzbnueY1dg
8JBp5kMucAA1rCoCh5//Ch4b7FIgRxk910td8e/VPuoRRMp41AhS9eyXJ5BLNm7e
T14tMx+tX8KC61ixH6SMUJ3HD3XWoc1dIfe+Z5fGONZ7WIBF10CiIxR+CwHgATUCW
s8PCvb4unwgbuqg6+tNUpNodkBvXADo5LvQpewFeX5iB8WrbIjxpohCG9BaEUI9NTe
KsJB+g6L7f9H92Ldy+qpEAT40x6FCVYyBBUMUrTgm40S61gQIEPWLKtHeSM+t4ALG
L1pJoHMas4NEvBY23xa/YHT1WhV5W10QAPHGOS62eWgmZefzd7 rHEp3ds@300F8s0
GE4p75vA6HRTumY74J4Aq1Yut8D3F1+WmptCQUGYzPG/8gLITomkFOznZiknZlaJ
6U25YeuuxWFcvBp4lcaFGs1hQy/XEY1GB9Mu+dxzLVEzO+SOOOMN3qeE7Ki+R+dB
vpwZYXx3EcKUU9NwWTpPNjP9QO14fBcJd7QX31mOHQ3eUGU3HWBLWX7HDjsDzcGWXL
Npk/YzsSEcuUNCSOsbGb98dPmRZzBIfD1+UBJ6dvPXWkOIyM40KC6y3xjjRsmUKQw
jNFxtoVRJtHaZypu2FgNeMKG+1bBqzBhSXUoBFxjJiyKQq8vmALFO3u4vijnj+C1
zkX7t6GvGjsoqNlLedDjyIL jm8mOnwrXYCW/DdLwApjnFBoiaz187kFPYEBGeC6VN
EdX+WLzO0pq13rS6MHKrPMkWQFLeSEAGXx761tFypSP7jjZbV3Ehv5/Yiixgwh6CHX
tqy0@elqZXkDKztXCI7j+beXhjpOuWJOu/rt6rn/xoUYmDi8RDpOVKCE6ACW] jsea
g8hhs168UJpGdMEyqqy34BRvFO/RHPYyvTKpPd1pxbOM14KQ1pNNJ1yC88TdFCvxF
BG/BofgbnTKXd6cITkqtrnEizpcAWTBS]jrPH9/ESmzcoh6NxFVo70gGiXL8dy2Tn
ze4JLDFB+1VQ/jON2C6HD1elLKBZQCBgR0491aXc8Z30FtppCt33Lp6z/2V/URS4
qgqHTfh2iFR6mMWNQKNZayesn4Ep3GzwZDdyYktZ9PRhIw38ccomCHwW5QtXGaH32CC
g1k1o/h8t2Kww7HQ3aSmUz11vvG3uCkuJUwBTQkP7YV8RMGDNG1IMCmT j+tkKEfU@O
citu4VdPLhSdVddE3kiHAk4IURQxwGJ1DhbHSrnzJC8ts/+xKo1hB/qiKdb2NzsH
8205Mr09sEwZ3WTg3X+Tw8Vkw1ihyB3PHJwx5bBlaP11RMF9wVaYxcs4mDga/EJ4
P6p301LJ2CYGkL6eMVagqW8FQneo/aVh21c1v8XK6g+am2KfWu+u7zaNnJzGYP4m8
WDHcN8PzxcVvrMaX88sgvV2629cC5UhErC9iaQH+FZ25Pf1Hc9j+c1YrhGwfyFbR
gCdihA68cteYi951y8pwOxnTLODMA107KtRVcj7gx/Rzb0ObmZ1xayjKkgcU40bwl
kWewE9BCM5XuuaqudyBhSafVUNZ /xf3+SopcNdJRC2ZDeauPcoVaKvR6vOKmMgSO
r4nly@qI3rxTpZUQOszk8c/xis/wev4etXFqoeQLYXNMOjrpV5+of1Fb4JPCOp22
1rZck2YeAGNrWScEBJPMZXbCNC6xhT1IyFxjrIooVEYse3fn470erFvKKP+gALXT
SfilR62HW5aowrKRDJMBMJo/kTilaTER9Vs8AJypR80d/ILZjrHKpKnL6IX3hvqG
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5VvgYiIvi6kK10BzMmsxISrs4KNKYA==
————— END PUBLIC KEY-----
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SEQUENCE {
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.161.3.4.3.19 }

}

BIT_STRING { 00" °"9792bcec2f2430686a82fccf3c2f5ff665e771d7ab4
1b90258cfa7e90ec97124a73b323b9%ba21ab64d767c433f5a521effe18f86e46
a188952c4467e048b729e7fc4d115e7e48da1896d5fe119b10dcddef62cb3079
54074b42336e52836de61da941f8d37eab68ac8106fabe19070679af600853712
0f70793b8ea9ccBebe7b7b4c9a5¢c7421¢c60f24451ba1e933db1a2ee16¢c79559f
21b3d1b8305850aa42afbb13f1f4d5b9f4835f9d87dfceb162dBef4a7fdc4cba
1743cd1c87bb4967da16cc8764b6569df8ee5bdchbffe9a4e05748e6fdf225af9
edeeb7773b62e8f85f9b56b548945551844fhd89806a4ac369bed2d256100f68
8abad5e0a709826dc4449e91e23¢c5506e642361ef5a313712f79bc4b3186861¢C
a85a4bab17e7f943d1b8a333aa3ae7ce16b440d6018f9e04daf5725¢c7f1a93fa
d1a5a27b67895bd249aa91685de20af32c8b7e268c7f96877d0c85001135a4f0
a8f1b8264fabebe5a349d8aecad1a16299ccf2fd9c7b85bace2ced3aal276bab
1ee78ed7e5ca5b67cdd458a9354030e6abbbabf56a0a2316fec9dba83b51d42f
d3167f1e0f90855d5c66509b210265dc1e54ec44b43ba7cf9aef118b44d86912
ce75166a6651e116cebe49229a7062c09931f71abd2293f76f7efc3215ba9780
0037e58e470bdbbb43c1b0439eaf79c54d93b44aac9efe9fbe151874cfb2ab4c
bee28cc4cBfe7775e5d870f1c02e5b2e3¢c5004c995f24¢c9b779¢cb753a277d0e7
1fd425eb6bc2ca56ce129db51f70740f31e63976b50¢c7312e9797d78c5b1ac24
abfa347cc916e0a83f5¢c3b675cd30b81e3fa10b93444e07397571cce98b28das
1db90856bc728c5bBb1181e2fbd387b4c79ab1a5fefece37167af772ddad14eb4
c3982da5a59d0e9%9eb173ec6315091170027a3ab5efb6aa129cb8585727b9358a2
8501d713a72f3f1db31714286f9b6408013af06045d75592fcOb7dd47¢c73ed9c
75b11e9d7c69f7cadfc3280a9062c5273c43be1c34f87448864cea7b5¢c97d6d3
2f59bd5f25384653bb5c4faad5bea8b89402843e645b6b9269e2bd988ddacha3
3328ffb060450f7df080053e6969b251e875ecec32cfc592840d69abb69a75e06
b379¢535d95266b0821f4fB9¢c93162b33b0d9f7307a4eaaa52104437fed66f8ee
3eabbd45d67b25a81331496468b52baffdbfad93eef1a9818b5e42ec722788a3
d8d3529fc777d2ba570801dfaed1ec88302837c1fb9e0355727645ee1046¢c3f9
15f6ae82dad4fb6bB356a46518ffc834155c3b4febdafabece8a5cct53¢c73a084
9d8d44f7dcf72754e70e1b7dfb447bb4ef49d1a718f6171bbce200950e0ce926
106b151a3e871d5ce49731bd6650a9b0Bca972dalc5f136d44820ea6383¢c0B8F3b
384cf2338e789¢c513f618cc5694a6f0cee104511el1ed7c5f23al1ebfd8abdb842
4553240156dbf622831b0c643d1c551b6f3f7a98d29b85c2ded5a65fab15eee
6495bd90737672115b53e91¢c5d90028cf3f1a93953a153de53b44084e9ccffbb
736693926daefebb2d77aa5ad689b92f31686669df16d1715cc58f7a2cfb72dd
1a51e921825993a74022be7e9eb6054654457094d14928120215e7b222ac56b5
Tadbec8d8bdb6983979a7e3a21b44b5d1518¢ca97dOb5195f51ed6a24350c8974
7el1edea51b448e3e9147054ce927873¢c90db394d86888e07dff177593d6f79e1
52302204aebB3be2386af3e24078bd028b1689f5e147¢c9f452c8cebB2ec59ccH9
db63aB3576ceeate98239023897dan236630a53c0de7f435a19869792fab36e7
b9e635760T09069e6432e700035ac2a02879fffBalelbec522047193d94eb5df
1efd53eeal144ca78940852f5ec9727904b366eded4f5e2d331fad5fc282ea2c4
7e€923142771¢c3dd75a87357487def99e5f18e9d9ed623¢175d02888¢c51182¢c07
a80d54716b3c3c2bdbe2e9fBa9bbaaebeb4d52936876406f5c00e8e4bbdBa5ec
05797e6207c5ab6c88f1a688421bdB5a114f4d7de2ac241fabe8bedff47f762d
dcbeaa91004f8d31e85095c81054994ad3826e344ba96040810fcBb2ad1de48c
fade002c62e5a49a0731ab38344bc1636df16bf607d56855e56d684003¢c718e4
bad9e5a099979fcddeeb1c4a7776cd37a3417cbBe184e29ef9bcBe87475bab63
beB@9eBBab562eb7cBf7165f969a9b42414198ccf1bff2a2c8d689a414ece7662
927665689e94db961ebaec5615chc1a7895¢c6851ac961432ff1118d4607d32ef
9dc732d51333be4b4dBe30ddea784eca8be47e741be9¢c19631dc470a52ef4dc
3a4f36331d434d787¢c170977b417df598e1d0dde506bb71d6f0Obc17ec70e3b03
cdc1965cb369931633b0472e50d0923ac6c66fdf1d3e6459¢cc121fOf5f94d09%e
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9dbcf5d690e23233838aBbacb7c638d1b2650a4308cd171b6855126d1da672a6
ed85a8d78c286fb56f4ab3d21497528045c63262c8a42af2f9802c53b7bb8be?2
8e78feBb5ce45fbb7alaf1a3b28a8d94b7890e3¢c882e39bc98e9f0ad76025bf0
dd2f00298e7141a226b3d7cee414f604d1eBba54d11d5fe58bcceabad77ad2e8
clcaacf32459014b7b91001b1efa8ad172a523fh8e365b577121bf9fd88a2c60
c21e821d7bbacb47a5a995e40caced5c223b8febde5e18e9d2e5893aefebb7aa
e7ff1a146260e21110e939528213a0025a38ec79%9aabc861b25ebc509a4674c13
2aaach7e0146f14efd11cfcafd4caadf775a716ce325e0a435a4d349d720bcf13
7450afc45046fc1a1f83a9d329777a7084e4aadae7122ce97005930528eb3c7f
7f1129b372887a371155a3ba201a25cbf1dcb64e7cdeeB92¢c3141fb5550fe3d0
dd82e870e578b2b46500818113b8f6569773¢c677385b69a42b77dcba7acffdos
fd4452e23aaal1d37e1da2151ea658d40a3596b27ac9f8129dc6cf0643772624b
59f4f461230df471ca26087¢3942d5¢c6687df6082835935a3f87¢ch762b0c3b1d
0dda4a6533965bef1b7b8292e254c014d090fed857c44c1839¢c694cPab4e3fad
90a11f534722b6ee1574f2e149d55d744de4887024e08511431¢c062750e16c74
ab9f3242f2db3ffb12a8d6107faa229d6f6373b07f36d3932b3bdb04c19dd64e
add7f93c3c564c358a1c81dcf1c9¢c31e5b06568f97544¢17dc15698c5¢cb38983
a9afc42783faa773a52c9d8260690be9e3156aa5bc1509dea3f69587695cd6ff
172ba83e6abd8a7d6bbebbbcda3672731983189bc5831dc37¢c3f3c5¢c56facch9
7f3cb206bd5dbadbd702e54844ac2f626901fe159db93dfd4773d8fe73562b846
c1fc856d1802762840ebc72d7988bde75cbca70d319d32cedccB253bb2ad4557
23eeBc7f4736cebe6665c5aca32a481¢c53839bc259167b013d0423395eeb9aaa
ee3206149a7d550d67fc5fdfe4a8a5c35d2510b664379ab8f72855a2af47abce
2a632048eaf89e5ch4a88debc53a595103acce4ficff18acffo7afeleb5716aa
1e40b63134c3a3ae9579fa87f515be093¢c2d29db6d6b65c9366100636b59270
4d093cc6716c2342eb1853d48c85c63ac8a2854462c7b77e7e3bd1eac5bca28f
faadBb5d349f8a547ad875b96a8¢c2b2910c9301309a31f9138a5693111f55b3co
09ca947c39dfc82d98eb1caad4a9chbe885f786fa86e55be062222f8ba%90a97407
3326b31212aeceBa34a60" }

}

C.3. Example Certificates

The example certificates in this section have key usage bits set to
digitalSignature, keyCertSign, and cRLSign to lessen the number of examples,
i.e., brevity. Certificate Policies (CPs) [RFC3647] for production CAs should consider
whether this combination is appropriate.

The following is a self-signed certificate for the ML-DSA-44 public key in the previous section.
The textual encoding [RFC7468] is followed by the so-called "pretty print"; the certificates are the
same.
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————— BEGIN CERTIFICATE-----

MIIP1DCCBgqgAwWIBAQIUFZ/+byL9XMQsUk32/V400N44804wCwYJYIZIAWUDBAMR
MCIXDTALBgNVBAOTBELFVEYXETAPBgNVBAMTCEXBTVBTIFdHMB4AXDTIwMDIwMZzA®
MzIXMFoXDTQWMDEYyOTA®OMzIXMFowIjENMAsGATUEChMESUVURjERMASGATUEAXMI
TEFNUFMgV@cwggUyMAsGCWCGSAF1AwQDEQOCBSEA17K0c1Sq4NtF55MNSp j Sy X2P
E5fReJ2voXAksxbpvs1PyZRtQvGbeadB07qjPnFJyOLtURVpOsBB+suYit61/g4d
hjEYSZW1ks0X01i1lOLhT5CqQUuUjgmiZrEPOzMrLwmb6agyuVEY1ctDPL75ZgsAE44T
F/YediyidMNQ1VTrIqrBFi5KsBrLoeOMTv2PgLZbMzOPcuVd/nHONB67mInnXxWEG
wP1zgDoq7P6v3teqPLLO21TRK9jNNgeM+XWU0Ber016ICsRS5XQuBejRqCrehulQ
x1jBWUTShA2SvKG1CQ9ASWWX /KfYUVE/GhvabpUKqpjeRnUHT1KT1pPBZkhZYLDVy j
GgAdMvRz155JBnSefkd/oLdFCPil18;jeDErg8Jb04jKCw//dHi69CtxZn7arJfEax
KWQ+WG5bBVOMIR1GT1PNuZ1vtWGD6BCoxXZgmFk1gkjfDW1+/SVSQpb1N8ki5SXEqu
d4S2BWcxZgxCRbWOsIKgnpMj5i8geMW3Z4NEbe /XNgO6NwLUmwiYRJAKYYMz17 xE
GbMNepegs4fBkRROXNQbU+Mql3rLbwénXbZbs55Z5wHnaVfe9vLURVNDGNcSK1IE
47XCGfFoixTtC8C4AbPmM6C3NQ+nA6TQXRM2YFbBbyIINi7E j8E+sBbG2hd1aKxuN
u/PtkzZw8JWhgLTxktCLELj6u9/MKyRRjjLUoKXgyQTKhEeACD87DNLQuLavZ7w1
W5SUA13HsKePqA46Lb/rUTKIUdYHgZ jpSTZRrnh+wCUfkiujDp9R32Km1yeEzz3S
BTkxdt+jJKUSvZSXCjbdNKUUqGeR80s28BRbCatkZRtKAxOymWEaKhxIiRYnWYdo
oXFAYLpEQBht9RUioc6IswmFwhb45u0XjdVnswSgT1Mr7qIKigOLxepgiauWNtjAI
PSw13j99WbD9dYqQoVnvJ6ozpXKoPNUdLC/qPM501CrTfzyCDvo7vvBBV4Y /hU3Du
yyYFZtg/8GshGq7EPKKbVMzQD4gVokZe8LR1Fcx+QfMSTwnv/30TCatYspoUWaAL
z1A46TjJZ49y6w505f2g5m2fhXP81/xCtJWfS/i2HXhDPoawM11ukZHE2L9IezkF
wQjP1qwksM633LfPUfhNDtaHuUV6uscUzwG8N1wI9kqcIJYN7Wbpst9TlawgHwgOG
KujzFbpzJejt76Z5NpoiAnZhUfFqll+fgeznbMBwtVhp5NuXhM8FyDCzJCyDEQNC
MEAwDgYDVROPAQH/BAQDAgGGMA8GATUdEWEB/wQFMAMBAf8wHQYDVRBOBBYEFDKa
B7H6uBj1KjCfEaGJj4S0IyL /MAsGCWCGSAF1AWQDEQOCCXUAZ6iVHBMI4S90Z2Ef
3CVLILYT1FPf18v3rcvqOGgMAYWd7hMOnVZfYMVQZWWaxQWcMsOiBEBYN14o0aejiV
WRYkGZV3XAnWTd608e8h8TovxyTJ/xK/Vw3h1lU+F9YpsPJxQnZUgUMrXnzNC6YeUc
rT3Y+Vk4wjXr706vixauM2bzAMU1 jse+nrI6HqGj21hoZwTwSD+Wim5LH41nCgE®
s20Y1scn3JsCexJ5R50k jHq2bt9XrBgRORTADQoORt1plLOd3Eze/dDZm/K1by90R
Ta4HUL7FWtWoy86Y5TiuUj1H1pKZdjMPyj/JXAHRQDtJ5cuoGBLONIDJATEJNCee
zQfMgzTCyjCnB91QkuFjDhQjzJ+sQ6GO2w491w8Kpm1ASuUh7BLTPcuz7Z+rLpNjN
jmW67rR6+hHMK474mSKIZnu03vVKnidntjLhSYc1soxvYPCLWWn14m3XyjlrnlzD
4S0ec2I2AjKNZKCO09KKa81cRzIcNJjc7sbnrLv/hKXNUTESn4s3yAyRPU7N6bVIy
N9ifBvb1UB7WMRPI8A7/f9zVCalLYx87ym9P7GGpM;jDY rPUQpOaKQdudycWuPrlEA
2BoHIVzbHHM9373BT1LjcxjR5SbbhNFg+42hwG284V1VzcLW/XiipaWN8jnONmxt
kLMui9R/wf@TCehilMDDtRznfm37b2ci509MP/LrTDRpMVBudDuwIZmLgPQ/bj08
n+VHd8D2WADpR/kEMpDhSwG2P44mwwE4CUKGbHS@qQLOSRWM1QVEzwxpOOrLMusw
JmzoLEBKNsUR60/3xA1UmjqCZMqYPYxtXgNfJEJDp3V1iqyZK1iES3EQO/h8m70Z
3YgNKrEpTgVV7EmVpUjcVszjWgXcSKynVVsWQd3jeZf83zXRLwmg8+anJ3XNGCSa
Tec02sZxDbaiHhwFYRkt@BGRM2QM//IPMYeXhRa/1svmbOEHGXxJGILqTffkBs+01
Bp7r3/91RZ+5t3eukpinpJrCTOAgeV313ujbzyCiQbboFDaPS4+kKvi+iS2eHjiu
S/WkfP1Go5jksxhkceJFNPsTmGCyXGPy2 /haU9hkiMg9/wmuIKm/gxRfIBh/DoIr
THWZ j TuWcBGWTu2NuXeAVO/MbMtpBOubmWYktHQcVxA2LenU+N5LEPbbHp+AmMPQC
RZPgBziTyx/nuVnFD+/EAbPKzeqMKhcTW6NnfkKt /Md4zmi1vhWxx7c+wDlo9cyAf
vsSOp5uXKK1wzaC4mBIVAPYN1ZtAjBCK8asKpH3 /NyYJ8xhsBjxXLLiQifKiGOpA
LLBy/LyJWmo4R4zkAtUILD4FcsIyLMIJ1lsqWjaNdey7bwGI75hZQkBIF8QJXFVtT
n4HQBtuNe2ek7e72d+bayceJv1UAFXTu60eX9/UuS7AhuY4giNzI1pNOgNwWXRxx
REmwvPrzJatZZ7cwfsKTezSSQlv204q70+2X2heVtUg/pkz3GknEB7S3ggDR9Qkg
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bywQS/421uPIADbbAKXhHaBaX/TaD/uZVn+B0Z5sqWmxEbbHtvz1Seab02J1Fk4Hq
kWbpuzByCJ25SuDRr+Xyn84ZDnetumQ01Bkc2ro+rZKXw8YGMyt@aX8ZwJxL4qNB
/WFFEproVsOru8G7iwXgt4QP8WRBSp2k T1QUbNTF3gx0Tss1kUErTnvcRQOGpKB6
DRQG8wb jgewpHyw708Sfi34EjAzicOgwtIp5601/MWmKpRUgAow9LPreial q2TBIQ
DXEhUb9fEhY77QKeir8cpue3sShqcz9TLa5REJGqsP/8/URk71ZjiI+YWbRLp2U2
D//BNPEq8fxrzNtacZRxSdx2id/yTWumtj5swjFA4yk@tunadltDMgEYuKgR+Jw9
G3/yFTDnepHK41V6x8eE /4JjUAVIJWADDWxudO70F /wsYBAnUuWe9DkWB9g8IWhk
NukDTdps108hCLFO6qH3MSHJrdUAZzs2GGLMCvtrXK2L3k70PcLgMXhbPSr7d1RGW
gWOB1RfR41+2LJ952SMv3xzuxgT43aX3FFVBxXk7nFrhWJWIpJpuYXRhTgASkzoZ
KzsIRyWO8ZbsaIsy@tgzzyhQvdoOoJn+2sKjcCzpfY6tgRDIsfucOm1sGet/cM5YP
iJYei2qKMeYcvACWiIBGNGY370zhlikble04xXnfJWEOYx66NjTHZqkz1/TiCBGU
a7h+1/fnut6VfkxS1yZ2r5Gsdx7DUfNkEeKyzIMnYRA3zw30471HqH714rV5VbE3
yYEQWvdtY1HMFM2z9DDta59RRATOemm7AA1fYsfodrV/QPJi5qPmvpHtCvfIthdL
Fg88Zh1zV5nV+0doUTXFVRI9poJREITAS1fUS5qCI9IX5ISTVvIkGZT1fmfgXhUN9TE7
COEvV17IYQLguTXFznRvsXvnliwR9Ut/g85JtXUiku4F2ThCBMHBDbov6p128kP+2
7LBgShM4IG80c1xon8sWhéyORLUz1MTamEYZKCXAPZzJoWhbzdNns/QTsjNP8wlu
vBRtdkb6w4Vrm6G02BXY6pQUBPcoDuymAhfAF9TxRN8600QeMcT/NRsU9Z/8nRnz
3KbAUMTYsQ6qbjuLTDwfF9B4b4YUDQR22z8w1zCNLzgwF1GSI12xhf3ejR1wjGZJ
J/11Up4pEegRS/c+Li20UvQr9Jxi8XGIdEJZY1T80VpzDJf3C29gpARWSDAXrFn@O
1gZHngFyebeC1uDW8r /wGtYmI2EC53+F10F5AFcH+3Lz0bZzerqwror4UMOA+B5c
QMU5VDV1LFcWLZzVvJHMXJfCHL5nVSukXCMawr+DbeKjrkseGoaUXegpUbQyOvHIH1K
2geD2xy13TJ83jCaK0xb/Hu+KfkvtOCsh@7TA+cnTVIWHR77svUcMErzHXWOFm8+U
omIXALO1EiDbpu38gERRLKkC84eMhRBQjKcdmlcBFsmilt3cfIofypuhMRiIFjIke
00y2GEdQVsSZGA/LXTHILgD4dEFDDQI2LPvCG5qe28HTfWspzsqK94IRESzm+Vmdp
IjNzkTyrPIB6yMvxaHGajwUtLWCReJOG/uXhswbX7EviVYyqCR4vzDLDVXAulxo/
0sHaQhMX8xYOLXontx7SNCBlu/EEBww5Qk1KUldgd5igr7bDxsvZévHy /wcNIzY3
RUdidnuDkpSmT1hIoLz4/SW2Tm6C2u9La5evu7xAfIyTul8LE3/POAAAAAAAAAAAA
AAAAABcmOEM=

————— END CERTIFICATE-----
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SEQUENCE {
SEQUENCE {
[0] {
INTEGER { 2 }

}
INTEGER { 159ffe6f22fd5cc42c524df6fd5e28d0de3s8f3de” }
SEQUENCE {

OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }

}
SEQUENCE {
SET {
SEQUENCE {
# organizationName
OBJECT_IDENTIFIER { 2.5.4.10 }
PrintableString { "IETF" }

}
}
SET {
SEQUENCE {
# commonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAMPS WG" }
}
}

}

SEQUENCE {
UTCTime { "200203043210Z" }
UTCTime { "400129043210Z" }

}
SEQUENCE {
SET {
SEQUENCE {
# organizationName
OBJECT_IDENTIFIER { 2.5.4.10 }
PrintableString { "IETF" }
}
}
SET {
SEQUENCE {
# commonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAMPS WG" }
}
}

}
SEQUENCE {
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }

BIT_STRING { 00" “d7b2b47254aaeddb45e7930d4a98d2c97d8f139
7d1789dafa17024b316e9bec94fc9946d42f19b79a7413bbaa33e7149cb42ed5
115693ac41facb988adeb5feBe1d8631184995b592¢397d2294e2e14f90aa4d1
4ba3826899ac43f4cccachc26e9a832b95118d5¢chb433¢cbef9660b00138e0817f
61e762ca274c36ad554eb22aac1162ed4abB1acbale38c4efd8f80b65b333d0f7
2e55dfe71ce9c1ebb9889e7¢c56106c0fd73803a2aecfeafded7aa3cb2ceda54d
12bd8cd36a78cf975943b47abd25e880ac452e5742ed1e8d1a82afa86e590¢c75
8c15ae4d2840d92bca1a5090f40496597fca7d8b9513f1albdabe950aaa98de4
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67507d4a4f5a4f0599216582¢c3572f62eda8905ab3581670c4a02777a33e0ca?
295fd8f4ff6d1aka3a7683d65f5f5f7fc60dab23e826c5f92144c02f7d1ba107
5987553ea9367fcd76d990b7fa99cd45afdb8836d43e459f5187df058479709a
01ea6835935fa70460990cd3dc1ba401ba94babldde41ac67ab3319dcacan604
8d4c4eef27ee13a9¢17d05381f430f2d642dc2415660de78877d8d8abc7252397
8c042e42851f4319846c44126242976844c10e556ba215b5a719e59d0c6b2a96d
39859071fdcc2cde7524a7bedae54e85b318e854e8fe2b2f3edfac9719128270
aafdl1e5044c3a4fdafdoff31f90784b8e8e4596144a0daf586511d3d9962b%ea
95af197b4e5fc60f2bl1ed15de3a5bef5f89bdc79d91051d9b2816e74fa54531e
fdc1cbe74d448857f476bcd58f21cOb653b3b76a4e076a6559a302718555¢cc63
f7485%9aabab925f023861ca8cddf7badb2871f67d55326d7451135ad45f4a1ba
69118fbb2c8a30eec9392ef3f977066c9add5¢c710cc647b1514d217d958¢c7017
c3e90fd20c04e674b90486e9370a31a001d321473979e4906749e7e477fabb74
508f8a5f2378312b83¢c25bd388cabbdfff7478baf42b71667edaac97c46b1296
43e586e5b055a0c211946d4f36e675bed5860faB42a315d9826164d6a9237¢c35
a5fbf495490a5bd4df248b95c4aae7784b605673166ac4245b5b4b082a09€932
3e62f2078c5b76783446defd736ad3a3702d49b089844900a61833397bc4419b
30d7a97a0b387¢c1911474c4d41b53e32a977acbhb6fBea75db65bb39e59e701e76
957def6f2d44559¢31a77122b5204e3b5¢c219f1688b14edBbcOb801b3ebe82dc
d43e9c0e9f41744cd9815bd1bc8820d8bb123fB4facd1b1b685dd5a2b1b8dbbf
3ed933670f095a180b41f192d08b10b8fabbdfcc2b24518e32eeaba5e0c904ca8
44780083f3b0cd2dob8bbat67bc355b9494025dc7bPa78fa80e3a2dbfeb51328
851d6078198e9493651ae787ec02511f922ba30e9f51df62a6d72784cf3dd2053
93176dfa324a512bd94970a36dd34a514a86791f0eb36f0145b09ab64651b4a0
313b299611a2a1c48891627598768a3114060ba4443486df51522a1ce88b3098
5c216f8e6ed178dd567b304a0d4cafba882a28342f17a%9aa26ae58db630083d2
c358fdf566c3f5d62a428567bc9ea8ce95caabf35474bBbfa8f339a250ab4dfc
f2083be8eefbc1055e18fe15370eech260566d83ff06b211aaec43ca29b54ccd
00f8815a2465efOb46515cc7e41f3124f09efff739309ab58b29a1459a00bce5
038e938c9678f72ebBedee5fdaae66d9f8573fc97fc42b4959f4bf8b61d78433
e86b0335d6e9191¢c4d8bf487b3905¢c108cfdbac24bBceb7dcb7cf51f84d0ed68
7b95eaeb1¢c533¢c06T0d97023d92a70825837b59babecb7d4e56b0a87¢c203862ae
8f315ba5925e8edefab79369a2202766151f16a965f9f81ece76ccB70b55869e
4db9784cf05c830b3242¢8312° }

}
[3] {
SEQUENCE {
SEQUENCE {
# keyUsage
OBJECT_IDENTIFIER { 2.5.29.15 }
BOOLEAN { TRUE }
OCTET_STRING {
BIT_STRING { b 1000011" }

}

}
SEQUENCE {
# basicConstraints
OBJECT_IDENTIFIER { 2.5.29.19 }
BOOLEAN { TRUE }
OCTET_STRING {
SEQUENCE {
BOOLEAN { TRUE }
}
}

b
SEQUENCE {

# subjectKeyIdentifier
OBJECT_IDENTIFIER { 2.5.29.14 }
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OCTET_STRING {
OCTET_STRING { "329a@7b1fabb48f52a309f11a1898f848e23

}

22ff" }

}
}
}

}
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.17 }

}

BIT_STRING { 00" °"67a8951fc308e12f6867611fdc254bf4bcb514f7f5f
2fdeb72fa8e1a030061677b84cd275597d83154195966b141670cb0e88113460
d978a1a7a3895c11ca41995775c09d64ddeb47bc87c4e8bf1¢c9327fc4afd5¢c37
86553e17d629b0f27142765481432b5e7ccdBbab1e51cad3dd8f95938¢c235ebe
ceeaf8b16ae33661f300c5358ec7be%9eb23aleala3da58686704f0483f968a6e4
b1f89670a0134b36a18d6¢c727dc9bB27b12794793a48c7ab66edf57ac1811391
4c00dPa11b65a652f47771337bf743666fca95bcbd39121ae0750bec55ad5a8c
bce98e538ae523947d6929976330fca3fc95¢c01d1403b49e5chba81812143650d
d01310934279ecdB7ccab34c2ca30a7d3dd5092e1630e1423cc9fac43a1b4dbo
e3d970f0aab6d404ae87b04bdcf72ecfbb67eacbadd8cd8eb65baeeb47afallcec2
b8ef8992288667b8edef54a9e2767b632e1498735b28c6f60f08b5969e5e26dd
7ca396b9e5cc3e12a1e73623602328d64ab8ef4a29atf35711¢cc870d26373bb1b
9eb2effe12973544c44a7e2¢cdf2032441f53b37a6d523237d89f06f615534ed63
113c8f00eff7fdcd509a2d8c7cef29bd3fb186a4c8c362b3d442939a29076ee3
2716b8fae5100d81a07215cdb1c79bddfbdc14f52e37318d1e526db84d160fbh8
dalcB6dbce15955cdc2d6fd78a2a5a58df239ce366c6d90b32e8bd47fc1fd130
9e86294c0Oc3b51ce77e6dfb6f6722e68f4c3ff2eb4c346931506e743bb021998
b80f43f6e3d3c9fe54777c0f65800e94719043290e14bB1b63f8e26c30138094
2866Cc74b4a9%902ce491c0c950544cfOc6938each32eb30266ce82c4dBa36c511e
a8ff7c409549a3a8264ca983d8c6d5e035f244243a775758aac992b58844b711
0d3f87c9bba19dd8a8d2ab1294e0555ec4995a548dc56¢cce35a05dc48aca7555
b1641dde3d197fcdf35d12f09aaf3e6a72775cd18249a21e70edac6710dbb6a21
€1c0561192dd0119133640cfff20f3187978516bfdbcbeb66ce1071b1246f4ba9
37df901b3ed35069eebdfff65459fh9b777ae9298a7a49ac24f4020795de5dee
8dbcf20a241b6e814368f4b8fa42af8be892d9e1e38ae4bf5a47cfd46a398e4b
3186471e245341fb139860b25c63f2dbf85a53d86488¢c83dff09ae20a9bf83145
f201871f0e822bd475998d3b967011964eed8db9778054efccb6ccbh69074bba996
624b4741¢c5710362de9d4f8de4b10f6db1e9f809814024593ea073893cb1fe7b
959c50fefc401b3cacdea8c2a17135ba9df90ab7f31de339a2d6f856¢c71edctb
00e5a3d73201fbec4b4a79b9728ad70cdabb898121574f60d959b408c108af1a
bBaad47dff372609f3186c063¢c572cb89089f2a218ea402cbB72fcbc895a6a384
78ce402d5082c3e0572¢2322¢cc20996ca968da35d7b2edbcB623be6165090120
5f10271155b539f81d006db8d7b67a4edeef677e6dac9c789be55001574eeea8
797f7f52e4bb0821b98e2088dcc8d6934e80dc165d1c714449bBbcfaf325ab596
7b7307ec2937b3492425bf63b8abbd3ed97da1d15b5483fa64cf71a49c4d3b4b
78200d11509206f2c104bfe3696e3c80036dbBBa5e11dab5a5ff4dabffb99567
£81399e6ca969b111b6c7b6fce549e6b4d89d459381ea9166e9bb3072089db94
aeBdlafe5f29fce190e77adbab43494191cdaba3ead9297¢3c606332b746971
9cB9c4be2a341fd6145129ae856¢c3abbbc1bb8b05e0b7840ff164414a9dad4e5
4146cd4c5dedcdedechb2591412b4e7bdc450d06a4ad3a0d14061306e381ec291
f2c3b3bc49f8b7e048c0ce2734830b48a79d35fcc5a62a9454800a30f4b3eb7a
268bab64c12100d712151bf5f12163bedB29e8abf1cabe7b7b1286a733f532da
e511091aabofffcfd4464ee5663888f9859b44ba765360ffff434f12af1fcbbe
cdb5a71947149dc7689dff24d6babb63e6cc23140e32934b6e9da765b4332011
8b8a811f89¢c3d1b7ff21530e77a91cae3557ac7¢784ff8263500bc82560030d6
cbe74eee817fc2c63402752e59ef43916d3d83¢c21686436e9034ddabc974f210
8b174eaa1f73121c9add500cecd8618b302bedad72b62f793bdof70ba8c5e16¢
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f4abeddd51196816d019517d1e25fb62c9f79d9232fdf1ceec604f8dda5f7145
541¢5793b9c5ae1589588a49a6e6174614ea012933a192b3b084725b465bb1a2
2ccb4b60cf3cal142f7683a8267fb6bBa8dcOb3a5f63ab60443f6c7ee70e9b5b0
67adfdc33960f88961e8b6a8a31e61chcP096888f06346637ecece196291b95e
3b8c579df27010e631eba3634c766a933d7f4e20811946bb87e97f7e7bade957
e4c52d72676af91ac771ec351f36411e2b2cc8327611037cfodf4e3b947a87ef
5e2b57955b137¢9811085af76d6251cc14cdb3f430ed6b9f514404ce7a69bb000
d5f62c7e876b57f40f262e6a3eb6be91edPat7c8b5b74b160f3¢c661d735799d5f
b47685135c5551f69a094441f5f012951f539a8227d271e4849fbc8906¢cf57eb67e
a5e150df5f13b0b412f97b21840b82e4d71739d1bec5ef9e58b047d52dfedf39
26d5d48a4bb81764e10813070436e8bfaa75dbc90ffb6ecb0604a13382061347
25c689fch1687achb444b533d4c4da9846192825c03d9¢cc9a1685bcdd367b3f41
3b2334ff3096ebc146d7646fac3856b9ba18ed815d8ea941404f7280eecab021
7c017d4f1467f3ad0ed41e31c4ff351b14f59ffc9d19f3dcabcOb8c4d8b10eaab
e3b8b4c3c1f17d0786186140d0476db313097308d213830165192235db185fdd
€8d19708c664927fd75529e2911e8114bf73e2e2d8e52f42bf49¢c62f17188744
2596354fca15a730c97f70b6f60a40456483017ac59f49606479ea17279b782d
6e0d6f2bff01ad626236102e771f8594e179005707fb72f339b6737ababbae8af
850c380f81e5¢c40¢c539bc3bf52¢57162f3bc91cc5¢c97c21cbe67552bad5¢c231a
c2bf836de2a3ae4b1e1b4517d20a546d0cb4bc7207d4ada®783db1ca5dd327c8
c268a3b16ffleef8a7e4bed382b21d3b4c0f9c9d357558747beecbd470c12bcce
75d63859bcf94a2621700b3b51220dbabedfc8044512e408bce1e32144142329c¢
76695c045b268a5b777112287f2a6e84c4622058c891ed34ch618475056c6460
3f2d7d4720ba83e1d1050c3408d8b3ef086eb6a7b6f074df5aca73b2a2bded844
44b39be566769223373913cab3c8d3ac8chf168719a8f052d2d6091789386fee
5e1b306d7ec4be2558caaf91e2fcc32¢c355702e971a3f3ac1da421317f3160e2
d7a27b71ed2342065bbf104070c3942494a5257607798akafb6c3c6cbd9eaf1f
2ff070d233637454762767b839294a6d61228213e3f496d939babbb6bbd2dae5e
beeef101f232d6e97¢c2c4dff3f40000000000000000000000000017263843 " }

}

The following is a self-signed certificate for the ML-DSA-65 public key in the previous section.
The textual encoding [RFC7468] is followed by the so-called "pretty print"; the certificates are the
same.
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————— BEGIN CERTIFICATE-----

MIIVjTCCCIqgAwWIBAQIUFZ/+byL9XMQsUk32/V400N44804wCwYJYIZIAWUDBAMS
MCIXDTALBgNVBAOTBE1FVEYXETAPBgNVBAMTCEXBTVBTIFAHMB4XDTIWMDIwMzA®G
MzIxMFoXDTQWMDEYyOTABMzIXxMFowIjENMAsGATUEChMESUVURjERMA8GATUEAXMI
TEFNUFMgV@cwggeyMAsGCWCGSAF1AwQDEgOCB6EASGg9kZeOMes93biwRzSCOrikK
X2JZST2PWKVh5pa9TCfQWzjbsu3wHmZ0/YG+HqiTaIzmiqLVHF1Y+LvG606J7mfS
WDIJVNVYEsrHIp/x1urwOSi9UVET]jYjYR3NsfeJzDV145UEHEXYJeIZ3Eb9VOaC/
XMNQwr5XK6804uL7Fsz+0TA02ZrEmuu3WTfdzhEc2rYv/zzqi6IjPR5W+8XFoecm
3mP63SrwFrEZF3+3j2XGi2Sdxc/z1W2dOWvC3wh1Zfb65Pmoy80HEmlgL6eglCIOf
KgRRVdbIrhU2fk6wA73j994UQcZSX0fn/8JAj6VvRRBNKoSkWQbu1GcaRNwo@nmHuU1
XfaenoVh9hqApyaZUDhl/tm37nKo4XoZxAgUTOspr+9wMcOm2FcWELQsnOISRaiP
GX4WgSsDEVm2W5aH5bPpNMUiWumKebpz@r0Z1zUQ7/rRnl104RQ8LqPzhAS/ZjSYK
dKqqE/riSaAGscNPW6C4gvJjeCIvs28ig8JD8P/rXxuBFKCnDVXj1ApWtsvIiuHw
03sogtmN7qKOFFyd7f20rxzvLt1KiwUPiWTObR6gOMKkPg3aYYKtvO9ueXW2dCJX
hZvyLzpBfs8fnYkxe15TnVh68WueExPgRRT /pkuos/8rgyH4gRyz+wIsj2R0cKS4
Ci+/7mBKu3N5CR605sXHTfwCg2ZrQMB50HACggShNrodqVa0t5jTSQOL2wwR4DRF
54R8tQacdc8orGAcd5nZWCEN28sib1Gv758d5HsHOHPWE/10Vr7eCFCC500piyzU
jOswkxVENmyPpgHGr4WN+jLAhJGyopiH+QM11JpdbtgmeYgqOpXWv22XCiIfS509
jL84SvgarJXisylOBHiayDcnpdwEVZ+WrOHYoFNRb+7uvFJObrarKBngkQhxDYNT
AR+mMGWHKtMO1c3/srIxBQfpL8mTrjF9gX9PMJza8PZ+2Z22QIVV2CDhJ+VOyRtf+
2z /bZ2eYUKWtQE5kFH+3z09q7dOF r7S4NJaNH+1iAFJYNz12UI jZSbhKkeNaeX75p
cDELMIWGhFAYz8eyqOMKE6axrHuwLMy7PZEawvEQaGE /vgKb/c4Cz1zTiVDtcsg5@rSCVyNpTsGniHHauL$S
AH4WcZ7UAIDTNPfalun1pZkEOcrwg61bgz8CrRCgjBptDyYMAHKFvUoVR3A6WU9G
UofSU7GKwiUUMWIQ/1ZoFLEPh6KT1vGZ080VmZDQwSaLT1DV+fzvu/I3vQwouAGC
TmWXQfFPEL+7IbuhKrYgqiOWOWwGhrTgkBeZAiQhay/orXbEqRS075qGo2Naaqd7
wdz7b7pZp339gbdTDcDKhk jI2XNzjgG6uPCLSQX0SqRkGIYCQQzZdSAmXy8jHys1 jALBglghkgBZQMEAXID
ggzuABGBaGipDGaTS9uxBZxTpgXcMFNf9tzIZpskKErpMQ6aV8eRhwK1+knGM75H
XVSS2dfuo5FCaBmpJpq11PQO1CtN/LulgD3MB10+evbv3WYJch605zkUALRH5Xg9
NKps3fGNrf+wyuCjyJn+D/Y75gWpM25S7jXrsudvu2TNglzkyzYehJx6zu3B70QJ
OvfBCLthjdBepjQ33aA5bAgJoIMDd3UUJwtDdeYP+WOf6qRg3CaYEigq/hfBb5sY
m6MS61Y8ICDjHveB5b2iguECEkeZGXfXxSFOw/tIgyhPoRx6PvIuyuVI14a43ttSP
zATgALqoA6nUifcgr+RpWMeNQBMTJ1c6ENMXXB+HOwWq/ZfVmx7ixgTgOm8kIzcHv
ro6yQkbyrD4h0XsYN7eabJvuZIpFTPyxfG8kwBU1/8Vrp5h18z9F1fJU3J8b0Uha
XmTrHU+gM8oNVrnUHYufcLpJkhiufVWvuXtHsmyvZm9IN6nkOCDCk JwUop91dOPde
2dBHOKcb2L11WfKy4N43nt9ntldr4s0LieIb1XDFM+eJmMpv6/mb1no7W9koXf+j
zIrbeY9nMGvQW+opV2XABHEYyJ2iaFrAn9bcy0/CFCsyPRchJ7s06F fSFISEw6ak
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D3hTCMqSaPYk4THepKBi73 /PdKcyVXEZLXFTT1wPv+PacRE4rgPlfpWe+610tsZW
8AG+FqzLE1Ag87H]j5W1xmTPCOR/471nsQ+HVWETMGtt1kCuWgqfA90kQNyK50gLkK
f1KBYF6Ie5Ay2vw6cKZ01HSmAynwskgqzuPOGAqEUdbomnSbullLH/Xut8YfROgNH
592vzA61r7HW6NpCMiH3SJ3+9ST1WDSTKS9HN6gPh8q2Vps67Ezg8BnEsJ2w2Qt1
WfFSXINtwGZSLLZVcZbk6IRsvg5E19egM7Uozmc621rdZEOU56n24XyWDP3oVJrC
y9/m7mMPesIo5+SaBoZyG9QYf8mjqckUbS8+z1xFX4s+aJB3bk+ACbJBS2EnJUjM
Pi2vvQ60nU+euOLxRBBizMkShiWUoAsM/1Gk70M2WUBmMANPsrWVNih4F@LLsxhB1
DBa/7+Kk9X9XqvMaTP+RJU2Z6r0Xhz/0Q0ODSH1aefm2AYCgmv/fUIj8SQsMFxnrb
ocarCVc@BbJLMPrQm71SPsVzZCqHwWME+aLDM1TE6Mqj4uR8feilTgK8mclcUgLQL
CsjAM/xT2B3RGVUSx4W21qOFYPy4LINCyKMfFOg8+3ChmCg5u6XYKncSH1tyoEE8
XVDgEKgxONy5huCYPpDo087Ke1AGg6Br6WTmDGwnX0IzyQNMEJ1a0ZaCCKUqitfu
d+DvAD3+bzk6WTwsj70MUEeqo5NBUXMR/eWTJRBMVT97f+6SnG1ld+UB1iVi6V/Sx
0eTWQMO91jKd91Mar8uT/WyyvByUCevHzEAe5YilLMezPS8hw71u4XRhe+3uD5JsX
854zVKOrraOh1t0sZH1xdNO+656htKo4d050bGbgp1tWmvWw5VECX233yqSnNov j
+/0191UfS7Y0YrCQHtbds+gL1L8ZhpBhdcZd/HLwfuShBdvjwRRmNg1G51KF9G1x
gAXLr9ZIuooPKDG9IWD3RRDSuXcBCJcPh1FQ4JVZDgxc2vnraC9ikS7iBdnrcFbM
ASjTvoHNuo5j42aqca8dStxXW4WX9gNd1Ld+ItLA2GaBi1EK+mf+f+37xC46xZ/B
g/kWXTOHYHF5SwxZ7zszZZL SKykJd0ziUIdeYMgZ4Yo6vO8SU51/2ZSzAXxQWATZ6
j88YJBsuX8ariqiCKOTF+1HavSK7RjsaN+McvJOKR6RZw9iBe09najev1YT1HXZP
KfvVQVWfyhmevOoyo3ZhQPB7z0RuoXgX0idypQWpY2RS+g7WU+HaFyeFzZAbYFEL
M5Eibh16apEtPOXg1DKWTiLNdU6wsOT5ymHNgrAZLtq308RhQkTCFR7 /yYnlbcMh
9MApeBZ8/aNFEU3jbmTFBRZGYX7tfqJMHgYAaVW6I2u27Ix/bcsLDN+KThwK1QmH
IzpxaAAeSh6f0q7DDcm1ahEuxMZX/mV7SA8a8LQvYMkOKTeuexHW6B+hSipLUReK
bMIYSwYS2gMJLKI+TFP7nY4KvPGaKiIIbFDHMTRKH9jS2B+rUiVaDqCMZW7rZ8De
EGjGYTbOdnrTItmVRYypQyi36PyUybAr39Ry7XDdQ0JwdX0hq/qrL8IMQOhXgGAV
WD3VGVcJAaQHHgEM8NVENXxtuD162S71zn03EK082x3F7MGnY fDaHFShb1UCRXIC2
SPrAAn8iH31smT13CD+5HdEBv3xzeY+d/TKL2z1395SOMQNNEWWNnJ2tyYwkueRdc
401EomIp9vm2gjZiVénAnqaac87vdz0jGx2uBhLWfR+77tfL2P9q9BAd28yCTAie
i+0cgjBGOB00isI9gxAXRFMkgNJtEsoeBFk37az3MBP009jWiP1KfGKn/n8/YcAHk
£52301iwK/BenYLJPFfWCdAXW30xX0ECmMPzKmt++i0OHjpAeNiGJU8OBvjhHN80GBx
ONb+XmvgNuz0kS6XtcPjt5bzbQBFFXnxigbW5F9qPfgg28I397cQDI4ysGw460+e
hf71SqfCFUhRKENKkkpPcUF2eSByni3VLLmdw5WscUk3Ey4kmiouvLk50pVdfJruyR
1buZMTgThXRZMgdxicwEonZZaGzWBFm4MFFRm30XJ9Nap+1QgIM6ugHVSBWR27 rP
7ph5iP93E9L41r78xUXP1bEq8sB2u/51uvS+jIu@TRjkTU+hIBLML6UOMNTHX8RU
AjyQas+b0Q3rhvik2bPaybLzWEhYuDpBaiOyn7aWtZHd5hRmZrobo3WcVBnnWv+p
bjn3bK1uMhEtnXI40tOP5TVAGUKPBk2eab5PRhHRvdzg7Zn4DZctA37w+pxwr/TC
hXAa2eyUnxhrxv8HuU9F rF8omCRyyW8s4Hmc+WVg16VXQ11bEOWKK1CtRUKQaiNCB
Ha6UYRczREGIFYwkY1RMAoQwwSuqeJG3yaPT7ezYSDqEZBAVr6j3RzgNsfOMMk/q
VDPOA6g/D99DIB6D9ghUFSgai/1Rvo5eaVs7B9X7c0+qK8HOzusYGDFd5f rob+7W
9j0Z054bGuduAW+7vh7pq8jq0G+L3bMkth8b/7ZsLfkkYCt1lqP2VfOL8qwWGzOFL
X6k9anNFgd5Ip52e5KvReNCHSKuHp7zrzk /WyVzU81ZLJYHCVv4P3RHxStQHMdagn
gxtPEXgX90RWF2aw8mf9XbXarHrkHOkyhwi+tF7dLxVDPMREJKm1y/jqfSaJP1aP
0es4QSdF5CEBha70ixy00ejqGx5z3HoG6maIAOGUTb/aTQpPR80OMCzccP6rqERWS
6S1+TznKi6énbbrjRcyDO/9TnM8G1Aj3TOTfiU9h2hXJQnD3vURWISHB8TKRDK4804C
MmzKH/pnAW19UmO1/066Pz4g0XEX/jg8wPKHvNMyd6QbSud5Y1swOqcnperhhkVN
+mJqTkSuj jFr7EMdkUsG1SK@BeTVS91Sb6iu7bLa2r0ha91/zPI1Fp7WiHqANNOWMassimo, et al. Standards Track Page 69
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+BH4UnmFmQY7SGZyeHuDVFNzZdNTAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAYNDxMc
IA==
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SEQUENCE {
SEQUENCE {
[0] {
INTEGER { 2 }

}
INTEGER { 159ffe6f22fd5cc42c524df6fd5e28d0de3s8f3de” }
SEQUENCE {

OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }

}
SEQUENCE {
SET {
SEQUENCE {
# organizationName
OBJECT_IDENTIFIER { 2.5.4.10 }
PrintableString { "IETF" }

}
}
SET {
SEQUENCE {
# commonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAMPS WG" }
}
}

}

SEQUENCE {
UTCTime { "200203043210Z" }
UTCTime { "400129043210Z" }

}
SEQUENCE {
SET {
SEQUENCE {
# organizationName
OBJECT_IDENTIFIER { 2.5.4.10 }
PrintableString { "IETF" }
}
}
SET {
SEQUENCE {
# commonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAMPS WG" }
}
}

}
SEQUENCE {
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.161.3.4.3.18 }

BIT_STRING { 00" °"48683d91978e31eb3dddb8b0473482d2b88a5f6
25949fd8f58a561e696bd4c27d05b38dbb2edfB1e664efd81be1ea893688ce68
aa2d51c5958f8bbcbeb4e89ee67d2¢c0320954d57212cac7229ff1d6eaf83928b
d51511f8d88d847736¢c7de2730d5978e5410713160978867711bf5539aBbfc4c
350c2be572bafBee2e2fb16ccfeat8028d99ac49aebb75937ddce111cdab62ff
f3cea8ba2233d1e56fbc5c5ale726deb3fadd2af016b119177fa3d971a2d9277
173fce55b67745afBb7c21d597dbeb93e6a32f341c49a5a8be9e825088d1f2aa
45155d6c8ae15367e4eb003b8fdf7851071949739f9fff09023eaf45104d2a84
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a45906eed4671a44dc28d27987bb55df69e9e8561f61a80a72699503865fed9b
7ee72a8e17a19c408144f4b29afef7031c3a6d8571610b42¢c9f421245a881197
€16812bB31159b65b9687e5b3e934c5225ae98a79ba73d2b399d73510effad19
e53b8450fBba8fce1012fd98d260a74aaaal3fae249a006b1c34f5badb882126
378222fb3612283c243f0ffeb5f1bb414a0a70d55e3d40a56bb6cbc88ae1f03b7
b2882d98deea28e145c9dedfd8eaf1cef2ed94a8b050f8964f46d1eabddc2a43
edddab182adbf4f6ed175b6742257859bf22f3a417ecf1f9d89317b5e539d587
af16b9e1313e04514ffab64ba8b3ff2b8321f8811ch3fbB22c8f644e70a4b80a2
fbfee604abb7379091ea8eb6c5¢c74dfc0283666b40c0793870028204a136bf5da
9568eb798d349038bdb0c11e03445e7847¢cb5069¢c75¢cf28ac601¢c7799d958210
ddbcb226e51afef9f1de47b073873d6d3f97456bede085082e74a298b2cd48f4
b3093155f366c8fab01cb6af858dfa32c08491b2a298871f90335949a5d6edaab7
9882a3a95d6bf6d970a221f4b9d3d8chf384af81aac95e2b3294e04789ac8372
7a5dcB4559f96af41d8aB53516feeeebc52746eb6ab2819e09108710d835011
fa63065872ad334d5cdffb2b2310507e92fc993ae317da97f4f309cdafof67ed
99d90215576083849f953b246d7fedb3fdb67679850a5ad404e64147fb7cf4f6
aeddd05afb4b834968d11fe88014960dce5d942236526e12a478d69e5fbe69703
10b308c06845018cfc7b2ab430a13abb1ac7bb®2cccbb3d911ac2f11068613fb
e029bfdced2cf5cd38950ed72¢c83944edfbc75615af871864c051f3¢c55456¢54
12863a40c06d1dab562bdff8571b8d3¢c3917bbd300880bba5e998239b95fa91b
7d6416d41398b3adbcd30983ed3592b4d9ef7d4236TdOOT50d98aa53a235ac41
72720f77d96172672980cfe8ff7a5a702783edc2ba31b2259015a112fc7f468a
9c219464039002d30ef678b4cbh798bc116216bf7a9a7¢c18ba®3b7b58fdB7515d
3115049d3614be7a07e744300750df1d2c58753389059eafc3d785ccdd31c076
48bedcB3a5c3b8ad46d064d59¢c13d57374729fc4e295362e2a5191204530428b
c1522afa28ff5fe1655e304cab5bc8c27adfedc6a39dd4df28956c14b38cc9368
2cefe402bbd5e82d29c464e44eb5d37b48fc568dfeBcchbe8e16bacab5e513559
0119294e73e8367b0216dbb815030b9de55913f08039¢c42351¢c59e5515dd5af8
e089a15e625e8f6dee639386c46497d7a263288774de581a7de9629b41b44241
41f978fb8331208efdec3cb6eBde39bc57063f3dcdb6c470373¢c08891ea29chbc7c
c6d6483b8889083ace86aa7b51b1c2cfebe2ad18d97ce36fbc56ead2fae97eba
7ac114864478c366df1ebb1e7b11a9098504fd5975bdf1f49dc70002b63¢c1739
a9d263fbad4073f6a9f6c2b8af4b4c332a103adcffas5deeb2dd62ca3c215fd36
0026be7c51641f4a4424ef74948804d66146487732¢c8202¢c795478647b4ea71d6
27c086024cca354a41f0877b38f19b3774ad2095c8da53b069e21c76ae2d2007
€16719ed40080d334f7da52e9f5a5990439caf083a95b833f02ad10ab8c1a6do
f260c007285bd4a2f47703a5aef465287d253b18ac22514316210ff566814b10
£87a293d61199d3¢c3959990d0c1268b4f50d5f9fcefbbf237bd0c28b80182d66
59741f14f10bfbb21bba12ab620aa2396f56c0686b4ea%9017990224216b2fe8a
d76c4a9148eef9a86a3635a6aa77bcldcfb6fba59a77dfda9b7530dcBca8648c
8d973738e01bab8f08b4905e84aa4641bd602410cd97520265f21231f2b35e15
eb2faB4d2bd94d5a77abaf1e0e161010a990087f5b46ea988b2bcB512fdabBfa9d
23dadd6c45c5301d09483673265b5ab2e10f4ba520f6bbad564a5¢c3d5e27bdbo
8017d20e13296a3181954¢c39¢c649c943ebe17df5c1f7aaePa8fe126c477585a5
d4d648a0do08b6at5e8cd31be69a9296d4f3fd25ed861221e4b9316515929967
533624b9235750¢c30707550b58536d109a7131c5a5bbe4a5715567¢c12534aec?
660761eebb9fae2891¢c774589b80Be566ad557ddef7367196b7227ea9870ef09d
dfec79d6b9319a6879b5205d76bf7aba5acf33afb59d17fc54e68383d6be5a08
e9b66da53dcde0B8bb294b8582bd132cdcc49959fdbc21e52721880¢c8adB352¢
79f03a43bbd84c4cdfdcb6c529005e1e7cd9a349a7168a35569ba5dea818968d5
a91466bd6e64e20bf62417198afc4e81¢c28dd77ed4028232398b52fbde86bc84
f475b9016710ce2aabc11aB6b4dbac901ec16cf365ca3f2d53813948a693a0f9
3e79c46cabd5abdca3d28ca50ad18bd13fca55059ddo9b185f79f9¢c47196a4e81
b2104bc460ab51e02f2e8444f" }
}
[3] {
SEQUENCE {
SEQUENCE {
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# keyUsage
OBJECT_IDENTIFIER { 2.5.29.15 }
BOOLEAN { TRUE }
OCTET_STRING {
BIT_STRING { b*1000011" }

}

}
SEQUENCE {
# basicConstraints
OBJECT_IDENTIFIER { 2.5.29.19 }
BOOLEAN { TRUE }
OCTET_STRING {
SEQUENCE {
BOOLEAN { TRUE }
}
}

}
SEQUENCE {
# subjectKeyIdentifier
OBJECT_IDENTIFIER { 2.5.29.14 }
OCTET_STRING {
OCTET_STRING { "1b0563e3cd3346149c8c9ebcf23bBade5a90

}
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.18 }

}

BIT_STRING { 00" "11816868a90c66934bdbb1d19c53a6a5dc30535ff6d
cc8669b24284ae9310e9a57¢c7918702b5fa49c633be475d5492d9d7eea391426
819a9269ab594f434942b4dfcbba5a83dccd353be7af6efdd6609721e8ee7391
400b447e5783d34aabcddf18dadffbOcaefa3c899fedff63be605a9336e52¢ee3
5ebb2ee2fbb64cdaa5ce4chb361e849c7aceedc1ef4409d2f7c108bb618ddB5ea
63437ddab396c0809a08303777514270b4375e60ff9639feaad6adc269812282
afe17c16f9b189ba312ea563¢c2020e31ef7b4e5bda282e1021247991977f1485
d30fed220ca13e8471e8fbc8bb2b95235e1ae37b6d48fccb4eadBbaa803a9d48
9f720afe46958c78d40131326573a127317¢c41f87d30abf65f566c7b8b181380
e9bc908cdclefaceeb24246f2ac3e21397b1837b79a6¢c9beeb648a454cfcb17¢c6
f24c01525ffc56ba79865f33f45d5f254dc9f1b39485a5e64eb1d4fab33cadds
6b9d41d8b9f70ba499218ae7d55afb97b47b26caf666f4dea790e0830a427052
8a7dd5ddef75ed9d04738a71bd8bd6559f2b2eBde379edf67b6576be2cdBb89e
21bd570c533e78998cabfebf99bd67a3b5bd9285dffa3cc8adb798f67306bdo5
bea295765c0f07118c89da2685ac09fd6dcc8efc2142b323d172127bbBee857d
2148484c3a6a40f785308ca9268f624e131dead4ab62ef7fcf74a7325571192d7
1534f5c0fbfe3da711138aeB3e57e959%9efba%94ebb6c656f001bel1b6acch135020F
3b1e3e56d719933¢c2d11ff8ee59ec43e1d55847cc1adb75902b96a9f03d3a440
dc8ae6880b90a7f5281605e887b90832dafc3a70a64e9474a60329f0b2482acee
3ce180a8451d6e89a749bba52c7fd7badf187d1d20347eb6adafccOeas5ath1foe
8da423221f7489dfef524f5c034b52921f4737a80f87cab6569b3aec4cedfB19c
4b09db0d90b7559f1525e536dc066522cb6557196e4e8846cbeBe44d7d7a033b
528ce673adb5add644394e7a9f6e17c960cfde8549ac2cbdfebee630f7ac228e
7e49ad286721bd4187fc9a3a9¢c9146d2f3ecf5c455f8b3e6890776e4f8009b24
14b61272548cc3e2dafbddeb49d4f9eb8e2f1441062ccc912862594a00bbcff5
ladece336594d2674d3ecad654d8a1e05d0b2ecc610650c16bfefe2a4f57f57a
af31a4cff91254d99eabd17873ff440e0d21f569e7e6d80602826bff7d4223f1
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242c305c67adbalc6ab09573405b24b30fad09bbd523ec573642a87¢c0c13e68b
0cc95313a32a8f8b91f1f7a295380af2672571480b40bBac8cB33fc53d81dd11
95512¢c785b6d6ad0560fcb82fd342¢c8a31f14e83cfb70a1982839bba5d82a771
21e5b72a0413¢c5d50e010a83138dch986e0983e90e8d3ceca7b500683a06be96
4e60c6c275ce233c9034c10995a39968208a52a8ad7ee77e0efB03dfe6f393a5
93c2c8fb38c5047aaa39341531311fde593251066553f7b7fee929¢c695df9406
58958ba57f4b139e4d640c3bd96329df6531aafch93fdéch2bc1c9409ebc7cc4
01ee5888b31eccf4bc870ee5bb85d185efb7b83e49b17f39e3354a3abada3ald
6dd2c64797174d3beeb9ealb4aal3874eed4ebcb66eaa75b569af5b0e5511c5f6df
7caa4a7374be3fbfd25f6551f4bb60e62b0901ed6ddb3e80b94bf1986906175¢
65dfc72f07ee4a105dbe3¢c11466360946e65285f46d71a80c4bafd648ba8abf2
831bd21601f74510d2b9770108970f875150e095590e0Bc5cdaf9eb682f62912¢ee
205d9eb7056ccB128d3be81cdba8eb3e366aa71af1d4adc575b8597f6035dd4b
77e22d2c0d866818b510afab67fe7fedfbc42e3ac59fc1831f916c53f476071794
bBc59ef3b336592d22b2909774ce250875e60c819e18a3abf4f12539d7fd994b
3031416e1367a8fcf18241b2e5fcb6ab8aa88228e4c5fa51dabd22bb463b1a37e
31cbc9dBad47a459c3d88178ef676a37af9584f51f164f29fbd541559fcal199¢eb
cea32a3766140fd3bcced4b6eal7a973a2772a505a9636452faBedb653e1da17278
5cd901b60510b3391226e1d7a6a912d3ce5e09432964e22cd754ebBb344f9cab
1cd82bB192edab7d3c4614244c2151effc989e56dc321f4c0297b467cfdal3451
14de36e64c5051646617eed7ea24c1e06006955ba236bbbec8c7f6dcbObbcdf8
ad61c0ad50987233a71680071ed4ale9f3aaec30dc9b56a112ec4c657fe657b480
f1afob421f60c9342937ae7b11f0e81fal14a2a4b51178a6¢cc2184bB612daa3092
e423e4c53fb9d8eBabcf19a2a22086c50c731344a1fd8d2d81fab52255a0eab8
c656eeb67c0de1068c66136T4767ad3d08b66551ca94328b7e8fc94c9bB2bdfd
472ed70dd40e2707573alabfaab2fc20c40e857806015583dd519570901a4071
e010cf27544371b6eBe5eb64bbd739f4dc42a8f36¢c7717b3069d87¢c368715285
bd54091c480b648facB0271221f7d6¢c993977083fb91dd101bf7¢73798f9dfd3
28bdb3d77f7948e31034d1305a7276b7263092e79175cePed44a26229f61f9b68
2366257a9cB9eab9a73ceef7733a31b1daed212d67d1fbbeed7cbd8ff6at4101
ddbcc824c089e8be39¢c823046d28a22b08f6ac405d114c920349b44b287b4164
dfb6b3dccB4f3a8f635a23e529f18a9ff9fcfd87001e47f9cf7d088bB2bfB5€9
d82c93¢c57d609d5d6dcec573840ab63f32a6b7efa23878e901e36218953¢c381be
38479fcaf607138d6fe5eb6bed36ecce912e97b5¢c3e3b796136d00451579f18aa
6d6e45f6a3df820dbc237f7b7100c8e32b06c38eb4f9e85fee54aa7c215484a1
0d924a4f7141767920729e2dd52¢cb99dc395ac714937132e249a2a2ebcb939a2
955d7¢c9aeec9195bb99313a9385745932a77189¢cc04a27659686cd60459b8305
1519b7a1727d35aa7ed5080833abaa1d5481c11dbbacfee987988ff7713d2f89
6befcc545cf95b12at2c076bbfe65baf4be8c8bb4d518e4d54fa12012¢cc2fab8
e98d4c75fc454023c906acf9b390deb86f8a4d9b3dac9b2f3584858b83a416a2
3b29fb696b591dde6146666balba3759¢c5419e75affa96e39f76ca96e32112d9
d72383ad38fe5354019428fd24d9e69be4f4611d1bddce@ed99f80d972d037ef
0fa9c70aff4c285701ad9ec949f186bcoffB7bbd16b17ca26091cb25bch381e6
73e595835e955d09756c4d1628ad42b5150a41a88d0811dae946117334441881
58c2463544c028430c12baa7891b7c9a3d3edecd8483a84641015afa8f747380
db1fdOc324fea5433ce03a83f0fdf43201e83f6085415281a8bfd51be8e5e695
b3b07d5fb734faa2bc1f4ceeb1818315de5fafd6feed6f63d19a39e1blaece2e0
16fbbbelee9abc8ea386f8bddb324b61f1bffb66c2df924602b65a8fd957ce2f
cab0586cce14b5fa93d6a734581de48a79d%ee4abd178d08748ab87a7bcebced
fd6c95cd4f3564b2581¢c2bf83f7447¢c52b501cc75aaa7ab1b4f117817f4e4561
766b0f267fd5db5daac7ae41ce9328708beb45edd2f15433cc44424a9b5¢chf8e
a7d26893f568fd1eb38412745e4210185aee88b1ch4d1e8ealble73dc7abb6eab
68800e1944dbfdad4dBadf47c3a60b371c3faaeal11c12e9297e4f39ca8ba9db6
eb8d17320ceffd4e733c1b5023dd3d1f894f61da15c94270f7bee4702391fc4de
44432b8f34e02326ccalffab6701697d5263a5ff4eba3f3e20d17117fe383ccof
287be733277a41b4ae779635b303aa727a5eae186454dfab626a4e44ae8e316be
c431d914b06d522b405e4d54bd9526fa8aeedb2dadab3a16bd97fccf235169ed
6887a80367396c60725dd0247564bf1aa28c322b4a16254b66dc9fcc582fa7b5s
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3cdc5f242ab111f0c91e6910c180e2a9166992e309d99e7eb983c2b57ebee9ba
48ae62c141917147f62014b945e6debbb4769d2f70c28ce5b2bd3d2d3a1bdo7d
aale3a88e049%9aad8aecbedb6cef0asb134485d4f3ec9ffaac158d2cf1fa63a553b0
b94f84dea8b9f55e8b559078344627f31f2a4ec772799f99f9dechbe7b0f8abb
d2154fabfd95024cff11cddd9e8c7f1a906a147a979782a5171ddaa2f3a8ef82
84ddb3cbc7520ec4dce1a3047e26cbde1568dc7a3bc1c8121b58eb3ab65f5f08
911bf05213bd74b21466260d0200b99fffOd42bc51aa2898d11c49f5439bb5e7
f962536c34da1798be2d5ef27d7ac30d4cc151e5b1cb9455b97697¢77764c2cc
064ac513delabb8a435e0a1665dfbdc9bBd7cb55ed85cd4e2b4fb416fee68b22
2485fc1811bdd5e8a9c4dcadc4afeaal5aafbdf8f2b527f8062d170bf235138¢
50e3a5304ef19028b4ed447c9e837bcb6faB5f9adad4ad8dcha2170c98f4b1c60
4efdabcdd301cb965c7ea62740f4e0475bfeeb7eda7e712f954375efeb5e5¢ce?
b5b0984f0c5ae016c99988f040288a5730de9275dd323c6c57412ec373a49b70
88429edb88fa3bd74f32e64789965e87129c7bb164f7ee634ea23e0015d9bbf7
0cc4250865ea928ea380697e3d5eb5315001¢c53a137c1ec950fd44e8bb5ad481
1f810584539f81f81ad421¢c3f031dbcB376c6be761223f663910a9edd1143e3b
79422e668a696a4306057c21c8f9aa7a558b2b869cd6af780f8bc104351b1b4d
411659ecccfe7f811f852798599063b486672787b83bc537374d200000000000
000000000DVNVVVVNVVOVOVDVNNVVDNBBVVB6BdOT131¢c20" }

}

The following is a self-signed certificate for the ML-DSA-87 public key in the previous section.
The textual encoding [RFC7468] is followed by the so-called "pretty print"; the certificates are the
same.
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————— BEGIN CERTIFICATE-----

MIIdMzCCCwqgAwWIBAQIUFZ/+byL9XMQsUk32/V400N44804wCwYJYIZIAWUDBAMT
MCIXDTALBgNVBAOTBE1FVEYXETAPBgNVBAMTCEXBTVBTIFAHMB4XDTIWMDIwMzA®G
MzIxMFoXDTQWMDEYyOTABMzIXxMFowIjENMAsGATUEChMESUVURjERMA8GATUEAXMI
TEFNUFMgV@cwggoyMAsGCWCGSAF1AwQDEWOCCiEA15K87C8kMGhqgvzPPC9f9mXn
cderQbkCWM+n6Q7JcSSn0zI7m6Iatk12fEM/W1Ie/+GPhuRqGI1SXEZ+BItynn/E
ORXn5I2hiW1f4RmxDc3e9iyzB5VAdLQjNuUoNt5h2pQfjTfqaKyBBvg+GQcGea9g
CFNxIPcHk7jgnMDm57e@yaXHQhxg8kRRuh6 TPbGi7hbH1VnyGz@bgwWFCqQq+7E/
HO1bnBg1+dh9/0sWLQ70p/3Ey6FOPNHIe7SWfaFsyHZLZWnfjuW9y//ppOBXSOb9
8iWvnk7rd302Lo+F+bVrVI1FVRhE+9iYBqSsNpvtLSVhAPaIpqleCnCYJtxESeke
I8VQbmQjYe9aMTcS95vEsxhoYcqFpLgxfn+UPRuUKMzqjrnzha®QNYBj54E2vVyXH
8ak/rRpaJ7Z41bokmgkWhd4grzLIt+Jox/1od9DIUAETWKk8KjxuCZPpuvloBnYrs
rRoWKZzPL9nHuFus4s7TghJ2umHue01+XKW2fN1FipNUAw5qu7q/VqCiMW/snbqgD
tR1C/TFn8eD5CFXVxmUJshAmXcH1TsRLQ7p8+a7xGLRNgJESSTFmpmUeEWzr5JIp
pwYsCZMfcavSKT929+/DIVupeAADf1jkcL27tDwbBDnq95xU2TtEqsnv6fvhUYdM
+ypky+40zEwP53deXYcPHAL1suPFAEYZXyTJt3nLdTonfQ5x/UJetrwspWzhKdtR
9wdA8x5j12tQxzEul5fXjFsawkpfo@fMkW4Kg/XDtnXNMLgeP6ELKOROBz11cczp
iyjaUduQVrxyjFsLEYHi+90HtMeasaX+/s43Fnr3ct2tFOtMOYLaWlnQ6esXPsYx
UJEXACejq172ghKcuFhXJ7k1iihQHXE6cVvPXx2zFxQob5tkCAE68GBF11WS/At91H
xz7Zx1sR6dfGn3yt/DKAqQYsUnNPEO+HDT4dEiGTOp7XJfWOY9ZvV810EZTu1xPgk
W+qLiUAoQ+ZFtrkmnivZiN2ssDMyj/sGBFD33wgAU+alWmyUeh170wyz8WShA1pqg2
mnXgazecU12VJmsILB8JyTFiszsNn3MHpOqqUhBEN/7Wb47j6rvUXWeyWoEz9JZG
i1K6/9v62T7vGpgYteQuxyJ4ij2NNSn8d30rpXCAHfrgHsiDAoN8H7ngNVcnZF7h
BGw/kV9q6C2tT7awNWpGUY /8g0OFVw7T+ba+mzIpcz1PHOghJ2NRPfc9ydU5Sw4bff
tEe7TvSdGNGPYXG7ziAJUODOKmMEGsVGj6HHVZzk1zG9Z1CpsMgXLaHF8TbUSCDqY4
PAjzs4TPIzjnicUT9hjMVpSm8M7hBFEeHtfF8joev9ig24QkVTJAFW2 /YigxsMZD
OcVRtvP3qYBpuFwt4Fpl+mFe7hZJWOkHN2chFbU+kcXZACjPPxqT1ToVPeU7RANO
nM/2tzZp0Sba7+uy13qlrWibkvMWhmad8WOXFcxY96LPty3RpR6S+CWZONQCK+fp
62BUZURXCUBUko8gIV57IirFalGtvsjYvbaYOXmn46IbRLXRUYypfQtR1fUe1qJD
UMiXR+Ht61GOSOPpFHBUZzpJ4c8kNs5TYaIljgff8XdZPW954VIwIgSusDviOGrz4k
B4vQKLFon14UfJOFLIzrAuxZzJ220gNXb06v6YI5AjiX2gI2YwpTwN5/Q10ZhpeS
+rNue553jV2DwkGnmQy 5wADWsKgKHNn/8KHhvsUiBHGT2U613x79U+6hFEyniUCFL1
7JcnkEs2bt5PXi0zH61 fwoLgLEfpIxQnccPddahzVeh975n18Y6dntY jwXXQKIjF
H4LAeoDVRxazw8K9vi6fCpubrr601Sk2h2QG9cA0jku9Cl7AV5fmIHxatsiPGmiE
IbOFoRTO194qwkH6Dovt/0Bf3Yt3L6gkQBPjTHOUJXIEFSZStOCbjRLQWBAQQ/Asq
0d5I1z63gAsYuWkmgcxqzg@S8F jbfFrogfVaFX1bWhAA8cY5LrZ5aCZ15/N3uscSn
d2zTejQXyw4YTinvm8DodHW6ZjvgngCrVi63wPcWX5aam0JBQZjM8b/yosjWiaQu
70dmKSdmVonpTh1lh667FYVy8GniVxoUayWFDL/ERjUYHRBY753HMtUTM75LTQ4w3e
p4TsqL5H50G+nB1jHcRwpS703B0Ok82M/1DTXh8Fw13tBffWY4dDd5Qa7cdbwvBfs
cOOWPNWZZcs2mT93jOwRy5Q0JI6xsZv3x0+ZFnMEh8PX5TQnp289daQ4jIzgdolrL
fGONGYZQpDCMBXG2hVEM@dpnKm7YWo14wob7VvSrPSFJASgEXGMMLIpCry+YAsU7
e71+K0eP4LX0Rfu30a8alyio2Ut4k0PIguObyY6fCtdgJb8NOVACMOcUGiJrPXzu
QUI9gTRALpUBR1f5YvMemrXetLowcqs8yRZAUt7kQAbHVgKOXK1I /uON1tXcSG/n9
iKLGDCHoIde2rLR6WpleQMr01cIjuP5t5eGONnS5Yk67+u3quf/GhRiYOLXEOk5Uo
IToAJa00x5qryGGyXrxQmkZOwTKqrLfgFG8U79Ec/K9Mgk93WnFs4yXgpDWk@onX
ILzxNOUK/EUEb8Gh+DqdMpd3pwh0Sq2ucSLO1wBZMFKOs8f38RKbNyiHo3EVWjui
AaJcvx3LZOfN7gksMUH7VVD+PQ3YLocOV4srR1IAIGBE7 j2Vpdzxnc4W2mkK3fcun
rP/ZX9RFLiOqodN+HaIVHqZY1Ao11lrJ6yfgSncbPBkN3JiS1nO9GEjDfRxyiYIfD
1C1cZoffYIKDWTW]j+Hy3YrDDsdDdpKZTOWW+8be4KS41TAFNCQ/thXxEwYOcaUwK
Z0P62QoR9TRYyK27hVB8uFJ1V10TeSIcCTghRFDHAYNUOFsdKufMkLy2z/7EqjWEH
+qIp1vY30wfzbTkys72wTBndZOrdf5PDxWTDWKHIHc8cnDH1sGVo+XVEWX3BVpjF
yziY0pr8Qng/qnc6UsnYJgaQvpa4xVgpbwVCd6é j9pWHaVzW/xcrqD5gbYp9a767vN
02cnMZg/ibxYMdw3w/PFxW+sxpfzyyC9Xbrb1wL1SESsL2JpAf4Vnbk9/Udz2P5z
ViuEbB/IVtGAJ2KEDrxy15iL3nXLynDTGdMs4MwCU7sq1FVyPuDHIHNs5uZmXF rK
MgSBxTg5vCWRZ7ATOEIZz1e65qq7jIGFJp9VQIn/F/f5Kilw101ELZkN5q49yhVoq
9Hq84qYyBI6vieXLSojevFO011RA6z0Txz/GKz/B6/h61cWgh5AtjEOW60ulXn6h/
UVvgk8LSnbbWt1lyTZh4AY2tZJwTQk8xnFsIOLrGFPUjIXG0siihURix7d+fjvR6s
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W800/60AtdNJ+KVHrYdblqjCspEMkwEwmj+ROKVpMRHTWzwAnK1HW538gtmOscqgk
gcvohfeG+oblW+BiIi+LqQqXQHMyazEhKuzgo®pgo@IwQDAOBgNVHQ8BAfS8EBAMC
AYYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUiYhnULV8JNs/wBLmHt5Z2dTM3
NO8wCwYJYIZIAWUDBAMTA4ISFAAIeD1WXvx710QPi9mBi0Zr5Tjbz02xNkR9J6d4
3J98fPMtFHVbMPEwhJjZizrOPmedfXxNY jxX4PYY9TruXu4HDyatYvtuR87PSAHVt
kxXs9T6wDRgeBJDsBw51sxDAo6W+F6dv2kxmx2hs4ik@JF93wSeygXgOuUgSF8SA
W6B7hE/ZvPUteNt674Mc2zq0y0AYWM6dWjDJMtKmfdLk2vAT1phBBubRHIOMHGZzil
qUj7SkA31jdMX2a/ARe5b/fbWiFtjIjk/AGEqnJqZLR23DBqDolg0@vS751YUGBpR
/33bwU5SHCHr3hI07LwVhJOzxki+2hBOApsR611h/81UPnGFNIopvVtNa7n8Za6ri
vIHEVcf48CsSJSNAmdVPkRx3CbtvPC2BXUhu83TE2iBwmdwfz/P1WefFL1rGCkQw
EOGYKgp+YoCQipTISdFrNvCYUKgWbTh6aT1dpFi2j93iPhIr857jdrXrBQ3R/K+1
KisjM3U9YKiZKrtiAiCSruWJ+bB4HArinzITmfqwNpX4TzgpwoF5B3nxfRzVonee
bQVNpxZk /JLWGQwwybcfZHsTRb6awtP7xvWtGuBauCGOfODBIW6WPZzvQ9TyO3ur4
IyvLvz0j/L8CjIRvaEq8M+s5R0IGEs6yYHikv3YR5gBAt63y4+rmL+/b4MAKMELU
4sFtIcwhQ8nVxDX9UjZaBr5mgX4AC4AP423FA0T4RQVUAWS6qVvHUMRVI/9afQtak
Qp724j86AkDWPObDiSsAa9rJjL1lc5kBXmijtHLHVMK8WGZz2t18S9pYhbqUjS7mMN
yJBUQTNErT6pDEgWFfh8FDUxmZ6Sw2sjSt9gi0aPfAPOTI7qgKATCyQ9Dj31/VbT
5vTasSPJLeafBiK591k/ARkc/YRv+w25A5gR6MpC2N8gMmnDFNTOx7nXwC400pgR
jDNuJ1TGnVLZzZz9k0OEhZs9VNrBn+f1pQS6fLm4YH1SH3He+NIFhs /HOwdIAwtE6iR
xDrb5J5FH5IaR6sWUv2ifKUsjFJI4ziifezeYJQJ1gcNBnMjUHT1vHBsOWRGZerAq
ZWwfnzt8n7BD+BGIP+88BftaFwPOVndu5vKbY9R+efPMWONIVFKSXCtCAk/Y4eiM
7QWNIQMMCbwfo794DMwYWGxat9Jql8JzSMFYH5rusNdtqs63fkm5m8SczmKg3xuW
D+Gd7i1JA69xJUte2EMhiEty2Z1XBVE944cXeZWwPrwMuuokaa7Y0Zw/DqObVfcU
hnTKj5cS3pARFNNJUIONr71JrtThgT6tETGaQEACYm+QWKOz0OB3sJisyfXwz76q9Z
aX+Z/a6i8AUGBA6GTy8K1aCfawNu5Xdn8iV/qVHhgNP5XX6G3f61RDr8zUY9+Xa3
OCDRsUnw3zhunja9H5UiFQRQa2tzz7T7WW2B11R+mQrI3ZsDrNFCh9axwCe2ge4H
iQx9D6uf61dgmEHZYMM3ZdUYYRZ2TsBBjYhzU2y70M01CAKMXIPxJUaIbE@1rted /xFTsMhwOXWIDYp70PBYzB/Fv1xFDn3otyHHrWMg2+uwLFhku6nz
poWELCBoebvLhNANy3/pu/IG15LTjRL/cYDAEGBtOB18UfOGyb4wjFCOcrxJBZOR
apK+BpDvFKtDOcIMdt7fdv/nnjoBbYm484Q6h9h4fAnVnFnBzd9Fx6sZQvxzjA/p
ztD8W1WX4ygVcojTBe4ToFRVjpEYTMaIlIm46uhTHRZIR/G3eoaKCPRH+Ic+XAD6y
YfEV8n/YY9fBm4Gm8SC4RgvumvIXbF7sr3dbhVjm4DgW1NWcVLeavv5yIOvyDCiq
FsVUUzvfBNiROMwttD804e/zZSjjOw+ssoIl/viPnGgg1f8ewHdGgNavX5TM1V+M9
AzKcvDrHAS4Maz2yVQXDyhmKSycNG55hx3gtSu+tBr/73TC8AxY77JmO0YQCibLi
bsEG2rSfyAVK9OUOEWC6Si9bmS3iCskVPWWw/W3TuMXfpeYsXcFOgX3JTréuTyfx
AcJRXxsQAh/uwYLVRQIZ jmxsAmVJiD3oUxTgHyxnGXJP2H26E8toIMVGRbK4rYzi
OU7PODhTgP137Rz5h68Ks5sKtIBtVYkMyZ2eFSg1GjPt0aQ4ETOq8cakrgwZqHOs
04E2zzL fJotOLnHaiX/i/hw7zb6HtNTSz5EirsbeoBtsbs5KReXWP6D1vr1hLTKJ
7R1VFe/4P1EhZipOHqacV3pY+alLU2G9LTaym22HEsp8vUnjg2wSOEQ8mYrU2jyGq
1XyCLwoDA+yfVv6QMPMCBWssS/Yh7ZGrOTZFuPnHkHxA70VBYKD/NM78uB0/GHsn
CvD+QOZpS+SxpGv4Bt90T6pIjZ1xEunFQedzFrm75+8NFa/gb+gh5LXxQBJ04hXa
XOmhHYZb+DAXzfq2tAFOMfnaKTB43ffFE1Ti2pXxm1CNAdyPhGsWUtTeV6c1HmOT
JA7RQWPj1fsYgHkOXg+4U/h2zB7bQpDiaEzDUxHoYCxxpXvTpsmoBFkXJ7409vq3
I/SKGW/rxvD5s080T91wz5Cj5j0amJy8/fMPjrcfywJGNa3sVo/pB50ZTIzS+79q
Ex0Q3DEenFOBtVQkZrPGCo7rYh5uZTulLUv1de/jQ8/4/DqlIsMeGLeJeBkwpRzWf
0lvVijX1zjNndkbQhOFQtyUi7GJBOZOG2wOAzQ6ovndufPfKDRVVNFWE /s4NuEBa
dnoWICnWguQGN9fDeMhHrhhelLW3/50FdVbr9DTX83jX/1b+X6fLwu4YM3GE3GL15Q
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3sXNgQYp1sgan+2rJXkBnNSd12v51/VDvCNZQacBB5Jf8JUVPsYQdyxf1STIDCKN
g0eB6GTildIMaJb1Aoh7G00jB+jurqVuJkljk@11L1CVKOS4DgR316akU4B7JjYb
HspvzsTgbFBBZnQsEvikSjWf7ycn8@9HIB91pwVWKbKD1+V15Myd45rcCPQKELU]
L48ue4b98+HrvnNLesuknTCKYVHBNS31i4gsf7QYNXm+1jW8jsoRIXTtnUZuS26YE
5EjzmQVw8JvWX2hVRaAkYsBkxy8veYnL6HsMUtpS7qF3Cq7PfVaNCxvxrtPKj1jz
MimeORtEE7bG/roR1DJiF30qRGz1r8WcSCiHgc+RZ/5aG/QmKcbQ1MZTer3qWvSe
06fx6KPoz/ECbd78KbrjnnUkk2SpU+xSIxul1gTqAs68178pDgApOXxGZGMvbcGJzC
zZVHi11PxXjqOhWEDpKCK3FmyGEdRk ry6NG6pbyvHBZJWJp+sWuIm1Tgt87QuiWl
HjTOOPFS++aeHONoLYG13gX41liixte8QAyfktPs6AjhXYrSrHnIdp/9hczxBlwce
gZ7ETAMXFHQzDpemwCSNHdmUGT640YDyQiqefJB1RpxBA9dr23uFJMTiGRQJX+Je
6hcdiNzifZb3ZJpxfZQVugUTi2ompoX7do91VkiE+jjMm63ha5ThbYtH523jzi1PPp
FzAYVWdqfuez93vQfPuLU94wCCu6zfNPGeHbWq/30xi09AjGqckGtCtBGTADONO1
ppsMpYRLu8uMeBIzCqP5PhVbhoH57fui3bsBHK6TPNKZTREXOmTmWx1TItymNCm9
5Bg8AiVczwxZWHPSXExz2zBI9MWXiwL4KYBbIeFpOg9WB7D6W9Z7X04Mj2Xcv3zaB
iu@7SFw4ID+xsBn74K2pCZVDKR8Qb20tBXjFNzTRAZOJRShM50mjWz /5P+LUDgT j
ExD1XSHANLONtEpk6j8W7S3cJD711uX0tLCoHcBWSrIenYHLWWxWg7 rdkRJdiB1V
HzCRviEV6hIbIUOAM3hsW3a/yMDgch@PvXCQVBB7246ZywKaE14uBfbEKFcuY168
6Dx/0C3yHRaw+5PbgDz2Xr+x0AsbpYRxe2y2X+Yjats2E9SisEQyVN7IPJZ5rYTi
YJzUdfLZy5igh9/cxzqIlvg+seMakL jUubaYvcMRclaN6uwglk1bxS1hLVgLoKe7y@
Jb/+G/PvGkDrdQTQRrohPgCgcUBR1Q6Us0JJ4+5uC2zbTqMrQCQBGmj LEWChM7Jf
mQNCcyVZFgkuo61Psrz6/MCi6enclL4wx1dB058cEulLzV2JYPK9IWD3 /TBMEHONS7
CYT1DeuB0kZ7Bz5jRxSaHPSTMyKJ13jXV0jwnMLMDaKX0PM66YVUBTw3yH2EQRFBb
zjgGvY7bqGMkY3xgkhCDC2NmAqg1J7Qe7mDy0tIMfGpXHuhRSEike+sKcgP45Lke
T6Z+owIvedn5QUiEAWSM/KhTYWfhLw3FUOgBAEWRqGxbeY4mypsfJYQWJIKOjIXN5S
CNBjul91l7rEHuL8eTOUhjkTxXnXa6N+eelL7fXmXLEiePFSTUWXwDfUCQEiKtUUBG
OT1ffil1nmEIe/Hx0B5BILStvIbuKGNnCYXxT0018vLiJG1ahvGWrhiW6tm824q/G6w
hM2yFZv1Q35cQ3pzjvgK2p6x0IsXPSKjpuTg5rKbMpgTwixrR5k2Bufs/@BDGDHo
0gfGSgnn6ykbGp9nHBT /hRc1GwQZtRcJW5f9cBCsWQY742UtJOBFCYuzcL5uRgKRv
pYO7RYg2XE1C3YJDJo/J9f0zQ8vhf8NTNSQOHVguCkY10UEUeTUH5L5Ifr+cx+Jk
dr9ea07JnmKA/urs8Ffy@2AAiQ2rULt/hZsgmFfWeDDgama1Ncp206yXm57tMeK5
swlatkqg5YcV/amZgyxcq7es9hbyb87n6j8RnPeKBPROO+FANRWS5QH1nbreda3Tas
8Ze69HL2NR8j54AhTbxpR6q7Zz4DPWGqYfmocoX4r7xb+HnJG+qWkvgTP3AQEWSC
izl eOXEANQ9YCOF2GmHwg2Gi3Iw88PqvERzOT9/RCI5CiGa+01i19jjFx2L7J5Ct
6RS+DPYStr097GuIrM9tGz14xBDAWUURTKECXTLMA6AW8ZzAjYBjWV5zQuZMLMXou
ygKOFJG4JqfSWSJv+DvDvGdmCkxcBiDz06wDGWpFF65F8z7wHKU7VMzJa3LWj1f0
1In7fepvuNyI+PK9UyvX0am7R29bxNyCTNJHQuVJVI3WrokJX7IHOaZXyY7T4bMj
ywByMsW0anzDyh@y70GhDgXiJS42y2XUBUH/JGGEZbZ1EpfNNNOPYcYvMfuOlwww
ZTI17tStk6kBAtZ77tHmw2iu5730yoX1TrKxe721AdDQ1vXLTkdXXw+oxg+0078n
Zt5jdDQgFMXYxyganZgc5scGn3X4Q/uXgZBQS1hPErGjtIC5/XdAUraYJZNo61u3
r2dYCUIfobxun+6+QnoT70Xpb+hcB4Ky4QYHq5EYd60H5009BiHTZzC2QLcqDbpK4
rnVLSDgKkbgKCwwRPEiw8SU8WZu5zwG9ygURLGN4obLeSQU8UHyCteEbbpGrstXp
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQMERUdHiUS

————— END CERTIFICATE-----
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SEQUENCE {
SEQUENCE {
[0] {
INTEGER { 2 }

}
INTEGER { 159ffe6f22fd5cc42c524df6fd5e28d0de3s8f3de” }
SEQUENCE {

OBJECT_IDENTIFIER { 2.16.840.1.101.3.4.3.19 }

}
SEQUENCE {
SET {
SEQUENCE {
# organizationName
OBJECT_IDENTIFIER { 2.5.4.10 }
PrintableString { "IETF" }

}
}
SET {
SEQUENCE {
# commonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAMPS WG" }
}
}

}

SEQUENCE {
UTCTime { "200203043210Z" }
UTCTime { "400129043210Z" }

}
SEQUENCE {
SET {
SEQUENCE {
# organizationName
OBJECT_IDENTIFIER { 2.5.4.10 }
PrintableString { "IETF" }
}
}
SET {
SEQUENCE {
# commonName
OBJECT_IDENTIFIER { 2.5.4.3 }
PrintableString { "LAMPS WG" }
}
}

}
SEQUENCE {
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.161.3.4.3.19 }

BIT_STRING { 00" °"9792bcec2f2430686a82fccf3c2f5ff665e771d
7ab41b90258cfa7e90ec97124a73b323b9%ba21ab64d767c433f5a521effe18f8
6e46a188952c4467e048b729e7fc4d115e7e48da1896d5fe119b10dcddef62ch
307954074b42336e52836de61da941f8d37eab68ac8106fabe19070679af60085
37120f70793b8ea9ccBebe7b7b4c9a5¢c7421c60f24451bal1e933db1a2ee16c79
559f21b3d1b8305850aa42afbb13f1f4d5b9f4835f9d87dfceb162dBef4a7fdc
4cba1743¢cd1¢c87bb4967da16cc8764b6569df8ee5bdchffe9a4e05748e6fdf22
5af9e4eeb7773b62e8f85f9b56b548945551844fbd89806a4ac369bed2d25610
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0f688abad5e0a709826dc4449e91e23¢c5506e642361ef5a313712f79bc4b3186
861ca85a4bab17e7f943d1b8a333aa3ae7ce16b440d6018f9eB4daf5725c7f1a
93fad1a5a27b67895bd249aa91685de20af32c8b7e268c7f96877d0c85001135
a4f0a8f1b8264fabebe5a349d8aecad1a16299ccf2fd9c7b85bace2ced3aal27
6bab1ee78ed7e5ca5b67cdd458a9354030eb6abbbabf56a0a2316fec9dba83b51
d42fd3167f1e0f90855d5c66509b210265dc1e54ec44b43ba7cf9aef118b44d8
0912ce75166a6651e116cebe49229a7062c09931f71abd2293f76f7efc3215ba
97800037e58e470bdbbb43c1b0439eaf79c54d93b44aac9efe9fbe151874ctb2
ab4cbee28cc4cOfe7775e5d870f1c02e5b2e3¢c5004c995f24¢c9b779cb753a277
doe71fd425eb6bbc2ca56ce129db51f707401f31e63976b50¢7312e9797d78c5b1
ac24a5fa347cc916e0a83f5¢c3b675cd30b81e3fa10b93444e07397571cce98b2
8da51db90856bc728c5bBb1181e2fbd387b4c79ab1a5fefece37167af772ddad1
4eb4c3982da5a59d0e9eb173ec6315091170027a3ab5ef6aa129¢cb8585727b93
58a28501d713a72f3f1db31714286f9b6408013af06045d75592fcOb7dd47¢c73
ed9c75b11e9d7c69f7cadfc3280a9062c5273c43be1c34f87448864cea7b5c97
d6d32f59bd5f25384653bb5c4faad5bea8b89402843e645b6b9269e2bd988dda
cb033328ffb060450f7df080053e6969b251e875ecec32cfc592840d69ab69a7
5e06b379¢535d95266b0821T4f09c93162b33b0d9f7307a4eaaa’52104437fed66
f8ee3eabbd45d67b25a8133f496468b52baffdbfad93eef1a9818b5e42ec7227
88a3d8d3529fc777d2ba570801dfaeB1ec88302837¢c1fb9e0355727645ee1046
c3f915f6ae82dad4fb6b0356a46518ffc834155c3b4febdafabeec8as5cecf53¢c73
a0849d8d44f7dcf72754e70e1b7dfb447bb4ef49d1a718f6171bbce200950e0c
€926106b151a3e871d5¢ce49731bd6650a9bBca972da1c5f136d44820ea6383¢c0
8f3b384cf2338e789c513f618cc5694a6f0cee104511e1ed7c5f23al1ebfd8and
b8424553240156dbf622831b0c643d1¢c551b61T3f7a98d29b85c2deB5a65fab615
eee16495bd90737672115b53€91¢5d90028cf3f1a93953a153de53b44084e9cc
ff6b736693926daefebb2d77aa5ad689b92131686669df16d1715cc58f7a2¢cfb
72dd1a51e921825993a74022be7e9eb6054654457094d14928f20215e7b222ac
56b51adbec8d8bdb6983979a7e3a21b44b5d1518ca97dob5195f51ed6a24350c¢
89747e1edea51b448e3e9147054¢ce927873¢c90db394d86888e07dff177593d6f
79e152302204aebB3be2386af3e24078bd028b1689f5e147¢c9f452¢c8cebB2ec5
9cc9db63aB3576ceeate98239023897dak236630a53c0de7f435a19869792Fab
36e7b9e635760T09069e6432e700035ac2av2879fffPalelbec522047193d94e
b5df1efd53eeal144ca78940852f5ec9727904b366eded4f5e2d331fad5fc282e
a2c47e923142771¢c3dd75a87357487def99e5f18e9d9ed623¢c175d02888c51f8
2c07a80d54716b3c3c2bdbe2e9fBa9bbaaebeb4d52936876406f5c00e8e4bbdo
abecB5797e6207c5ab6c88f1a688421bd05a114f4d7de2ac241fabe8bedff47f
762ddcbeaa91004f8d31e85095¢c81054994ad3826e344ba960406810fcOb2ad1d
e48cfadefB2c62e5a49a0731ab38344bc1636df16bf607d56855e56d684003c7
18e4bad9e5a099979fcddeeb1c4a7776cd37a3417cbBe184e29ef9bcBe87475b
a663be09e00ab562eb7cBf7165f969a9b42414198ccf1bff2a2c8d689%9a414ece
7662927665689e94db961ebaec5615chc1a7895c6851ac961432ff1118d4607d
32ef9dc732d51333bed4b4d0e30ddea’784eca8bed7e741be9c19631dc470a52ef
4dc13a4f36331d434d787¢c170977b417df598e1d0dde506bb71d6fBbc17ec70e
3b03cdc1965¢chb36993f633b0472e50d0923ac6c66fdf1d3e6459cc121fOf5f94
d09e9dbcf5d690e23233838abbacb7¢c638d1b2650a4308cd171b6855126d1dab
72a6ed85a8d78c286fb5614ab3d21497528045¢c63262c8a42af2f9802c53b7bb
8be28e78feBb5ce45fbb7a1af1a3b28a8d94b7890e3¢c882e39bc98e9fBad7602
5bf0dd2f00298e7141a226b3d7cee414f604d1eBba54d11d5fe58bcceabad77a
d2e8c1caacf32459014b7b91001b1efa8ad172a523fb8e365b577121bf9fd88a
2c60c21e821d7bbach47a5a995e40caced5¢c223b8febde5e18e9d2e5893aefeb
b7aae7ff1a146260e2f110e939528213a0025a38ec79aabc861b25ebc509a467
4c132aaacb7eB146f14efd11cfcafd4caadf775a716ce325e0a435a4d349d720b
cf137450afc45046fc1a1f83a9d329777a7084e4aadae7122ce97005930528¢eb
3c7f7f1129b372887a371155a3ba201a25cbf1dcb64e7cdeed92c3141fb5550f
€3d0dd82e870e578b2b46500818113b8f6569773¢c677385b69a42b77dcba7acf
fdo5fd4452e23aaald37e1da2151eab658d40a3596b27ac9f8129dcb6cf0643772
624b59f4f461230df471ca26087¢c3942d5¢c6687df6082835935a3f87¢cb762b0c
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3b1d0dda4a6533965bef1b7b8292e254c014d090fed857c44c1839¢c694cPable
3fad90a11f534722b6ee1574f2e149d55d744de4887024e08511431¢c062750e1
6c74ab9f3242f2db3ffb12a8d6107faa229d6f6373b07136d3932b3bdb04c19d
d64eadd7f93c3c564c358a1c81dcf1c9¢c31e5b06568197544c17dc15698c5¢h3
8983a9afc42783faa773a52c9d8260690be9%9e3156aa5bc1509dea3f69587695¢
deff172ba83eb6abd8a7d6bbebbbcda3672731983f89bc5831dc37¢c3f3c5¢c56fa
cc697f3cb20bd5dbadbd702e54844ac21626901fe159db93dfd4773d8fe73562
b846c1fc856d1802762840ebc72d7988bde75cbca70d319d32ceBccB253bb2ad
455723ee@c7f4736cebeb6665c5aca32a481¢53839bc259167b013d0423395eeb
9aaaee3206149a7d550d67fc5fdfed4a8a5¢c35d2510b664379ab8f72855a2af47
abce2a632048eaf89e5cbhb4a88debc53a595103acce4ficff18acffo7afeleb57
16aa1e40b63134c3a3ae9579fa871f515be093¢c2d29db6d6b65c93661e00636b5
92704d093cc6716c2342eb1853d48c85c63ac8a2854462c7b77e7e3bd1eac5be
a28ffaabBb5d349f8a547ad875b96a8c2b2910¢c9301309a31f9138a5693111f55
b3cBB9ca947c39dfc82d98eb1caad4a9cbe885f786fa86e55be062222f8ba90a9
74073326b31212aecePa34a60” }

}
[3] {
SEQUENCE {
SEQUENCE {
# keyUsage
OBJECT_IDENTIFIER { 2.5.29.15 }
BOOLEAN { TRUE }
OCTET_STRING {
BIT_STRING { b" 1000011 }
}

}
SEQUENCE {
# basicConstraints
OBJECT_IDENTIFIER { 2.5.29.19 }
BOOLEAN { TRUE }
OCTET_STRING {
SEQUENCE {
BOOLEAN { TRUE }
}
}

}
SEQUENCE {
# subjectKeyIdentifier
OBJECT_IDENTIFIER { 2.5.29.14 }
OCTET_STRING
OCTET_STRING { "89886750b57c24db3fcB12e61ede59753337

}
SEQUENCE {
OBJECT_IDENTIFIER { 2.16.840.1.161.3.4.3.19 }

}

BIT_STRING { 00" °"0©8783d565efc7b97440f8bd9818b466be538dbccedb
136447d27a778dc9f7¢c7cf32d14755b3011308498d98b3ace3e679d7f13588f1
5f83d863d4ebb97bb81c3c9ab58bedb91f3b3d2006756d9315ecf53eb00d181e0
490ec0O70e65b310cBa3abbel17a76fdadc66c7686ce22934245f77¢127b281783
4b9481217c480c3a07b844fd9bcf52d78db7aef831cdb3a8ec8e81858ce9d5a3
0c932d2a67dd2e4daf035a61d01b9b44723d3071b38a5a948fb4a4037d6374c5
f66bf0117b96ff7db5a216d8c88e4fcO184aa726a64b476dc306a0e8960d2f4b
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be65614181a51ff7ddbc14e47087af78483bb2f056124ecf1922fb6841380ab¢
47ad6587ff3550f9c614d228a6f56d35aee7f196baae2bc81¢c455¢c7f8f02b122
5237899d54f911¢c7709bb61f3¢c2d815d486ef374c4da207099dc1fcff3f559e7¢c
52f5ac60a44301341982a0a7e6280908a94c849d16b36T09850a8166d387a693
d5da458b68fdde23e122bf39ee376b5eb050dd1fcafa22a2b2333753d60a8992
abb62022092aee58919b0781¢c0ae291321399fabB369518413829¢c281790779f
17d1cd5a2779e6d054da71664fc92d6190c30c9b71f647b1345be9ac2d3fbcof
5ad1aed1ab821b47f40c1216e963f3bdof53c8edeeaf8232bcbbf3d23fcbf028
c846f684abc33eb3944e20612ceb26078a4bf7611e60040b7adf2e3eaeb62fefd
beBceBa3042d4e2c16d21cc2143¢c9d5¢c435fd52365a06be66a97e000b800fe36
dc500ed784505547564baaaf1d4311bc8ffd69f42d6a4429ed9e2313a0240d63
ce6c3892b0B6bdac98ch95ce640579a28ed1cb1ef30atf161b3dad97c4bdas5885
ba948d2ee630dc89054ab5344ad3ea90c481615f87¢143531999e92¢c36b234ad
f6088e68f7cB3ced4c8eea80an130b243d0e3df5fd56d3e6f4dab123¢c92de69fd
222b9f7593f01191cfd846ffb0db9039811e8ca42d8df2063269c314d7f4c7b9d
7c02e28d29a918c336e2654c69d52f3cfd90e12166cf5536b067f9fd69412e9f
2e6e181f5487dc77be348161b3f1fdc1d200c2d13a891c43adbe49e451f921a4
7ab1652fda27ca52c8c5248e338a27decde60940996070d067323507d6T1f4b2
85911997ab02a656¢c1f9f3b7¢c9fbB431811883fef3cB5fb5a1703ce56776eeb6f
29b63d47e79f3ccc2837d545292¢c42b42024fd8e1e88cedBcBd21030c09bc1fa
3bf780ccc18586¢c5ab7d26a97¢c27348c1581f%aeeb8d76daaceb77e49b99bc49
cceb62aadf1b960fe19dee294903af71254b5ed84321884b72d99d5705513de38
7177995b03ebcBcbaea2469aed8399c3f0Bea39b55f7148674ca8f9712de90111
4d9c953d36bee526bb538604fab444c66901000989be4162b4cf4077b0B98acc9
f5focfbeaaf59697f99fdaeca2f00506040e864f2f0ad5a09f6b036ee57767122
57fa951e180d3f95d7e86ddfeb5443afccd463df976b73820d1b149f0df386e9
e36bd1f95221504506b6b73cfb4fb596d8197547e990ac8dd9b03acd14287d6b
1c027b681ee07890c7d0fab9fea576a9841d960c9b765d5186116764ec0418d8
873536¢cbbddc3b508090c5c83f12546886c4d25aedd1dabB899f46bdabe19b835
be941d29b57c1ePeb1d741d25fed21eb8be9fdc4ad4f1f591e7a6b68b69bfb72
d073141ead59e30e24837bb6255a5f757861912f7d1d7d2f5bd246414aa15118
PeedB139a809600757eab4be86b95682823ddbfc99e1775df25453006882e277
3f03e4c7613d8171161209520a263aed750775ce28eafe3f771ecf06596chlef
4bf1eb971fa54e81b1789a933adofof6690d506afddedd77aaec966de82ebd7b
4bc3e5b1020dfdfd6b28d24684ffb4f2¢c73805fb3c3dabb62aa7202b8466cc4ba
df81bbdc2703bc8d34db95f50e463d14ed5432bc3afdbéde8f2e13a5fad1dedf8
91bcb3877¢c1900c5052bb1aade3613709832a3dda73994c85e3cebed54cct318
3c1fbe861627e33475e00cdffbc456a9a39842efObdfebae6569fd4b395a59dd
7d59918f5678e40ffda91c5e46e8f7eed11537¢76070f8d6c2173133¢3a9839f
d59989a83¢c980f74814db7ebf56fe8f291a97a9%e81ccc1fcabB49cicdc4b6ecfed
5097efe3229495cc5caae2abb6317c81626200a0ab3568358a7bf69288342de5e
867f80111a78ec8f128702929eed1a8669f6653d08debcb637ab4293f36¢c7f97
bdd8a70f3c4558e24dfa2afc3ab6c7ec97637d0b6176351f45fbB6ca37dade13
eeb2715ec8f945¢c6bfd97762586c3b1acha792atf955e59348b71b2b594a608c6
7b9f89228f2c46acch8ddcedfed90b908776f22edc10dfd36647b01776c9a508
9f5003fadbed280eadc4cbbdca5813fff1153b0c8703b15880d8a7b38f0B58cc
fc5bf5c450e7de8b721c7ad632adbebbB82c5864bba9f3a685842¢c206879bbch8
4d00dcb7fe9bbf2669792d38d12ff7180c013406d381d7c51fdB6c9be308c50b
472bc49059d116a92bed690ef14ab43d1c20c76dedf76ffe79e3a346d89b8138
43a87d8787¢c09d59¢c59f4cddf45¢c7ab1942fc738c0Bfe9ceddfc5b5597e328157
288d305ee13a054558e91184cc688226e3aba1d47459211fc6ddeala2823d11f
e21cf97003eb261f115f27fd863d7¢c19b81a6f120b8460bee9af2176c5eecaf?
75b8558e6e03a96d4d59c54b79abefe72234bf20c28aa16¢c554533bdf04d8913
8cc2db43f34e1eff36528e3d30fach2823fbe23e71a08357fc7bB1dd1aa35abd
7e5333557e33d03329chc3ac7012e0c699db25505c3ca198a4b270d1b9eb61c77
82d4aefadob6bffbdd30bcB3163bec99b439840289b2e26ec106dab49fc8054af
74b8e1160bad4a2f5b992de20ac9153d65b0fd6df5b8c5dfa5e62c5dc174a97de
94ebeaedf27f101¢c2515f1b10021feec182d54502198e6c6c026549883de8531
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4e01f2c6719724fd87dba13ch6820c54645b2b8ad8ce2d14ecf38385380fd77¢e
d1cf987af0ab39b0ab4806d55890cc99d9e1528351a33edd1a438113d2af1cba
4aeBc19a87d2cd38136cf32df268b4e2e71da897fe2fel1c3bcdbe87b4d4d2cf9
122aecb6deab1bbcbecedad5e5d63fafe5hbeb9612d3289ed1d5515eff83f51216
62a4e1eab69c577a58f9a2d4d86f4bd5acabdb61c4b29f2f5278e0dbB4b4110f2
662b5368f21aa957c822f0ab303ec9f56fe9030f302d16b2c4bf621ed91ab393
645b8f9c7907c40ece541c8abff34cefcb813bf187b270af0fe4346694bedb1a
46bf806df744faa488d9d7112e9c541e27316b9%bbe7ef0d15afe06fe821e4b5f
140124ee215dab5ce9a11d865bf830817cdfab6b4014e31f9da293078ddf7¢c5125
4e2da95f19a508d01dc8f846b1652d4de57a7251e6393240ed14303e395fb188
079345e0fb853f876cc1edb4290e2684cc35311e8602c71a57bd3a6¢c9a804591
727be34f6fab723f48a196febc6f0f9b34f344fd9706790a3e63d1a989chcfdf
30f8eb71fcbB824635adec568fe9d39a194c8cd2fbbf6a131390dc311e9¢c5381b
5542466b3c60a8eeb621e6e653b8b52fd5dd3f8d0f3fe3fbead948b0c7862de25
e064c2947359fa25bd58a35e5¢ce33677646d0874150b72522ec6241d19d06db0
380cdBea8be776e7cf7cabd1bd59¢c5584fece0db84d1a767a162029d682e4063
7d7c378c847ae185e2d6dffede15d55bafdod35fc8d7ff56fe5fa7cbc2ee1833
7184dc62f5e50dec5cda90629d6c81a9fedab2579019¢cd49dd76bf9971f543bc2
35941a70107925ff095153ec610772c5fd524c80c228d80e781e864e295d20c6H
8961502887b18ed2307e8eceaecab56e26496393496521509528e4b80ead77d7aba
453807b26361b1ecabfcec4eB6c504166742c12f8a44a359fef2727d34147201
f75a7055629b28397e575e4cc9de39adc08142410b5232f8f2e7b86fdf3e1ebb
e734b7acba49d308a6151c1352de2e20b1fed060d5e6fb58d61T23b2847dc53b6
7519b92dba604e448f3990570f09bd65f685545a02462cd24c72f2f7989¢cbe87
b@c52da52eeal770aaecf7d568d0b1bf1aed3ca8f58f332299e391b4413b6co6f
eba11d43262177a2a446ce5afc59c48288781cf9167fe5a1bf42629c6d094c65
37abdea5af4b4a3a7f1e8a3e8cff1026ddefc29bae39e75249364a953ec52231
bb5813a80b3af25efcad3800a74c4664632f6dc189cc2¢cd95478b594fc578ea3
a15840e92822b7166c8611d464af2e8d1baa5bcaf1c1649589a7eb16b889b54e
Ob7cedBba25a51e34f4dof152fbe69e1f43682d81a5deB5f89628b1b5ef10032
7e4b4fb3a02385762b4ab1e721da7ff61733¢c41d7071e819ec44c03311474330
€97a6c0248d1dd99419feb8398012422a9e7¢c9065469c4103d76bdb7b8524c4e
21914095fe25eea171d88dce27d96f7649a717d9415babd5138b6a26a685fb768
f75564884fa38cc9bade16b94db62d1f9da3ce294f3e917301855676a7ee7b3f
77bd07cfb8b53de30082bbacdf34f19e1db5aaff7a3188ef408c6a9c906b42b4
1193003d273a5a69bBca5844bbbcb8c7812330aa3f93e155b8681f9edfba2ddb
b011cae933e72b34d1117d26d665b195322dcab63429bde4183c02255¢ccfBc595
873d25c4c73db307d3165e2cBbeBabB16c8785a4e83d581ec3ebBf59ed7a3832
3d9772fdf36818aed3b485¢c38203fb1b019fbePada9099543291f106f6d2d057
8c53734d101938945284ce689a35b3ff93fe2d40eB7e31310e55d21¢c09cbdodb
44a64ea3f16ed2ddc243ef5d6e5ceb4bBa81dcB564ab21e9d81cbc16c5683bad
d91125d8b4d5511f3091be2115ea121b21438033786¢c5b76bfc8cBed721d0fbd7
090541d3bdb8e99chB29a135e2ed1f6c490572e625ebce83c7fan2df21d16baf
b93db803cf65ebfb1380b1ba584717b6ch65fe6236adb3613d4a2bB443254dec
83c9679ad84e2609cd475f2d9cb98av6fdfdcc73a88bedfac78c6a42e351b698
bdc31172568deaec20964d5bc529612d580bada7bbcb425bffelbf3ef1a40eb7
504d046ba213e00aB714d11950e94bBe249e3eeb6eBbbcdb4ea32b4024011a68e
51160a133b25f99034273255916a92ea3a94fb2bcfafccBa2e9e9dc2f8c3195d
dBee7c704b8bcd5d8960f2bd2160f7fd304c107d27b3b0984f50deb813a467b0
73e6347149a1cf4b5332289d635d5d23¢2730b30368a5ce3ccebab155347fodf
21f611044505bce3806bd8edba86324637¢c6a9210830b636602a83527b41eeeb
0f2d2df4c7c6a571ee8514848a47beb0a7203f8e4b91e4fab67ea3022fe9d9f94
14884016e66Te48536167e12f0dc550e801004c11a86c5b798e26cad9b1f25841
624ad2327137908dd23ba5f65eeb107b8bf1e4f45218e44f15e75dae8df9e78b
edf5e65cb1227811524d4597¢c037d40aa1222ad514046393d5f7e29759e61087
bf1f1d3907d2d2b6f21bb8a1a7098c533a897cbcb8891b56al1bcb65ab8625babb
6f36e2afc6eb084cdb2159be5437e5c437a738ef80ada%eb1d08b173d22a3abe
4eaeb6b29b329a93c2dc6hb47993606e7ecff40431831e83aa7c64a09e7eb291b1

Massimo, et al. Standards Track Page 83



RFC 9881 ML-DSA in Certificates October 2025

a9f671c14ff8517251b0419b517095b97fd7010ac59063be3652d27414262ecd
c2f9b91a8a46fa583bb4588365c4942dd8243268fc9f5fa3343cbe17fc3539d2
4341d582e0a463539412e793507e4be487ebf9cc7e26476bf5e68eec99e6280f
eeaecf0571f2d36000890dab50bb7f859b209857d67830e06a66b535ca763bac9
79b9%eed31e2b9b3095ab64ab961c57f6a6660ch172aedeb3d85bc9bf3b9fa8fc
4673de2813d138ef85e0d456e501e59dbade75add36acf197baf472f6351f23e
780214dbc6947aabb673e033d61aab1f9a87285f8afbc5bf879¢c91bea9692fad
33f7010116f028b32de397100350f5808e1761a61f08361a2dc8c3cfBfaaf111
cf44fdfd1088e428866be3a58b5f638c5c762fb2790ade914beBcf612bb6b3bde
cb6b88accf6d1b3d78c410cB5ae5117¢ca1025d32¢cc03a0161330236018d6579¢cd
0b9930b317a2ecaa2b41491b826a7d259226ff83bc3bcb67660a4c5c0620f33ba
c03196a4517ae45f33efB1ca53b54ccc96b72d68e57ce9489fb7deabfb8dc88f
8f2bd532bd7d1a9bb476f5bc4dc824cd24742e549bfddd6ae89095fb20739a65
7c98ed3e1b323ch0d3232c58e6a7cc3cald32ecelalfed5e2252e36ch65d4d14
1ff24618465b6651297cd34d38f61¢c62f31fb8e970c30653225eed4ad93a9340
2d67beed1e6c368aee7bdf4ca85e54eb2b17bbda501d0de96f5cb4e47575f0fa
8c60f8ed3bf2766de6374342014c5d8¢c72a9a9d981¢cebc7069f75f8431fb97819
d104a584f12b1a3b480b9fd774052b698259368ea5bb7af675809421fa3ac6e9
feebe427a13ece5e96fe85cd382b2e10607ab911877adB7e74a200621d3cc2d9
02dca836e92b8ae754b483a8a91b80abb0c113¢c48b0f1253¢599bb9cfB1bdcad
5112c6378a1b2de49053¢c507¢c82b5e11b6e91abb2d5e90000000000000000000
000000000V NVVVVNOVVVNVVDVNVVVDONVVVNBB40CcT12151d1e252¢c ™ }

}

C.4. Example Inconsistent Seed and Expanded Private Keys

WARNING: These private keys are purposely bad; do not use them in production
systems.

The following examples demonstrate inconsistent seed and expanded private keys.
Three ML-DSA-44-PrivateKey examples of inconsistent seed and expanded private keys follow:

1. The first ML-DSA-PrivateKey example includes the both CHOICE, i.e., both seed and
expandedKey are included. The seed and expanded values can be checked for
inconsistencies.

2. The second ML-DSA-PrivateKey example includes only expandedKey. The public key fails to
match the tr hash value in the private key.

3. The third ML-DSA-PrivateKey example also includes only expandedKey. The private s_1 and
s_2 vectors imply a t vector whose private low bits do not match the t_8 vector portion of
the private key (its high bits t_1 are the primary content of the public key).

The second and third examples would not be detected by implementations that do not
regenerate the public key from the private key, or neglect to then check consistency of tr or t_6.

The following is the first example:
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————— BEGIN PRIVATE KEY-----

MIIKPgIBADALBglghkgBZQMEAXEEggogqMIIKJgQAAECAWQFBgcICQoLDABODXAR
EhMUFRYXGBkaGxwdHh8EggoAUQyb/R3XNB90iucd1YKBEGQTQS7Y+jV/dLuBZh7L
GSHTp1/J04jvDmgbhRvs7BmZm+gQaMhZ1t8RXGCMFQEXDrbAVcIvY1IWSSXbYlaX1
TSwAWWXAPM72+XPiK1+MfCuoNjNEcJCniyK7Qc/e2vvLLt7PkHDM5hLkKrCh8T65
3DwUkDGJwoHgsDHalISCEgijtDDSKEoEBYDDRELgQC5E0HEBqSwWDJmQSQSQYMiQA
Ti5K1ImALGZAiMyBShkUbCEyTGIQZAGT1TgAwQpChQBgogBgwjETLSXEDSEgIENTIY j
1QygtkxbSJGME0QgGQKRGIEKJRAc0oG1lgkCgDxjCTBJARUJAERTLBIEZzawpDZiCwY
RiTKsAUjsWyKEIWEgXDLpDDYRmLBXxhDIYEXB1gwEEgrkKGYcJXCcsohigGxiOEWE
gEyjoABjBw7IRiAk1SkkRgVICHATIUxghCGQsg3QNoAZgE®bImEUEIUaJkCcwIij
GBADAiGSM1GYCDIiOYpAEmM4MJKEYGU4iAmTCMBFCFhJjFiwR0o4TigCXSRmKakgAR
UA2LhgBR1nHIRiQIiUEDFUChIm4kNWmAJC7CiIUEMYxawI1CRI1YxgCZMpIbISDL
Am4YGXDYxiRBNNIZkGVYOG4IIAwWCFCpjFoUBtCVQwmgJGVAisk3DGCokGCKbRmgQ
NUIgNmLbNAWLsmxIEIoByI®OhMA6MFCZCJAQLN4AXDBilCSIbYGIXIpAQUtjHRNgwi fKkmOSU747081iHE+wiM2bPH+rG7eP6rIrB7NRY670dfeBGboLHeSdf
79U3GOWczZiFB5wtZGzNoVpiExABNAYydQC40JIPvpxROULrErvz9y33/zj9KIZJy
+saqdCSssuX3kbavVhZQz7eytus2Aji7uSWgPb4M7FgBoFcpobHX/jVvHD8oaBt2
TOjtuObFujQUNnDcztr62etukrM+IwyyLR4WCpFev9qGM+ZP9TCsLbEDuU/rvMvVS81
dnK1lkkYhy/pUgsGU23jg1bTD83Wib81laAlKZgXSqLBsyP2hpmU66+mX/2gQR9rCzh
gJSFDfiIGPo1nU2yelQMJ8YONiHNV8IS5ZRKy1mRFpDZo+QPVoXMnwTg@eF /c3UCO
PTc59SF1UpxMSPttjYLHENP1qJnHLb/PZMW1qfd+FE+i4GfHfKDHERF3NUjPYOJx
I1EJ51/HxG+zK4cT1abd6LU4fMGNnnKrNK1INSF5y0q8b68GIspz/Mnni3Z8++arXx/
hzMVayoTe6vtLOZtyByyV26jjrxOEMpfOZLzjkWB+Q9a+Z6QxEcTtpV1sOhnxBow
cWFz1hzd0z1ZaMv89k3iYgajdmNIHeUQdz8wwc1621onspo5YlzuruFSorrzz/Ru
yyg3iHNFmRV2SCNuWcziAFTSd8HBtInzNWmeqBeF7HWThsCpRoRB2ZV4iM+REFrj
gPVHh3zqURGGSdu1y29uK6M2v jUpBw8NfyuvzbHIy2hJz3Py9kiZotfF4k0gU25D
11b+/IcaVavgBxCUAz9N4c29aBGZ08reC+X9kPWUNE8BNY7e3j4YmPcWppZGfXnY9
PNVOpLyhLeifev2Wk1ahcLVYLE61/cFE6qxmThkD8uTrZ7h75JmUgDmKNV jtJW5N
YS5XSZQz4bFhsdXvpEDSF5jwr2NUPpZZDk jUEKXu811114F4wx98g776d6LI/zTY
aB6arDBhDhmeyDQZFhMt1u575XeFZGdP11IVo4UPSCQKzc /AMx1r jNrQw2wNZJ+t
6JDEJQq75MS7q5C7gvPpBd3qdmbNQwLFvyCj8ohXcpqc1Lgw12BFNtm5L2JXX1e /7@k4aUwdv50HJAWk3ehaPvbP+z1z84DmyVMQjXYJ199gZShi+9
tFV4KJ8azZz /kCdufmWwtLJKHIBuUVkX/hgbY08Xg4XyWv2pZpZIGeW77918wQETMI
2Yt6grThI3sytb+dM3JvqUW79clvJ288BqRZMJSNO2vUIo4vPqyM/Wcuy465qSeV
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ns+zr@zC2uo03z3LgK57arYABNRm8CV2VxaOqH61GvYyUrA==
————— END PRIVATE KEY-----

The following is the second example:
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————— BEGIN PRIVATE KEY-----
MIIKGAIBADALBglghkgBZQMEAXEEggoEBIIKANeytHJUquDbReeTDUQqYBs19jx0X
0Xidr6FwJLMWEb7J0c4Pf3f421ZE3No2a/5HNL2VIDX/mmE6pUgkHCxpTAQzmgex
+rtI9SownxGhiY+EjiMi/+Yj7IENs77 jNoWFSogmnaMg1RIL/P6JoY4w9XFNg6pA
SmRrbJ1ziYYNE1Iu4ABuI4SBkYZhmyYNEYZk1KYoIhhEgkAomBRhSKZhTEJIoZII
wjgpUSRICKE1wggxCMRxIBQJFINsGKeAhBBuycBwIrVkCLBhDACEmBJEUYhpWQBG
IpMgQQYuQrZMARZJFChMQahRgEYKURZRWgggAiJE3JhJOTJRATB1O8CFkghREqFk
ADkiCUZiHMcM2Qht@AYmUkCFgEQwkQYsUMgJJMWEGPZ tSpgsmQZ tpEQyIKdkWjJu
EbVwIJJhJBOOBIUsCkhyyKBROwggqmSCAWCQgJAdOWRSIEKRkYMBt4LKNGxkJIDQ1
WCRBCUNxCiEgYaIBUiJSG4CAmjQAESNNBzIpThcKmJJpGhRRICchnMAgYgKBSBhp
GoVNgORpWyBBAxJCyxhGAakNDAIxg7AhWiJKyJIF2ZBpBDBqSwZKOrIBHEBAgQUIyY
UjJyVKZAWhgQDDISksKAUhJiXIToC7RsABKNUXAMFAEO4TZSiIQkkQIKYOYmIAYp
EcIoOCBIArNsojYJWoZIy7RhiBZixECCGokJEAINJLJFIBI1JMkFiCiMycBNWUgi
CiduwTRkTJBgWORQgoZJQ4gEQ7KMYDCAoogthKRt jKYpOMaEQQZGiYhRAKmMNAUMN
5DgNpAaNB5RxQrJsGoRhG6MoQrQoCKBxGsUx4KBMATd1JChiFCiQCRBh2UA1GzNg
CQKSBCSBIAQISRhEoyItXIhEFJgIpEZhAZVkCzkKDJRQykBq@rIgwDgBgjCOE7kI
kYCEFIgpwBiRE jUNoCQi4gQG2cKFBCgSHMmJGAJyOkApwggS2AYgmZRxm7hoI4Qp
GiKJFEUR3IJEUJZFDESEWLIEmqYFQ4YsRDJuiEQhIKhMmjBw47gtYyaIAyVJAOOM
SKgJyhRyUzROEKMIG6CEWTA12ZSA4jQigUISnDAq1DQmMYQRFJCYoEBYJSjJtESgJ
GLglYigREGENQbIRKIRMixISosalycAwIgYGBhiOhIYwkERSEogx2SBxE8UoQwYO
AzBgzKaEWCZSTIgBHvclYshf+kOs+kkhfysXLXu8FGIObZgKcaq73wxF6aIG7LFC
P+4V3swXYBMAFJ2SI81ubG4fq0Qfx8ZJOKtokF/T3NpQ2HCC59DXHRvJsrhMhVI8
gP5srS1K340+FbEI/3IdDMh7w906dZAYSw6EVMOpH8nhw8U6YdhnQgsE8JI1V108
ZaBjaP1BKV/QmSQTLG+RIn1kwUJnSnJcNDkUXxM7PWMBOVKIFWM1795EeB6ptCTjy
7iuzwajF1ldY16ENC/eoB3CSyEa@vwoHPd+WREMerxUvwyG1IC5vidkcdydYDzumM
/as+n8+3A3k1YFSepEUPp7M/uRacRLTSX7nEV/SXkc090D6s1glYEBEFEYyzNpOY+
SSKMBj2KHzeFbxQtk7kNsJ+Cr4k1ljGOquAR6gMA2yTV+ogRvjcY1TwxS1fNCu@F9
PP6wsfOzYiwp4Uy72S4TY8ZevUUEtLTEjKb1nDjLhssZ6VOfxpV+Ln56gToyjpwXm
KjxeY3NOr7eutt3qYSzeKPAaIC16pONHItJ90/m4mJTQGT1dTXEZ7+Ny070QTL17
CYHgdN46/iANqq6tgmzEXyRNvOMa+rNO+994JHTS/VcRj2RiFJNO2Zy60wA+jWe j
g29vGfxBkQz1Fj7jrpnrhNUU63YeY2hOpW+XkdLdSgxuYWi5SMgX910iKssOjNwD
zEr+j2cVfho203+u/58XK5iRNnfFod@IXp7kwiBSwa9YGTEWZz3NO/xfNLhV3MbH
eIVknp5x9D1K6g9Lcsp+2gVA4uhPTGmWNLQYKmmb/aeBb5516L7HScj04+b+r4Y+0
ezzakG50m16ULI6uspYHDr/TZJR61AzJeL7WazdOnm1dzXvoxJREDiuEzs/vuYwL
71s8QeM1nSzXGX++cgxIgmxrZGXB7mPjVpwg3HREKTcLf3gm/gt30dGdZBAdAyuR
gQaBLS73NeflYB/kulDyPt5SHwMagX@VKUpDcibDeHhLbbDPG6NnorpEdkgG5zpzD
AZxvXCfLmNomFEtkI1lp8kysw92HNnii1Zodi4PsYBSi9t1H52VwbQC/SnmmgSbDup
HYEsjyx5erF5Zwn10WhWd4KTUp8ChtAVwW7U51h1kKjM+n1k9bj9TUS1CCONmozKF
HX91JSKpKLkX4n4tbUITff4uv6b7HGeybAJUUoaF9+vb4xWmjgotp2noqfQtPmAA
fHEzCSaywAEtg+rU5P0e2HLMBZciAdKwJ /NUWsLTDNeLwddA/sy8b8KgRGxuMOrF
H1ppCYqiTEfyCFtOTkuSzMJpIdLeR4UYzQkM4meuotJ621f9il. SXbYn7hDzczOmn
bKJnnmgBv6f7AxiW+1BilwS5k jk2u13ThTERIcrfsRmV5ZtzABz2ftA6uBOGdkjQ
JYKAh+1Jqga/Ra5XXLZmx7coleqwTL/t6BwmulanA/wX7Dyu/KECe7XtfWAG+1kzt
AZ4ct4UdOFHXApBnThn/sAizAcSs9kGiuxQhbh1pyr9Ste8idJaw8weZqFXRF/rT
dEpvozUD6nmLUt3X71QmYJ2/zT8ME7Fk1sBR9+1KEZcZpxL jiNMoQCCB/xNUtVTS
wjev7TsVHEuo6fS964SZowZuJrvGnorwid7HFzHR3FKeqxfvc3RzTA/kdU1Mg4Nr
3TSgO5vImMRRXYGG/uY7G5hw+T1EO003K81JDxkcIa56nAYsNmooLAM7LAKveJJjWnC
M2EBp3LL5PVXxUj9RVQWILN81i4ScwUCqH681QjoShRzg4z/UiXWk1Z+1xf5BjJ0Q
gZGrbnQbd7/gLL1pjueVxGbWFWGeZEE4LG6SAYNO6atzzqglLviNceNgRvXm2+C+J
14XWhwDTk+Z1wiJNa30aBhMgSVZ5ra7XAWe1CGZx01MQnbe299gTBOzf2Dsxmx7y
SDBrRa@p593Mhj2sVgSLXWnqF1AR92FMAKhghjzeGHKokyh4uax+GsW9pJ1l7cgZP
DNdfTIFOAB3hGsuQE89+qSab5+qs4HDHUIGI760uQx4SI9RAOFXNhAPC5FzuZBPs
vnUn6HPKVcTmEKYYO0arMCOVtJIPNnjymLZqR46y9VjLr8qGvoR7 rrAsWyFsjNiP6k
3ySbCeZwogcDgbwksKkavEpWRmAUQroQvs/TCZOIAFHQf1agWpN556jmvv7j8i+q
EGOY93BgBuQum+HvidJcJy8RqVCVxYFXE3MihN6dvTxyF7BoniHY6w/21mg=
————— END PRIVATE KEY-----
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The following is the third example:
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————— BEGIN PRIVATE KEY-----
MIIKGAIBADALBglghkgBZQMEAXEEggoEBIIKANeytHJUquDbReeTDUQqYBs19jx0X
0Xidr6FwJLMWEb7J0c4Pf3f421ZE3No2a/5HNL2VIDX/mmE6pUgkHCxpTAQymgex
+rtI9SownxGhiY+EjiMi/+Yj7IENs77 jNoWFSogmnaMg1RIL/P6JoY4w9XFNg6pA
SmRrbJ1ziYYNE1Iu4ABuI4SBkYZhmyYNEYZk1KYoIhhEgkAomBRhSKZhTEJIoZII
wjgpUSRICKE1wggxCMRxIBQJFINsGKeAhBBuycBwIrVkCLBhDACEmBJEUYhpWQBG
IpMgQQYuQrZMARZJFChMQahRgEYKURZRWgggAiJE3JhJOTJRATB1O8CFkghREqFk
ADkiCUZiHMcM2Qht@AYmUkCFgEQwkQYsUMgJJMWEGPZ tSpgsmQZ tpEQyIKdkWjJu
EbVwIJJhJBOOBIUsCkhyyKBROwggqmSCAWCQgJAdOWRSIEKRkYMBt4LKNGxkJIDQ1
WCRBCUNxCiEgYaIBUiJSG4CAmjQAESNNBzIpThcKmJJpGhRRICchnMAgYgKBSBhp
GoVNgORpWyBBAxJCyxhGAakNDAIxg7AhWiJKyJIF2ZBpBDBqSwZKOrIBHEBAgQUIyY
UjJyVKZAWhgQDDISksKAUhJiXIToC7RsABKNUXAMFAEO4TZSiIQkkQIKYOYmIAYp
EcIoOCBIArNsojYJWoZIy7RhiBZixECCGokJEAINJLJFIBI1JMkFiCiMycBNWUgi
CiduwTRkTJBgWORQgoZJQ4gEQ7KMYDCAoogthKRt jKYpOMaEQQZGiYhRAKmMNAUMN
5DgNpAaNB5RxQrJsGoRhG6MoQrQoCKBxGsUx4KBMATd1JChiFCiQCRBh2UA1GzNg
CQKSBCSBIAQISRhEoyItXIhEFJgIpEZhAZVkCzkKDJRQykBq@rIgwDgBgjCOE7kI
kYCEFIgpwBiRE jUNoCQi4gQG2cKFBCgSHMmJGAJyOkApwggS2AYgmZRxm7hoI4Qp
GiKJFEUR3IJEUJZFDESEWLIEmqYFQ4YsRDJuiEQhIKhMmjBw47gtYyaIAyVJAOOM
SKgJyhRyUzROEKMIG6CEWTA12ZSA4jQigUISnDAq1DQmMYQRFJCYoEBYJSjJtESgJ
GLglYigREGENQbIRKIRMixISosalycAwIgYGBhiOhIYwkERSEogx2SBxE8UoQwYO
AzBgzKaEWCZSTIgBH/clYshf+kOs+kkhfysXLXu8FGIObZgKcaq73wxF6aIG7LFC
P+4V3swXYBMAFJ2SI81ubG4fq0Qfx8ZJOKtokF/T3NpQ2HCC59DXHRvJsrhMhVI8
gP5srS1K340+FbEI/3IdDMh7w906dZAYSw6EVMOpH8nhw8U6YdhnQgsE8JI1V108
ZaBjaP1BKV/QmSQTLG+RIn1kwUJnSnJcNDkUXxM7PWMBOVKIFWM1795EeB6ptCTjy
7iuzwajF1ldY16ENC/eoB3CSyEa@vwoHPd+WREMerxUvwyG1IC5vidkcdydYDzumM
/as+n8+3A3k1YFSepEUPp7M/uRacRLTSX7nEV/SXkc090D6s1glYEBEFEYyzNpOY+
SSKMBj2KHzeFbxQtk7kNsJ+Cr4k1ljGOquAR6gMA2yTV+ogRvjcY1TwxS1fNCu@F9
PP6wsfOzYiwp4Uy72S4TY8ZevUUEtLTEjKb1nDjLhssZ6VOfxpV+Ln56gToyjpwXm
KjxeY3NOr7eutt3qYSzeKPAaIC16pONHItJ90/m4mJTQGT1dTXEZ7+Ny070QTL17
CYHgdN46/iANqq6tgmzEXyRNvOMa+rNO+994JHTS/VcRj2RiFJNO2Zy60wA+jWe j
g29vGfxBkQz1Fj7jrpnrhNUU63YeY2hOpW+XkdLdSgxuYWi5SMgX910iKssOjNwD
zEr+j2cVfho203+u/58XK5iRNnfFod@IXp7kwiBSwa9YGTEWZz3NO/xfNLhV3MbH
eIVknp5x9D1K6g9Lcsp+2gVA4uhPTGmWNLQYKmmb/aeBb5516L7HScj04+b+r4Y+0
ezzakG50m16ULI6uspYHDr/TZJR61AzJeL7WazdOnm1dzXvoxJREDiuEzs/vuYwL
71s8QeM1nSzXGX++cgxIgmxrZGXB7mPjVpwg3HREKTcLf3gm/gt30dGdZBAdAyuR
gQaBLS73NeflYB/kulDyPt5SHwMagX@VKUpDcibDeHhLbbDPG6NnorpEdkgG5zpzD
AZxvXCfLmNomFEtkI1lp8kysw92HNnii1Zodi4PsYBSi9t1H52VwbQC/SnmmgSbDup
HYEsjyx5erF5Zwn10WhWd4KTUp8ChtAVwW7U51h1kKjM+n1k9bj9TUS1CCONmozKF
HX91JSKpKLkX4n4tbUITff4uv6b7HGeybAJUUoaF9+vb4xWmjgotp2noqfQtPmAA
fHEzCSaywAEtg+rU5P0e2HLMBZciAdKwJ /NUWsLTDNeLwddA/sy8b8KgRGxuMOrF
H1ppCYqiTEfyCFtOTkuSzMJpIdLeR4UYzQkM4meuotJ621f9il. SXbYn7hDzczOmn
bKJnnmgBv6f7AxiW+1BilwS5k jk2u13ThTERIcrfsRmV5ZtzABz2ftA6uBOGdkjQ
JYKAh+1Jqga/Ra5XXLZmx7coleqwTL/t6BwmulanA/wX7Dyu/KECe7XtfWAG+1kzt
AZ4ct4UdOFHXApBnThn/sAizAcSs9kGiuxQhbh1pyr9Ste8idJaw8weZqFXRF/rT
dEpvozUD6nmLUt3X71QmYJ2/zT8ME7Fk1sBR9+1KEZcZpxL jiNMoQCCB/xNUtVTS
wjev7TsVHEuo6fS964SZowZuJrvGnorwid7HFzHR3FKeqxfvc3RzTA/kdU1Mg4Nr
3TSgO5vImMRRXYGG/uY7G5hw+T1EO003K81JDxkcIa56nAYsNmooLAM7LAKveJJjWnC
M2EBp3LL5PVXxUj9RVQWILN81i4ScwUCqH681QjoShRzg4z/UiXWk1Z+1xf5BjJ0Q
gZGrbnQbd7/gLL1pjueVxGbWFWGeZEE4LG6SAYNO6atzzqglLviNceNgRvXm2+C+J
14XWhwDTk+Z1wiJNa30aBhMgSVZ5ra7XAWe1CGZx01MQnbe299gTBOzf2Dsxmx7y
SDBrRa@p593Mhj2sVgSLXWnqF1AR92FMAKhghjzeGHKokyh4uax+GsW9pJ1l7cgZP
DNdfTIFOAB3hGsuQE89+qSab5+qs4HDHUIGI760uQx4SI9RAOFXNhAPC5FzuZBPs
vnUn6HPKVcTmEKYYO0arMCOVtJIPNnjymLZqR46y9VjLr8qGvoR7 rrAsWyFsjNiP6k
3ySbCeZwogcDgbwksKkavEpWRmAUQroQvs/TCZOIAFHQf1agWpN556jmvv7j8i+q
EGOY93BgBuQum+HvidJcJy8RqVCVxYFXE3MihN6dvTxyF7BoniHY6w/21mg=
————— END PRIVATE KEY-----
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Appendix D. Pre-Hashing (Externalu-ML-DSA)

Some applications require pre-hashing that ease operational requirements around large or
inconsistently-sized payloads. When signing with pre-hashing, the signature generation process
can be separated into a pre-hash step requiring only the message and other public information,
and a core signature step that uses the public key.

In the context of ML-DSA, pre-hashing can be performed with the HashML-DSA algorithm
defined in Section 5.4 of [FIPS204]. ML-DSA itself supports an External p pre-hashing mode,
which externalizes the message pre-hashing originally performed inside the signing operation.
This mode is also laid out in [FIPS204-ExternalMuFAQ]. This document specifies only the use of
ML-DSA's External p mode, and not HashML-DSA, in PKIX for reasons laid out in Section 8.3.

Implementations of ML-DSA using the External p pre-hashing mode requires the following
algorithms, which are modified versions of the algorithms presented in [FIPS204]. The
nomenclature used here has been modified from the NIST FAQ [FIPS204-ExternalMuFAQ] for
clarity.

Pre-hash operation:

Computep(pk, M, ctx):

Referred to as 'Externalp-ML-DSA.Prehash(pk, M, ctx)'

in the FIPS 204 FAQ.

M is the message, a bit-string

g and ctx are byte-strings.

ctx is the context string, which defaults to the empty string.

HHHEHH

g = H(BytesToBits(H(pk, 64) || IntegerToBytes(©, 1) ||
IntegerToBytes(|ctx]|, 1) || ctx) || M, 64)

# The functions ‘BytesToBits® and "IntegerToBytes' are defined

# in FIPS 204.

return p

Figure 1: Computeu Prehash Operation

Sign operations:
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Signu(sk, p):

# Referred to as 'Externalp-ML-DSA.Sign(sk, p)'
# in the FIPS 204 FAQ.

if |yl !'= 64 then
return error # return an error indication if the input p is not
# 64 bytes.
end if

rnd = rand(32) # for the optional deterministic variant,
# set rnd to all zeroes
if rnd = NULL then
return error # return an error indication if random bit
# generation failed
end if

sigma = Signp_internal(sk, p, rnd, isExternalp=true)
return sigma

ML-DSA.Signpu_internal(sk, M', rnd, isExternalp=false):
# p can be passed as an argument instead of M’

# defaulting is Externalp to false means that
# this modified version of Sign_internal can be used
# in place of the original without interfering with
# the functioning of pure ML-DSA mode.
# . identical to FIPS 2064 Algorithm 7, but with Line 6 replaced
# with
6: if (isExternalp):
p=M
else:

g = H(BytesToBits(tr) || M', 64)

Figure 2: The Operations for Signing u

There is no need to specify an External y Verify () routine because this is identical to the
original ML-DSA.Verify(). This makes External p mode simply an internal optimization of the
signer, and allows an ML-DSA key to sometimes be used with the "one-shot" Sign() API and to
sometimes be used with the External p API without any interoperability concerns.

The External p mode requires the Computep routine to have access to the hash of the signer's
public key, which may not be available in some architectures, or require fetching it. That may
allow for mismatches between tr and sk. At worst, this will produce a signature that will fail to
verify under the intended public key since a compliant Verify () routine will independently
compute tr from the public key. This is not believed to be a security concern since p is never
used as-is within ML-DSA.Sign_internal() (Algorithm 7 in [FIPS204]). Rather, it is hashed with
values unknown to an attacker on lines 7 and 15. Thus, a signing oracle exposing Signu() does
not leak any bits of the secret key. The External yu mode also requires SHAKE256 to be available
to the Computep routine.
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