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Abst r act

This neno presents an el aboration of the SNMP admi ni strative nodel
set forth in [1]. This nodel provides a unified conceptual basis for
adm ni stering SNVWP protocol entities to support

0 authentication and integrity,

0 privacy,

0 access control, and

0 the cooperation of nmultiple protocol entities.

Pl ease send comments to the SNMP Security Devel opers mailing |ist
(snnmp-sec-dev@i s. con.

I nt roducti on

This meno presents an el aboration of the SNVP adninistrative nodel

set forth in [1]. It describes how the el aborated adninistrative
nmodel is applied to realize effective network managenent in a variety
of configurations and environnments.

The nodel described here entails the use of distinct identities for
peers that exchange SNWP nessages. Thus, it represents a departure
fromthe community-based admninistrative nodel set forth in [1]. By
unambi guously identifying the source and intended recipient of each
SNMP nessage, this new strategy inproves upon the historica
community schene both by supporting a nore conveni ent access contro
nodel and allowi ng for effective use of asymetric (public key)
security protocols in the future

El enents of the Mdel
1 SNVP Party

A SNWP party is a conceptual, virtual execution context whose
operation is restricted (for security or other purposes) to an

adm ni stratively defined subset of all possible operations of a
particul ar SNMP protocol entity (see Section 3.2). Wenever a SNW
protocol entity processes a SNVWP nessage, it does so by acting as a
SNMP party and is thereby restricted to the set of operations defined

Davin, Galvin, & McC oghrie [ Page 2]



RFC 13

51 SNVP Admi ni strati ve Model

July 1992

for that party. The set of possible operations specified for a SNW
party may be overlapping or disjoint with respect to the sets of
er SNWP parties; it may also be a proper or inproper subset of all
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si bl e operations of the SNMP protocol entity.
hitecturally, each SNMP party conprises
a single, unique party identity,

a single authentication protocol and associ ated
paraneters by which all protocol nessages originated by
the party are authenticated as to origin and integrity,

a single privacy protocol and associ ated paraneters by
which all protocol messages received by the party are
protected from di scl osure,

a single MB view (see Section 3.6) to which all
managenent operations perforned by the party are
applied, and

a logical network |ocation at which the party executes,
characterized by a transport protocol domain and
transport addressing information

ceptually, each SNMP party may be represented by an ASN. 1 val ue

h the follow ng syntax:

SnnmpParty ::= SEQUENCE {

partyldentity

OBJECT | DENTI FI ER
partyTDomai n

OBJECT | DENTI Fl ER,
partyTAddr

OCTET STRI NG
partyProxyFor

OBJECT | DENTI FI ER
partyMaxMessageSi ze

| NTEGER,
part yAut hPr ot ocol

OBJECT | DENTI Fl ER,
partyAut hd ock

| NTEGER,
partyAut hLast Msg

| NTEGER,
partyAut hNonce

| NTEGER,
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partyAut hPrivate
OCTET STRI NG
partyAut hPubl i c
OCTET STRI NG
partyAut hLifetine
| NTEGER,
partyPri vProtocol
OBJECT | DENTI FI ER
partyPrivPrivate
OCTET STRI NG
partyPri vPublic
OCTET STRI NG

For each SnnpParty value that represents a SNW° party, the follow ng
statenents are true:

o Its partyldentity conponent is the party identity.

o0 Its partyTDonmai n conponent is called the transport
domai n and indicates the kind of transport service by
whi ch the party receives network managenent traffic.
An exanpl e of a transport donmain is
rfcl351Domai n (SNVMP over UDP, using SNWVP
parties).

0 Its partyTAddr conponent is called the transport
addressing informati on and represents a transport
service address by which the party recei ves network
managenent traffic.

o Its partyProxyFor conponent is called the proxied
party and represents the identity of a second SNWP
party or other nanagenment entity wi th which
interaction may be necessary to satisfy received
managenent requests. In this context, the val ue
noProxy signifies that the party responds to received
managenent requests by entirely | ocal nechanisns.

o0 Its partyMaxMessageSi ze conmponent is called the
maxi mum nmessage size and represents the length in
octets of the |largest SNVWP nessage this party is
prepared to accept.

o0 Its partyAut hProtocol conmponent is called the

aut hentication protocol and identifies a protocol and a
mechani sm by which all nessages generated by the party
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are authenticated as to integrity and origin. In this
context, the value noAuth signifies that nessages
generated by the party are not authenticated as to
integrity and origin.

Its partyAut hC ock conponent is called the

aut hentication clock and represents a notion of the
current tine that is specific to the party. The
significance of this conmponent is specific to the
aut henti cati on protocol

Its partyAut hLast Msg conponent is called the

| ast-tinestanp and represents a notion of tine
associated with the nost recent, authentic protocol
nmessage generated by the party. The significance of this
component is specific to the authentication protocol

Its partyAut hNonce conponent is called the nonce

and represents a nonotonically increasing integer
associated with the nost recent, authentic protocol
nmessage generated by the party. The significance of this
component is specific to the authentication protocol

Its partyAut hPrivate conponent is called the private
aut hentication key and represents any secret val ue
needed to support the authentication protocol. The
significance of this conmponent is specific to the
aut henti cati on protocol

Its partyAut hPublic conponent is called the public

aut henti cation key and represents any public val ue that
may be needed to support the authentication protocol
The significance of this conponent is specific to the
aut henti cati on protocol

Its partyAuthLifetime conponent is called the
lifetinme and represents an administrative upper bound
on acceptable delivery delay for protocol nessages
generated by the party. The significance of this
component is specific to the authentication protocol

Its partyPrivProtocol conponent is called the privacy
protocol and identifies a protocol and a nechani sm by
whi ch all protocol nessages received by the party are
protected fromdisclosure. In this context, the val ue
noPriv signifies that messages received by the party are
not protected from discl osure.
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o Its partyPrivPrivate conponent is called the private
privacy key and represents any secret val ue needed to
support the privacy protocol. The significance of this
component is specific to the privacy protocol

o Its partyPrivPublic conponent is called the public
privacy key and represents any public value that nay be
needed to support the privacy protocol. The significance
of this conmponent is specific to the privacy protocol

If, for all SNMP parties realized by a SNW protocol entity, the
aut hentication protocol is noAuth and the privacy protocol is noPriv,
then that protocol entity is called non-secure.

3.2 SNMP Protocol Entity

A SNWP protocol entity is an actual process which perforns network
managenent operations by generating and/or responding to SNWVP
protocol nessages in the manner specified in [1]. Wen a protoco
entity is acting as a particular SNW party (see Section 3.1), the
operation of that entity nust be restricted to the subset of all
possi bl e operations that is adm nistratively defined for that party.

By definition, the operation of a SNWP protocol entity requires no
concurrency between processing of any single protocol nessage (by a
particul ar SNMP party) and processing of any other protocol nessage
(by a potentially different SNMP party). Accordingly, inplenentation
of a SNWP protocol entity to support nore than one party need not be
mul ti-threaded. However, there may be situations where inplenentors
may choose to use nulti-threading.

Architecturally, every SNWMP entity maintains a |ocal database that
represents all SNWP parties known to it -- those whose operation is
realized locally, those whose operation is realized by proxy
interactions with renote parties or devices, and those whose
operation is realized by renote entities. In addition, every SNW
protocol entity mamintains a | ocal database that represents an access
control policy (see Section 3.11) that defines the access privil eges
accorded to known SNWMP parties

3.3 SNMP Managenent Station
A SNWP nmanagenent station is the operational role assuned by a SNW
party when it initiates SNVWP nmanagenment operations by the generation
of appropriate SNWP protocol nessages or when it receives and
processes trap notifications.

Sonetinmes, the term SNVP nanagenent station is applied to partia
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i mpl enentations of the SNMP (i n graphics workstations, for exanple)
that focus upon this operational role. Such partial inplenentations
may provide for convenient, |ocal invocation of managenent services,
but they may provide little or no support for perform ng SNWVP
managenent operations on behalf of renote protocol users.

3.4 SNWVP Agent

A SNWMP agent is the operational role assumed by a SNWP party when it
performs SNMP managenent operations in response to received SNWP
prot ocol nmessages such as those generated by a SNVMP managemnent
station (see Section 3.3).

Sonetines, the term SNWP agent is applied to partial inplenentations
of the SNWP (in enbedded systens, for exanple) that focus upon this
operational role. Such partial inplenmentations provide for
realization of SNVP nanagenent operations on behalf of renote users
of managenent services, but they nay provide little or no support for
| ocal invocation of such services.

3.5 Vi ew Subtree

A view subtree is the set of all MB object instances which have a
common ASN. 1 OBJECT I DENTIFIER prefix to their names. A view subtree
is identified by the OBJECT | DENTI FI ER val ue which is the | ongest
OBJECT | DENTI FI ER prefix common to all (potential) M B object

i nstances in that subtree.

3.6 M B Vi ew

A MB viewis a subset of the set of all instances of all object
types defined according to the Internet-standard SM [2] (i.e., of
the universal set of all instances of all MB objects), subject to

the follow ng constraints

0 Each element of a MB view is uniquely naned by an
ASN. 1 OBJECT | DENTI FI ER val ue. As such,
identically named instances of a particul ar object type
(e.g., in different agents) nust be contained within
different MB views. That is, a particular object
i nstance nane resolves within a particular MB view to
at nost one object instance.

0 Every MB view is defined as a collection of view
subtrees.
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3.7 SNMP Managenent Conmuni cati on

A SNVP managenent communi cation is a communicati on from one specified
SNMP party to a second specified SNWP party about managenent
information that is represented in the MB view of the appropriate
party. In particular, a SNVP managenent conmuni cati on may be

0 a query by the originating party about information in
the M B view of the addressed party (e.g., getRequest
and get Next Request),

0 an indicative assertion to the addressed party about
information in the MB view of the originating party
(e.g., getResponse or trapNotification), or

0 an inperative assertion by the originating party about
information in the MB view of the addressed party
(e.g., setRequest).

A managenent comunication is represented by an ASN. 1 value with the

synt ax
SnnpMgnt Com :: = [1] | MPLICI T SEQUENCE {
dst Party
OBJECT | DENTI Fl ER,
srcParty
OBJECT | DENTI Fl ER,
pdu
PDUs
}

For each SnnmpMgmt Com val ue that represents a SNVMP nanagenent
communi cation, the follow ng statements are true

o Its dstParty conponent is called the destination and
identifies the SNMP party to which the communication
is directed.

o Its srcParty conponent is called the source and
identifies the SNWP party from which the
commruni cation is originated.

o Its pdu conponent has the form and significance
attributed to it in [1].
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3.8 SNMP Aut henti cat ed Managenent Comuni cati on

A SNWP aut henti cat ed managenent comuni cation is a SNVP nanagenent
communi cati on (see Section 3.7) for which the originating SNW party
is (possibly) reliably identified and for which the integrity of the
transm ssion of the conmunication is (possibly) protected. An

aut henti cat ed nmanagenent conmmuni cation is represented by an ASN. 1
value with the syntax

SnnpAut hMsg ::= [1] I MPLICI T SEQUENCE {
aut hl nfo
ANY, - defined by authentication protocol
aut hDat a
SnimpMgnmt Com

For each SnnpAut hMsg val ue that represents a SNWP aut henti cat ed
managenent conmuni cation, the followi ng statenments are true

o Its authlnfo conponent is called the authentication
informati on and represents information required in
support of the authentication protocol used by the
SNMP party originating the nessage. The detail ed
significance of the authentication information is specific
to the authentication protocol in use; it has no effect on
the application semantics of the conmunication ot her
than its use by the authentication protocol in
det erm ni ng whet her the communication is authentic or
not .

o Its authData conponent is called the authentication
data and represents a SNVWP nanagenent
conmmuni cat i on.

3.9 SNMP Private Managenent Conmuni cation
A SNWP private nmanagenent communication is a SNV aut henticated
managemnment conmuni cati on (see Section 3.8) that is (possibly)

protected from di scl osure. A private nmanagenent communication is
represented by an ASN. 1 value with the syntax
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SnmpPrivMsg ::=[1] I MPLICI T SEQUENCE ({
pri vDst
OBJECT | DENTI FI ER
pri vDat a

[1] IMPLICIT OCTET STRI NG

For each SnnpPrivMsg val ue that represents a SNWP private nanagenent
communi cation, the follow ng statenments are true

o Its privDst conponent is called the privacy destination
and identifies the SNWP party to which the
communi cation is directed.

o Its privData conponent is called the privacy data and
represents the (possibly encrypted) serialization
(according to the conventions of [3] and [1]) of a SNW
aut henti cat ed nanagenent commruni cation (see
Section 3.8).

3.10 SNMP Managerent Communi cation C ass

A SNMP nanagenent conmuni cation class corresponds to a specific SNWP
PDU type defined in [1]. A managenent commruni cation class is
represented by an ASN. 1 | NTEGER val ue according to the type of the

i dentifying PDU (see Table 1).

Get 1
Get Next 2
Cet Response 4
Set 8
Trap 16

Tabl e 1: Managenent Conmuni cation C asses

The val ue by which a comunication class is represented is conputed
as 2 raised to the value of the ASN.1 context-specific tag for the
appropriate SNWP PDU

A set of managenent conmunication classes is represented by the ASN. 1
| NTEGER val ue that is the sumof the representations of the

communi cation classes in that set. The null set is represented by the
val ue zero
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3.11 SNMP Access Control Policy

A SNMP access control policy is a specification of a |ocal access
policy in ternms of the network management conmuni cation classes which
are authorized between pairs of SNMP parties. Architecturally, such a
specification conprises three parts

o0 the targets of SNWP access control - the SNWP parties
that may perform managenent operations as requested
by management communi cations received from ot her
parties,

0 the subjects of SNWP access control - the SNWVP parties
that may request, by sendi ng nmanagenent
conmuni cations to other parties, that nanagenent
operations be perforned, and

o0 the policy that specifies the classes of SNW
managenent conmuni cations that a particular target is
aut horized to accept froma particul ar subject.

Access to individual MB object instances is determined inplicitly
since by definition each (target) SNMP party perforns operations on
exactly one MB view. Thus, defining the pernmtted access of a
(reliably) identified subject party to a particular target party

ef fectively defines the access pernitted by that subject to that
target’s M B view and, accordingly, to particular MB object

i nst ances.

Conceptual ly, a SNMP access policy is represented by a collection of
ASN. 1 values with the foll owi ng syntax:

Acl Entry ::= SEQUENCE ({
acl Tar get
OBJECT | DENTI FI ER,
acl Subj ect

OBJECT | DENTI FI ER,
acl Privil eges
| NTEGER

For each such value that represents one part of a SNWP access policy,
the followi ng statenents are true:
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o Its acl Target conponent is called the target and
identifies the SNWP party to which the partial policy
pernmits access.

o Its acl Subject conponent is called the subject and
identifies the SNWP party to which the partial policy
grants privil eges.

o lts aclPrivileges conponent is called the privileges and
represents a set of SNWP nmanagenent conmmuni cation
cl asses that are authorized to be processed by the
specified target party when received fromthe specified
subj ect party.

3.12 SNMP Proxy Party

A SNWP proxy party is a SNWP party that performnms nmanagenent
operations by comunicating with another, logically renote party.

When communi cation between a logically renpte party and a SNWP proxy
party is via the SNMP (over any transport protocol), then the proxy
party is called a SNWP native proxy party. Depl oynent of SNWMP native
proxy parties is a nmeans whereby the processing or bandw dth costs of
managenent nmay be anortized or shifted -- thereby facilitating the
construction of |arge nanagenent systens.

When communi cation between a logically renpte party and a SNWP proxy
party is not via the SNVP, then the proxy party is called a SNWP
foreign proxy party. Deploynent of foreign proxy parties is a nmeans
wher eby ot herwi se unmanageabl e devices or portions of an internet may
be nmanaged via the SNWP

The transparency principle that defines the behavior of a SNW party
in general applies in particular to a SNMP proxy party:

The manner in which one SNVP party processes
SNMP protocol nessages received from anot her
SNWP party is entirely transparent to the latter

The transparency principle derives directly fromthe historical SNWP
phi | osophy of divorcing architecture frominplementation. To this

di chotony are attributable many of the nost val uable benefits in both
the informati on and di stribution nodels of the managenent franework
and it is the architectural cornerstone upon which | arge nmanagenent
systenms may be built. Consistent with this philosophy, although the

i npl enent ati on of SNMP proxy agents in certain environnents may
resenble that of a transport-layer bridge, this particular

i mpl enentation strategy (or any other!) does not nerit special
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recognition either in the SNMP nanagenent architecture or in standard
nmechani sns for proxy administration.

Implicit in the transparency principle is the requirenment that the
semanti cs of SNMP managenent operations are preserved between any two
SNWP peers. In particular, the "as if sinultaneous" semantics of a
Set operation are extrenely difficult to guarantee if its scope
extends to managenment information resident at nultiple network

| ocations. For this reason, proxy configurations that admit Set
operations that apply to information at nultiple |ocations are

di scouraged, although such operations are not explicitly precluded by
the architecture in those rare cases where they m ght be supported in
a conformant way.

Also inplicit in the transparency principle is the requirement that,
throughout its interaction with a proxy agent, a nmanagenent station
is supplied with no information about the nature or progress of the
proxy nechani snms by which its requests are realized. That is, it
shoul d seemto the managenent station -- except for any distinction
in underlying transport address -- as if it were interacting via SNW
directly with the proxied device. Thus, a tinmeout in the

communi cati on between a proxy agent and its proxied device should be
represented as a tinmeout in the communicati on between the managenent
station and the proxy agent. Simlarly, an error response froma
proxi ed device should -- as nuch as possible -- be represented by the
correspondi ng error response in the interaction between the proxy
agent and managenent station.

3.13 Pr ocedur es

This section describes the procedures followed by a SNVMP protoco
entity in processing SNVWP nessages. These procedures are i ndependent
of the particular authentication and privacy protocols that nmay be in
use.

3.13.1 CGenerating a Request

This section describes the procedure foll owed by a SNWMP protoco
entity whenever either a nanagenent request or a trap notification is
to be transmtted by a SNWP party.

1. An ASN. 1 SnnmpMgnt Com val ue i s constructed for
whi ch the srcParty conponent identifies the originating
party, for which the dstParty conponent identifies the
receiving party, and for which the other conponent
represents the desired nanagenent operation
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2. The local database is consulted to determ ne the
aut henti cation protocol and other rel evant infornation
for the originating SNVWP party.

3. An ASN. 1 SnnpAut hMsg value is constructed with
the follow ng properties:

o Its authlnfo conponent is constructed according
to the authentication protocol specified for the
originating party.

In particular, if the authentication protocol for the
originating SNWP party is identified as noAuth,

then this conponent corresponds to the OCTET

STRI NG val ue of zero | ength.

o Its authData conponent is the constructed
SnnmpMgnt Com val ue.

4. The | ocal database is consulted to deternine the privacy
protocol and other relevant information for the receiving
SNVP party.

5. An ASN. 1 SnnpPrivMsg value is constructed with the
foll owi ng properties:

o Its privDst conmponent identifies the receiving
SNVP party.

o Its privData conponent is the (possibly
encrypted) serialization of the SnnpAut hMsg
val ue according to the conventions of [3] and [1].

In particular, if the privacy protocol for the
receiving SNWP party is identified as noPriv, then
the privData conponent is unencrypted.

O herwi se, the privData conponent is processed
according to the privacy protocol

6. The constructed SnnpPrivMsg value is serialized
according to the conventions of [3] and [1].

7. The serialized SnnpPrivMsg value is transnitted

using the transport address and transport donain for
the receiving SNW party.
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3.13.2 Processing a Recei ved Conmuni cati on

This section describes the procedure foll owed by a SNWMP protoco
entity whenever a managenment communication is received.

1. If the received nessage is not the serialization (according
to the conventions of [3] and [1]) of an ASN. 1
SnnpPri vMsg val ue, then that nmessage is discarded
wi t hout further processing.

2. The local database is consulted for information about
the receiving SNWP party identified by the privDst
component of the SnnpPrivMsg val ue.

3. If information about the receiving SNWP party is absent
fromthe | ocal database, or specifies a transport domain
and address which indicates that the receiving party’s
operation is not realized by the | ocal SNWP protoco
entity, then the received nessage is discarded wi thout
further processing.

4. An ASN. 1 OCTET STRING value is constructed
(possi bly by decryption, according to the privacy
protocol in use) fromthe privData conponent of said
SnnmpPri vMsg val ue.

In particular, if the privacy protocol recorded for the
party is noPriv, then the OCTET STRI NG val ue
corresponds exactly to the privData conponent of the
SnnpPri vMsg val ue.

5. If the OCTET STRING value is not the serialization
(according to the conventions of [3] and [1]) of an ASN. 1
SnmpAut hMsg val ue, then the received nessage is
di scarded wi t hout further processing.

6. If the dstParty conponent of the authbData
component of the obtai ned SnnmpAut hMsg val ue is
not the same as the privDst conponent of the
SnmpPri vMsg val ue, then the received nessage is
di scarded wi t hout further processing.

7. The local database is consulted for information about
the originating SNWP party identified by the srcParty
component of the authData conmponent of the
SnnmpAut hMsg val ue.
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8. If information about the originating SNVWP party is
absent fromthe |ocal database, then the received
nmessage i s discarded w thout further processing.

9. The obtai ned SnnmpAut hMsg val ue i s eval uated
according to the authentication protocol and other
rel evant information associated with the originating
SNMP party in the | ocal database.

In particular, if the authentication protocol is identified
as noAut h, then the SnnpAut hMsg val ue is al ways
eval uated as aut hentic.

10. If the SnnmpAut hMsg val ue is eval uated as
unaut hentic, then the received nessage is discarded
wi t hout further processing, and an authentication failure
i s noted.

11. The ASN. 1 SnnpMgnt Com val ue is extracted from
t he aut hDat a conponent of the SnnmpAut hVsg
val ue.

12. The | ocal database is consulted for access privil eges
permtted by the local access policy to the originating
SNWP party with respect to the receiving SNWP party.

13. The managenment conmuni cation class is detern ned
fromthe ASN. 1 tag val ue associated with the
SnnmpMgnt Com val ue.

14. | f the managenent conmunication class of the received
nessage is either 16 or 4 (i.e., Trap or GetResponse) and
this class is not anbng the access privileges, then the
recei ved message is discarded without further processing.

15. If the nmanagenent conmmunication class of the received
message i s not anong the access privil eges, then the
recei ved message is discarded without further processing
after generation and transni ssion of a response nessage.
This response nessage is directed to the originating
SNWP party on behalf of the receiving SNWP party. Its
var-bind-list and request-id conponents are identica
to those of the received request. Its error-index
conponent is zero and its error-status component is
readOnly.

16. If the proxied party associated with the receiving SNWVP
party in the | ocal database is identified as noProxy,
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t hen the nmanagenent operation represented by the
SnnmpMgnt Com val ue is perforned by the receiving

SNMP protocol entity with respect to the MB view
identified with the receiving SNMP party according to
the procedures set forth in [1].

17. If the proxied party associated with the receiving SNWP
party in the | ocal database is not identified as noProxy,
then the managenent operation represented by the
SnmpMgmt Com val ue i s perfornmed through
appropriate cooperation between the receiving SNVP
party and the identified proxied party.

In particular, if the transport donmain associated with
the identified proxied party in the |local database is
rfcl351Domai n, then the operation requested by

the received nmessage is perfornmed by the generation of a
correspondi ng request to the proxied party on behal f of
the receiving party. If the received nessage requires a
response fromthe [ ocal SNWP protocol entity, then that
response i s subsequently generated fromthe response (if
any) received fromthe proxied party corresponding to
the newly generated request.

3.13.3 Cenerating a Response

This section describes the procedure foll owed by a SNWP protoco
entity whenever a response to a managenent request is generated.

The procedure for generating a response to a SNVP nanagenent request
is identical to the procedure for transnitting a request (see Section
3.13.1), except for the derivation of the transport donmain and

address information. In this case, the response is transnmitted using
the transport domain and address from which the correspondi ng request
originated -- even if that is different fromthe transport

information recorded in the |ocal database.
4. Application of the Mdel
This section describes how the adninistrative nodel set forth above
is applied to realize effective network managenent in a variety of
configurations and environnents. Several types of adnministrative
configurations are identified, and an exanple of each is presented.
4.1 Non- Secure M ni mal Agent Configuration

This section presents an exanple configuration for a mninmal, non-
secure SNMP agent that interacts with one or nore SNMP nanagenent
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stations. Table 2 presents information about SNMP parties that is
known both to the ninimal agent and to the manager, while Table 3
presents sinmilarly comon information about the |ocal access policy.

As represented in Table 2, the exanple agent party operates at UDP
port 161 at IP address 1.2.3.4 using the party identity gracie; the
exanpl e manager operates at UDP port 2001 at |IP address 1.2.3.5 using
the identity george. At minimm a non-secure SNVP agent

i mpl erent ati on nust provide for administrative configuration (and
non-vol atile storage) of the identities and transport addresses of
two SNWVP parties: itself and a renote peer. Strictly speaking, other

i nformati on about these two parties (including access policy

i nformati on) need not be configurable.

Suppose that the nanaging party george wi shes to interrogate the
agent nanmed gracie by issuing a SNMP Get Next request nessage. The
manager consults its | ocal database of party information. Because the
aut hentication protocol for the party george is recorded as noAuth,
the Get Next request nessage generated by the nanager is not

| dentity gracie geor ge
(agent) (manager)

Domai n rfcl351Domai n rfcl351Domai n

Addr ess 1.2.3.4, 161 1.2.3.5, 2001

Proxied Party noPr oxy noPr oxy

Aut h Prot noAut h noAut h

Auth Priv Key " "
Aut h Pub Key " "

Aut h d ock 0 0
Auth Last Msg 0 0
Auth Lifetine 0 0
Priv Prot noPriv noPriv

Priv Priv Key " "
Priv Pub Key " "

Table 2: Party Information for Mninal Agent

Tar get Subj ect Privil eges
gracie geor ge 3
geor ge gracie 20

Tabl e 3: Access Information for M ninmal Agent

authenticated as to origin and integrity. Because, according to the
manager’ s database, the privacy protocol for the party gracie is
noPriv, the GetNext request nessage is not protected from di scl osure.
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Rather, it is sinply assenbled, serialized, and transnitted to the
transport address (IP address 1.2.3.4, UDP port 161) associated in
t he manager’s database with the party gracie.

When the Get Next request message is received at the agent, the
identity of the party to which it is directed (gracie) is extracted
fromthe nmessage, and the receiving protocol entity consults its

| ocal database of party information. Because the privacy protocol for
the party gracie is recorded as noPriv, the received nessage is
assuned not to be protected fromdisclosure. Simlarly, the identity
of the originating party (george) is extracted, and the local party
dat abase is consulted. Because the authentication protocol for the
party george is recorded as noAuth, the received nessage is

i medi ately accepted as authentic.

The received nmessage is fully processed only if the access policy

dat abase | ocal to the agent authorizes Get Next request conmmunications
by the party george with respect to the agent party gracie. The
access policy database presented as Tabl e 3 authorizes such

communi cations (as well as Get operations).

When the received request is processed, a Get Response nessage is
generated with gracie as the source party and george, the party from
which the request originated, as the destination party. Because the
aut henti cation protocol for gracie is recorded in the local party
dat abase as noAuth, the generated Cet Response nessage i s not
authenticated as to origin or integrity. Because, according to the

| ocal dat abase, the privacy protocol for the party george is noPriv,
the response nessage is not protected from di scl osure. The response
message is transnitted to the transport address from which the
correspondi ng request originated -- without regard for the transport
address associated with george in the |ocal database.

When the generated response is received by the manager, the identity
of the party to which it is directed (george) is extracted fromthe
nmessage, and the manager consults its |ocal database of party

i nformati on. Because the privacy protocol for the party george is
recorded as noPriv, the received response is assuned not to be
protected fromdisclosure. Sinilarly, the identity of the originating
party (gracie) is extracted, and the |local party database is

consul ted. Because the authentication protocol for the party gracie
is recorded as noAuth, the received response is inmedi ately accepted
as aut henti c.

The received nmessage is fully processed only if the access policy
dat abase | ocal to the nanager authorizes Get Response comuni cations
by the party gracie with respect to the nmanager party george. The
access policy database presented as Tabl e 3 authorizes such response
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messages (as well as Trap nessages).
4.2 Secure M nimal Agent Configuration

This section presents an exanple configuration for a secure, mninm
SNMP agent that interacts with a single SNVWP nmanagenent station

Tabl e 4 presents infornmati on about SNWP parties that is known both to
the mnimal agent and to the nmanager, while Table 5 presents
simlarly conmon information about the | ocal access policy.

The interaction of nmanager and agent in this configuration is very
simlar to that sketched above for the non-secure mininal agent --
except that all protocol nessages are authenticated as to origin and
integrity and protected fromdisclosure. This exanple requires
encryption in order to support distribution of secret keys via the
SNWP itself. A nore el aborate exanpl e conprising an additional pair
of SNMP parties could support the exchange of non-secret information
in authenticated nessages w thout incurring the cost of encryption

An actual secure agent configuration nay require SNMP parties for
whi ch the authentication and privacy protocols are noAuth and noPriv,
respectively, in order to support clock synchronization (see [4]).
For clarity, these additional parties are not represented in this

exanpl e.
| dentity ollie stan
(agent) (manager)
Donmai n rfc1351Donai n rfc1351Donai n
Addr ess 1.2.3.4, 161 1.2.3.5, 2001
Proxied Party noPr oxy noPr oxy
Aut h Pr ot nd5Aut hPr ot ocol nd5Aut hPr ot oco
Auth Priv Key "0123456789ABCDEF" "GH JKL0123456789"
Aut h Pub Key " "
Aut h d ock 0 0
Aut h Last Msg 0 0
Auth Lifetine 500 500
Priv Prot desPri vPr ot ocol desPri vPr ot ocol
Priv Priv Key " MNOPQR0123456789" " STUVWK0123456789"

Priv Pub Key " "

Table 4: Party Information for Secure M ninmal Agent

Tar get Subj ect Privil eges
ollie stan 3
stan ollie 20

Tabl e 5: Access Information for Secure M ninal Agent
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As represented in Table 4, the exanple agent party operates at UDP
port 161 at IP address 1.2.3.4 using the party identity ollie; the
exanpl e manager operates at UDP port 2001 at |IP address 1.2.3.5 using
the identity stan. At minimum a secure SNWP agent inplenentation
must provide for adm nistrative configuration (and non-volatile
storage) of relevant infornmation about two SNVP parties: itself and a
renote peer. Both ollie and stan authenticate all nessages that they
generate by using the SNWP aut hentication protocol nd5Aut hProtoco

and their distinct, private authentication keys. Al though these
private authentication key val ues ("0123456789ABCDEF" and

"GH JKL0123456789") are presented here for expository purposes,

know edge of private authentication keys is not normally afforded to
hunman beings and is confined to those portions of the protoco

i mpl ementation that require it.

When usi ng the nmd5Aut hProt ocol, the public authentication key for
each SNWP party is never used in authentication and verification of
SNMP exchanges. Al so, because the nd5Aut hProtocol is symmetric in
character, the private authentication key for each party nust be
known to another SNMP party with which authenticated conmunication is
desired. In contrast, asynmetric (public key) authentication

prot ocol s woul d not depend upon sharing of a private key for their
operati on.

Al'l protocol nessages originated by the party stan are encrypted on
transm ssion using the desPrivProtocol privacy protocol and the
private key "STUWKX0123456789"; they are decrypted upon reception
according to the sanme protocol and key. Simlarly, all nmessages
originated by the party ollie are encrypted on transm ssion using the
desPrivProtocol protocol and private privacy key "MOPQR0123456789"
they are correspondi ngly decrypted on reception. As with

aut henti cati on keys, know edge of private privacy keys is not
normal Iy afforded to hunan beings and is confined to those portions
of the protocol inplenmentation that require it.

4.3 Proxy Configuration

This section presents exanples of SNMP proxy configurations. On one
hand, foreign proxy configurations provide the capability to nmanage
non- SNMP devi ces. On the other hand, native proxy configurations

all ow an administrator to shift the conputational burden of rich
managenent functionality away from network devi ces whose prinmary task
is not nmanagenent. To the extent that SNMP proxy agents function as
poi nts of aggregation for managenent information, proxy
configurations may al so reduce the bandw dth requirenments of |arge-
scal e managenent activities.

The exanpl e configurations in this section are sinplified for
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clarity: actual configurations nmay require additional parties in
order to support clock synchronization and distribution of secrets.

4.3.1 Forei gn Proxy Configuration

This section presents an exanple configuration by which a SNW
managenent station nmay nanage network el enents that do not thensel ves
support the SNMP. This configuration centers on a SNMP proxy agent
that realizes SNWP managenent operations by interacting with a non-
SNMP device using a proprietary protocol

Table 6 presents informati on about SNVP parties that is recorded in
the | ocal database of the SNMP proxy agent. Table 7 presents

i nformation about SNWVP parties that is recorded in the |ocal database
of the SNWP managenent station. Table 8 presents information about
the access policy specified by the | ocal adninistration

As represented in Table 6, the proxy agent party operates at UDP port
161 at I P address 1.2.3.5 using the party identity noe; the exanple
manager operates at UDP port 2002 at | P address 1.2.3.4 using the
identity larry. Both larry and noe authenticate all messages that
they generate by using the protocol nd5Aut hProtocol and their

di stinct, private authentication keys. Al though these private

aut henti cati on key val ues ("0123456789ABCDEF" and

Identity larry noe curly
(manager) (proxy) (proxi ed)

Domai n rfc1351Domai n rfc1351Domai n acmeMgnt Prt c

Addr ess 1.2.3.4, 2002 1.2.3.5, 161 0x98765432

Proxied Party noPr oxy curly noPr oxy

Aut h Prot nmd5Aut hPr ot ocol nmd5Aut hPr ot ocol noAut h

Auth Priv Key  "0123456789ABCDEF" "GHI JKL0123456789" ""
Auth Pub Key o o "

Aut h d ock 0 0 0
Aut h Last Msg 0 0 0
Auth Lifetine 500 500 0
Priv Prot noPriv noPriv noPriv

Priv Priv Key " " "
Pr i V Pub Key nn nn nn

Table 6: Party Information for Proxy Agent
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Identity

Domai n

Addr ess
Proxied Party
Aut h Prot
Auth Priv Key
Aut h Pub Key
Aut h d ock
Auth Last Msg
Auth Lifetine
Priv Prot
Priv Priv Key
Priv Pub Key

Table 7: Party Information for

Tar get

noe

larry

Tabl e 8: Access Information for

SNVP Admi ni strati ve Model

larry

(manager)

rf c1351Donai n
1.2.3.4, 2002
noPr oxy
nmd5Aut hPr ot ocol
"0123456789ABCDEF"
0

0

500

noPriv

Subj ect
larry 3
noe 20

noe

(proxy)
rfcl351Domai n
1.2.3.5, 161
noPr oxy

nd5Aut hPr ot ocol
"GH JKL0123456789"
0

0

500

noPriv

Managenent Station

Privil eges

Forei gn Proxy

July 1992

"GH JKL0123456789") are presented here for expository purposes,
know edge of private keys is not normally afforded to human bei ngs

and is confined to those portions of the protocol

require it.

Al t hough al |

to sinmplify this exanple,
proxy agent sends or receives private SNMP communi cati ons.
privacy protocol for each of themis recorded as noPriv.

The party curly does not send or receive SNV protoco

rat her, all

proprietary protocol

entities wll

i mpl enent ati on t hat

SNMP agents that use cryptographic keys in their
communi cation with other protocol
engage in private SNMP exchanges to distribute those keys,
neit her the managenent station nor the

Thus, the

al nost certainly
in order

nessages;
communi cation with that party proceeds via a hypothetica
identified by the value acmeMgnt Prt cl

Because

the party curly does not participate in the SNMP, many of the

attributes recorded for that party in a loca

dat abase are ignored

In order to interrogate the proprietary device associated with the

party curly,

t he managenent station larry constructs a SNMP CGet Next

request and transmits it to the party noe operating (see Table 7) at

UDP port 161, and IP address 1.2.3.5. This request

using the private authentication key "0123456789ABCDEF. "
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When that request is received by the party noe, the originator of the
message is verified as being the party larry by using |ocal know edge
(see Table 6) of the private authentication key "0123456789ABCDEF. "
Because party larry is authorized to issue GetNext requests with
respect to party noe by the rel evant access control policy (Table 8),
the request is accepted. Because the |ocal database records the
proxied party for party noe as curly, the request is satisfied by its
translation into appropriate operations of the acneMgnt Prtcl directed
at party curly. These new operations are transnitted to the party
curly at the address 0x98765432 in the acmeMgnt Prtcl domain.

When and if the proprietary protocol exchange between the proxy agent
and the proprietary device concludes, a SNW Get Response nanagenent
operation is constructed by the SNMP party nobe to relay the results
to party larry. This response conmunication is authenticated as to
origin and integrity using the authentication protocol

md5Aut hProt ocol and private authentication key "CGH JKL0123456789"
specified for transmissions fromparty noe. It is then transmtted to
the SNVP party larry operating at the nmanagenent station at IP
address 1.2.3.4 and UDP port 2002 (the source address for the
correspondi ng request).

When this response is received by the party larry, the originator of
the nm