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1. Introduction
1.1. Background

In general, a public-key certificate (hereinafter "certificate")
binds a public key held by an entity (such as person, organization
account, device, or site) to a set of infornation that identifies the
entity associated with use of the corresponding private key. |In nost
cases involving identity certificates, this entity is known as the
"subject" or "subscriber" of the certificate. Two exceptions,
however, include devices (in which the subscriber is usually the

i ndi vidual or organization controlling the device) and anonynous
certificates (in which the identity of the individual or organization
is not available fromthe certificate itself). Qher types of
certificates bind public keys to attributes of an entity other than
the entity’'s identity, such as a role, a title, or creditworthiness

i nformati on.

A certificate is used by a "certificate user" or "relying party" that
needs to use, and rely upon the accuracy of, the binding between the
subj ect public key distributed via that certificate and the identity
and/ or other attributes of the subject contained in that certificate.
A relying party is frequently an entity that verifies a digita
signature fromthe certificate' s subject where the digital signature
is associated with an email, web form electronic docunent, or other
data. Oher exanples of relying parties can include a sender of
encrypted email to the subscriber, a user of a web browser relying on
a server certificate during a secure sockets |ayer (SSL) session, and
an entity operating a server that controls access to online
information using client certificates as an access control nechani sm
In summary, a relying party is an entity that uses a public key in a
certificate (for signature verification and/or encryption). The
degree to which a relying party can trust the binding enbodied in a
certificate depends on several factors. These factors can include
the practices followed by the certification authority (CA) in

aut henticating the subject; the CA's operating policy, procedures,
and security controls; the scope of the subscriber’s responsibilities
(for exanmple, in protecting the private key); and the stated
responsibilities and liability ternms and conditions of the CA (for
exanpl e, warranties, disclainers of warranties, and linitations of
liability).

A Version 3 X. 509 certificate may contain a field declaring that one
or nore specific certificate policies apply to that certificate
[1SOL]. According to X.509, a certificate policy (CP) is "a naned
set of rules that indicates the applicability of a certificate to a
particul ar community and/or class of applications with conmon
security requirenents.” A CP nmay be used by a relying party to help
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in deciding whether a certificate, and the binding therein, are
sufficiently trustworthy and otherw se appropriate for a particular
application. The CP concept is an outgrowh of the policy statenent
concept devel oped for Internet Privacy Enhanced Mail [PEML] and
expanded upon in [BAUl]. The legal and liability aspects presented
in Section 4.9 are outconmes of a collaborative effort between | ETF
PKI X wor ki ng group and the American Bar Associ ati on (ABA) nenbers who
have worked on | egal acceptance of digital signature and role of PK
in that acceptance.

A nore detail ed description of the practices followed by a CAin

i ssuing and ot herwi se managing certificates nay be contained in a
certification practice statement (CPS) published by or referenced by
the CA. According to the Anerican Bar Association |Information
Security Committee’s Digital Signature Guidelines (hereinafter

"DSG') (1) and the Information Security Conmittee’s PKI Assessnent

Cui delines (hereinafter "PAG')(2), "a CPS is a statenent of the
practices which a certification authority enploys in issuing
certificates." [ABAl, ABA2] |In general, CPSs also describe practices
relating to all certificate lifecycle services (e.g., issuance,
managenent, revocation, and renewal or re-keying), and CPSs provide
details concerning other business, legal, and technical matters. The
terns contained in a CP or CPS may or may not be binding upon a PKI's
participants as a contract. A CP or CPS nay itself purport to be a
contract. Mre comonly, however, an agreenent may incorporate a CP
or CPS by reference and therefore attenpt to bind the parties of the
agreement to sone or all of its terns. For exanple, sone PKls may
utilize a CP or (nore commonly) a CPS that is incorporated by
reference in the agreenent between a subscriber and a CA or RA
(called a "subscriber agreenent") or the agreenent between a relying

party and a CA (called a "relying party agreenent” or "RPA"). In
ot her cases, however, a CP or CPS has no contractual significance at
all. A PKI may intend these CPs and CPSs to be strictly

i nformati onal or disclosure docunents.
1.2. Purpose

The purpose of this document is twofold. First, the docunent aims to
explain the concepts of a CP and a CPS, describe the differences

bet ween these two concepts, and describe their relationship to
subscri ber and relying party agreenents. Second, this docunent ains
to present a framework to assist the witers and users of certificate
policies or CPSs in drafting and understandi ng these docunents. In
particular, the franework identifies the elenents that nmay need to be
considered in fornulating a CP or a CPS. The purpose is not to
define particular certificate policies or CPSs, per se. Moreover,
this docunent does not aimto provide | egal advice or reconmendations
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as to particular requirenents or practices that should be contained
within CPs or CPSs. (Such reconmmendations, however, appear in
[ ABA2] .)

1.3. Scope

The scope of this docunent is Iimted to discussion of the topics
that can be covered in a CP (as defined in X 509) or CPS (as defined
in the DSG and PAG. In particular, this docunent describes the
types of information that should be considered for inclusion in a CP
or a CPS. \While the framework as presented general ly assunes use of
the X 509 version 3 certificate format for the purpose of providing
assurances of identity, it is not intended that the nmaterial be
restricted to use of that certificate format or identity
certificates. Rather, it is intended that this framework be
adaptable to other certificate formats and to certificates providing
assurances other than identity that may conme into use

The scope does not extend to defining security policies generally
(such as organi zation security policy, systemsecurity policy, or
data labeling policy). Further, this docunent does not define a
specific CP or CPS. Moreover, in presenting a framework, this
docunent should be viewed and used as a flexible tool presenting
topi cs that should be considered of particular relevance to CPs or
CPSs, and not as a rigid fornmula for producing CPs or CPSs.

Thi s docunent assumes that the reader is faniliar with the genera
concepts of digital signatures, certificates, and public-key
infrastructure (PKlI), as used in X 509, the DSG and the PAG

2. Definitions
Thi s docunent nakes use of the follow ng defined terns:

Activation data - Data val ues, other than keys, that are required to
operate cryptographic nodules and that need to be protected (e.g., a
PIN, a passphrase, or a nanually-held key share).

Aut hentication - The process of establishing that individuals,

organi zations, or things are who or what they claimto be. 1In the
context of a PKI, authentication can be the process of establishing
that an individual or organization applying for or seeking access to
sonet hing under a certain nane is, in fact, the proper individual or
organi zation. This corresponds to the second process involved with
identification, as shown in the definition of "identification" bel ow
Aut hentication can also refer to a security service that provides
assurances that individuals, organizations, or things are who or what
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they claimto be or that a nessage or other data originated froma
speci fic individual, organization, or device. Thus, it is said that
a digital signature of a message authenticates the message’s sender.

CA-certificate - A certificate for one CA's public key issued by
anot her CA

Certificate policy (CP) - A naned set of rules that indicates the
applicability of a certificate to a particular community and/or class
of application with conmon security requirenents. For exanple, a
particular CP might indicate applicability of a type of certificate
to the authentication of parties engaging in business-to-business
transactions for the trading of goods or services within a given
price range.

Certification path - An ordered sequence of certificates that,
together with the public key of the initial object in the path, can
be processed to obtain that of the final object in the path.

Certification Practice Statenment (CPS) - A statenent of the practices
that a certification authority enploys in issuing, managing,
revoki ng, and renewi ng or re-keying certificates.

CPS Summary (or CPS Abstract) - A subset of the provisions of a
complete CPS that is nade public by a CA

Identification - The process of establishing the identity of an

i ndi vi dual or organization, i.e., to show that an individual or
organi zation is a specific individual or organization. 1In the
context of a PKI, identification refers to two processes:

(1) establishing that a given nane of an individual or organization
corresponds to a real-world identity of an individual or
organi zati on, and

(2) establishing that an individual or organization applying for or
seeki ng access to sonething under that nane is, in fact, the
named i ndividual or organization. A person seeking
identification nay be a certificate applicant, an applicant for
enpl oynent in a trusted position within a PKI participant, or a
person seeking access to a network or software application, such
as a CA admi nistrator seeking access to CA systens.

Issuing certification authority (issuing CA) - In the context of a

particular certificate, the issuing CAis the CA that issued the
certificate (see also Subject certification authority).
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Participant - An individual or organization that plays a role within
a given PKI as a subscriber, relying party, CA RA certificate
manuf acturing authority, repository service provider, or simlar
entity.

PKI Disclosure Statenment (PDS) - An instrunent that supplenents a CP
or CPS by disclosing critical information about the policies and
practices of a CAPKI. A PDS is a vehicle for disclosing and

enphasi zing informati on normal Iy covered in detail by associated CP
and/ or CPS docunments. Consequently, a PDS is not intended to replace
a CP or CPS.

Policy qualifier - Policy-dependent information that nay acconpany a
CP identifier in an X. 509 certificate. Such information can include
a pointer to the URL of the applicable CPS or relying party
agreement. It may also include text (or nunber causing the
appearance of text) that contains ternms of the use of the certificate
or other legal information.

Regi stration authority (RA) - An entity that is responsible for one
or nmore of the following functions: the identification and

aut hentication of certificate applicants, the approval or rejection
of certificate applications, initiating certificate revocations or
suspensi ons under certain circunstances, processing subscriber
requests to revoke or suspend their certificates, and approving or
rejecting requests by subscribers to renew or re-key their
certificates. RAs, however, do not sign or issue certificates (i.e.
an RA is delegated certain tasks on behalf of a CA). [Note: The term
Local Registration Authority (LRA) is sometines used in other
docunents for the same concept. ]

Relying party - Arecipient of a certificate who acts in reliance on
that certificate and/or any digital signatures verified using that
certificate. In this docunent, the ternms "certificate user" and
"relying party" are used interchangeably.

Relying party agreenment (RPA) - An agreenment between a certification

authority and relying party that typically establishes the rights and
responsibilities between those parties regarding the verification of

digital signatures or other uses of certificates.

Set of provisions - A collection of practice and/or policy
statenents, spanning a range of standard topics, for use in
expressing a CP or CPS enploying the approach described in this
f ranewor k.
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Subj ect certification authority (subject CA) - In the context of a
particular CA-certificate, the subject CAis the CA whose public key
is certified in the certificate (see also Issuing certification

aut hority).

Subscriber - A subject of a certificate who is issued a certificate.

Subscri ber Agreement - An agreenent between a CA and a subscri ber
that establishes the right and responsibilities of the parties
regardi ng the issuance and managenent of certificates.

Validation - The process of identification of certificate applicants.
"Validation" is a subset of "identification" and refers to
identification in the context of establishing the identity of
certificate applicants.

3. Concepts

This section explains the concepts of CP and CPS, and describes their
relationship with other PKI docunents, such as subscriber agreenents
and relying party agreenments. Oher related concepts are al so
described. Sone of the material covered in this section and in sone
other sections is specific to certificate policies extensions as
defined X 509 version 3. Except for those sections, this franework
is intended to be adaptable to other certificate fornats that may
cone into use

3.1. Certificate Policy

When a certification authority issues a certificate, it is providing
a statenent to a certificate user (i.e., arelying party) that a
particular public key is bound to the identity and/or other
attributes of a particular entity (the certificate subject, which is
usual ly al so the subscriber). The extent to which the relying party
should rely on that statenent by the CA, however, needs to be
assessed by the relying party or entity controlling or coordinating
the way relying parties or relying party applications use
certificates. Different certificates are issued follow ng different
practices and procedures, and may be suitable for different
appl i cations and/ or purposes.

The X. 509 standard defines a CP as "a naned set of rules that
indicates the applicability of a certificate to a particular
community and/or class of application with comobn security

requi renents” [ISOL]. An X 509 Version 3 certificate may identify a
specific applicable CP, which nmay be used by a relying party to
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deci de whether or not to trust a certificate, associated public key,
or any digital signatures verified using the public key for a
particul ar purpose.

CPs typically fall into two major categories. First, sone CPs
"indicate the applicability of a certificate to a particul ar
community" [1SOL]. These CPs set forth requirenents for certificate
usage and requirenents on nenbers of a comunity. For instance, a CP
may focus on the needs of a geographical comunity, such as the ETSI
policy requirenments for CAs issuing qualified certificates [ETS]

Also, a CP of this kind may focus on the needs of a specific

vertical -market comunity, such as financial services [IDT].

The second category of typical CPs "indicate the applicability of a
certificate toa . . . class of application with conmon security
requirenents."” These CPs identify a set of applications or uses for
certificates and say that these applications or uses require a
certain level of security. They then set forth PKI requirenents that
are appropriate for these applications or uses. A CP within this
category often nmakes sets requirenents appropriate for a certain

"l evel of assurance" provided by certificates, relative to
certificates issued pursuant to related CPs. These |evels of
assurance may correspond to "cl asses"” or "types" of certificates.

For instance, the Governnent of Canada PKI Policy Managenent

Aut hority (GOC PMA) has established eight certificate policies in a
singl e docunent [GOC], four policies for certificates used for
digital signatures and four policies for certificates used for
confidentiality encryption. For each of these applications, the
docunent establishes four |evels of assurances: rudinentary, basic,
medi um and high. The GOC PVA described certain types of digita
signature and confidentiality uses in the docunent, each with a
certain set of security requirements, and grouped theminto eight
categories. The GOC PMA t hen established PKI requirenents for each
of these categories, thereby creating eight types of certificates,
each providing rudinentary, basic, nedium or high | evels of
assurance. The progression fromrudinentary to high | evels
corresponds to increasing security requirenents and correspondi ng

i ncreasing | evel s of assurance.

A CPis represented in a certificate by a unique nunber called an
"Cbject ldentifier" (OD). That AOD, or at |least an "arc", can be
registered. An "arc" is the beginning of the nunmerical sequence of
an ODand is assigned to a particular organi zation. The

regi stration process follows the procedures specified in I1SQOIEC and
| TU standards. The party that registers the OD or arc also can
publish the text of the CP, for examination by relying parties. Any
one certificate will typically declare a single CP or, possibly, be
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i ssued consistent with a small nunber of different policies. Such
decl aration appears in the Certificate Policies extension of a X 509
Version 3 certificate. Wen a CA places nultiple CPs within a
certificate's Certificate Policies extension, the CAis asserting
that the certificate is appropriate for use in accordance with any of
the listed CPs.

CPs also constitute a basis for an audit, accreditation, or another
assessnent of a CA. Each CA can be assessed against one or nore
certificate policies or CPSs that it is recognized as inplenenting.
When one CA issues a CA-certificate for another CA, the issuing CA
nmust assess the set of certificate policies for which it trusts the
subj ect CA (such assessnment nmay be based upon an assessnent with
respect to the certificate policies involved). The assessed set of
certificate policies is then indicated by the issuing CAin the CA
certificate. The X. 509 certification path processing | ogic enploys
these CP indications in its well-defined trust nodel.

3.2. Certificate Policy Exanples

For exanpl e purposes, suppose that the International Air Transport
Associ ation (I ATA) undertakes to define sone certificate policies for
use throughout the airline industry, in a PKI operated by IATA in
conbination with PKIs operated by individual airlines. Two CPs night
be defined - the | ATA General - Purpose CP, and the | ATA Conmer ci al -
Grade CP

The | ATA General - Purpose CP could be used by industry personnel for
protecting routine information (e.g., casual electronic mail) and for
aut henti cating connections fromWrld Wde Wb browsers to servers
for general information retrieval purposes. The key pairs nay be
generated, stored, and managed using | ow cost, software-based
systens, such as commercial browsers. Under this policy, a
certificate may be automatically issued to anybody listed as an

enpl oyee in the corporate directory of |ATA or any nenber airline who
submits a signed certificate request formto a network adm nistrator
in his or her organization

The | ATA Conmerci al - Grade CP could be used to protect financia
transacti ons or binding contractual exchanges between airlines.

Under this policy, IATA could require that certified key pairs be
generated and stored in approved cryptographi c hardware tokens.
Certificates and tokens could be provided to airline enployees with
di sbursement authority. These authorized individuals mght then be
required to present thenselves to the corporate security office, show
a valid identification badge, and sign a subscriber agreenent
requiring themto protect the token and use it only for authorized
pur poses, as a condition of being issued a token and a certificate.
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3.3. X. 509 Certificate Fields

The followi ng extension fields in an X 509 certificate are used to
support CPs:

Certificate Policies extension
Pol i cy Mappi ngs extension; and
* Policy Constraints extension

3.3.1. Certificate Policies Extension

A Certificate Policies field lists CPs that the certification
authority declares are applicable. Using the exanple of the | ATA
Cener al - Purpose and Conmerci al - Grade policies defined in Section 3.2,
the certificates issued to regular airline enployees would contain
the object identifier for General -Purpose policy. The certificates

i ssued to the enployees with di sbursenment authority would contain the
object identifiers for both the General - Purpose policy and the
Commer ci al -Grade policy. The inclusion of both object identifiers in
the certificates neans that they woul d be appropriate for either the
Gener al - Purpose or Commercial -G ade policies. The Certificate
Policies field may al so optionally convey qualifier values for each
identified policy; the use of qualifiers is discussed in Section 3.4.

When processing a certification path, a CP that is acceptable to the
relying party application nust be present in every certificate in the
path, i.e., in CA-certificates as well as end entity certificates.

If the Certificate Policies field is flagged critical, it serves the
sanme purpose as descri bed above but al so has an additional role.
Specifically, it indicates that the use of the certificate is
restricted to one of the identified policies, i.e., the certification
authority is declaring that the certificate nmust only be used in
accordance with the provisions of at |east one of the listed CPs.
This field is intended to protect the certification authority agai nst
clains for danmges asserted by a relying party who has used the
certificate for an inappropriate purpose or in an inappropriate
manner, as stipulated in the applicable CP

For exanple, the Internal Revenue Service night issue certificates to
taxpayers for the purpose of protecting tax filings. The Interna
Revenue Service understands and can accomopdate the risks of
erroneously issuing a bad certificate, e.g., to an inposter

Suppose, however, that soneone used an Internal Revenue Service tax-
filing certificate as the basis for encrypting nulti-nillion-dollar-
val ue proprietary trade secrets, which subsequently fell into the
wrong hands because of a cryptanalytic attack by an attacker who is
abl e to decrypt the nmessage. The Internal Revenue Service nmay want
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to defend itself against clains for danmages in such circunstances by
pointing to the criticality of the Certificate Policies extension to
show t hat the subscriber and relying party nisused the certificate.
The critical-flagged Certificate Policies extension is intended to
mtigate the risk to the CA in such situations

3.3.2. Policy Mppings Extension

The Policy Mappings extension may only be used in CA-certificates.
This field allows a certification authority to indicate that certain
policies inits own domain can be considered equivalent to certain
other policies in the subject certification authority’'s domain.

For exanpl e, suppose that for purposes of facilitating
interoperability, the ACE Corporation establishes an agreement with
the ABC Corporation to cross-certify the public keys of each others
certification authorities for the purposes of nutually securing their
respecti ve busi ness-to-busi ness exchanges. Further, suppose that
bot h conpani es have pre-existing financial transaction protection
policies called ace-e-commerce and abc-e-comerce, respectively. One
can see that sinply generating cross-certificates between the two
domains will not provide the necessary interoperability, as the two
conmpani es’ applications are configured with, and enpl oyee
certificates are populated with, their respective certificate
policies. One possible solutionis to reconfigure all of the
financial applications to require either policy and to reissue all
the certificates with both policies appearing in their Certificate
Pol i ci es extensions. Another solution, which may be easier to
adm ni ster, uses the Policy Mapping field. |If this field is included
in a cross-certificate for the ABC Corporation certification
authority issued by the ACE Corporation certification authority, it
can provide a statenment that the ABC s financial transaction
protection policy (i.e., abc-e-comerce) can be considered equival ent
to that of the ACE Corporation (i.e., ace-e-commerce). Wth such a
statement included in the cross-certificate issued to ABC, relying
party applications in the ACE donmin requiring the presence of the
object identifier for the ace-e-commerce CP can al so accept, process,
and rely upon certificates issued within the ABC donai n containing
the object identifier for the abc-e-comrerce CP

3.3.3. Policy Constraints Extension

The Policy Constraints extension supports two optional features. The
first is the ability for a certification authority to require that
explicit CP indications be present in all subsequent certificates in
a certification path. Certificates at the start of a certification
path may be considered by a relying party to be part of a trusted
domain, i.e., certification authorities are trusted for all purposes
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so no particular CP is needed in the Certificate Policies extension
Such certificates need not contain explicit indications of CP. Wen
a certification authority in the trusted donain, however, certifies
outside the domain, it can activate the requirenment that a specific
CP's object identifier appear in subsequent certificates in the
certification path.

The other optional feature in the Policy Constraints field is the
ability for a certification authority to disable policy mappi ng by
subsequent certification authorities in a certification path. It may
be prudent to disable policy mappi ng when certifying outside the
domain. This can assist in controlling risks due to transitive
trust, e.g., a domain A trusts donmain B, donain B trusts domain C,

but domain A does not want to be forced to trust domain C

3.3.4. Policy Qualifiers

The Certificate Policies extension field has a provision for
conveying, along with each CP identifier, additional policy-dependent
information in a qualifier field. The X 509 standard does not
mandat e the purpose for which this field is to be used, nor does it
prescribe the syntax for this field. Policy qualifier types can be
regi stered by any organization.

The following policy qualifier types are defined in PKI X RFC 3280
[ PKI1]:

(a) The CPS Pointer qualifier contains a pointer to a CPS, CPS
Summary, RPA, or PDS published by the CA. The pointer is in the
formof a uniformresource identifier (URI).

(b) The User Notice qualifier contains a text string that is to be
di spl ayed to subscribers and relying parties prior to the use of
the certificate. The text string may be an | A5String or a
BMPString - a subset of the I SO 100646-1 multiple octet coded
character set. A CA may invoke a procedure that requires that
the relying party acknow edge that the applicable terns and
condi ti ons have been discl osed and/ or accepted.

Policy qualifiers can be used to support the definition of generic,
or paraneterized, CPs. Provided the base CP so provides, policy
qualifier types can be defined to convey, on a per-certificate basis,
additional specific policy details that fill in the generic
definition.
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3.4, Certification Practice Statenent

The termcertification practice statenent (CPS) is defined by the DSG
and PAG as: "A statenent of the practices which a certification
authority enploys in issuing certificates." [ABAl, ABA2] As stated
above, a CPS establishes practices concerning lifecycle services in
addition to issuance, such as certificate managenent (i ncluding
publication and archiving), revocation, and renewal or re-keying. In
the DSG the ABA expands this definition with the follow ng coments

"A certification practice statement may take the formof a
declaration by the certification authority of the details of its
trustworthy systemand the practices it enploys in its operations and
in support of issuance of a certificate . . . ." This formof CPSis
the nmost conmon type, and can vary in length and | evel of detail

Some PKlIs may not have the need to create a thorough and detail ed
statenent of practices. For exanple, the CA may itself be the
relying party and woul d al ready be aware of the nature and
trustworthiness of its services. |In other cases, a PKI nmay provide
certificates providing only a very low | evel of assurances where the
applications being secured may pose only marginal risks if

conmprom sed. In these cases, an organi zation establishing a PKI may
only want to wite or have CAs use a subscriber agreenent, relying
party agreenent, or agreenent conbining subscriber and relying party

terms, depending on the role of the different PKI participants. In
such a PKI, that agreenent may serve as the only "statenent of
practices" used by one or nmore CAs within that PKI. Consequently,

that agreenent nmay al so be considered a CPS and can be entitled or
subtitled as such.

Li kewi se, since a detailed CPS may contain sensitive details of its
system a CA nmay elect not to publish its entire CPS. It may instead
opt to publish a CPS Summary (or CPS Abstract). The CPS Sunmary
woul d contain only those provisions fromthe CPS that the CA
considers to be relevant to the participants in the PKI (such as the
responsibilities of the parties or the stages of the certificate
lifecycle). A CPS Summary, however, would not contain those
sensitive provisions of the full CPS that might provide an attacker
wi th useful information about the CA's operations. Throughout this
docunent, the use of "CPS" includes both a detailed CPS and a CPS
Sunmary (unl ess ot herw se specified).

CPSs do not automatically constitute contracts and do not
automatically bind PKI participants as a contract would. Were a
docunent serves the dual purpose of being a subscriber or relying
party agreenent and CPS, the docunent is intended to be a contract
and constitutes a binding contract to the extent that a subscriber or
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relying party agreenent would ordinarily be considered as such. Most
CPSs, however, do not serve such a dual purpose. Therefore, in nost
cases, a CPS' s terns have a binding effect as contract terns only if
a separate docunment creates a contractual relationship between the
parties and that document incorporates part or all of the CPS by
reference. Further, if a particular PKI enploys a CPS Sunmary (as
opposed to the entire CPS), the CPS Sunmary coul d be incorporated
into any applicable subscriber or relying party agreenent.

In the future, a court or applicable statutory or regulatory |aw may
declare that a certificate itself is a docunent that is capable of
creating a contractual relationship, to the extent its nechani sns
designed for incorporation by reference (such as the Certificate
Pol i cies extension and its qualifiers) indicate that terns of its use
appear in certain docunents. In the nmeantine, however, somne

subscri ber agreenments and relying party agreenments nmay incorporate a
CPS by reference and therefore make its terns binding on the parties
to such agreenents.

3.5. Relationship Between Certificate Policy and Certification
Practice Statenent

The CP and CPS address the sane set of topics that are of interest to
the relying party in terns of the degree to and purpose for which a
public key certificate should be trusted. Their primary difference
is in the focus of their provisions. A CP sets forth the

requi renents and standards inposed by the PKI with respect to the
various topics. |In other words, the purpose of the CPis to
establish what participants nust do. A CPS, by contrast, states how
a CA and other participants in a given domain inplenent procedures
and controls to neet the requirenents stated in the CP. |n other
words, the purpose of the CPS is to disclose how the participants
performtheir functions and inplenment controls.

An additional difference between a CP and CPS rel ates the scope of
coverage of the two kinds of docunents. Since a CP is a statenment of
requirenents, it best serves as the vehicle for conmunicating m ni num
operating guidelines that nust be net by interoperating PKIs. Thus,
a CP generally applies to multiple CAs, nultiple organizations, or

mul tiple domains. By contrast, a CPS applies only to a single CA or
singl e organi zation and is not generally a vehicle to facilitate

i nt eroperation.

A CAwith a single CPS nmay support nultiple CPs (used for different

application purposes and/or by different relying party comunities).
Also, nultiple CAs, with non-identical CPSs, may support the sane CP
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For exanple, the Federal CGovernnent m ght define a governnent-w de CP
for handling confidential human resources information. The CP will
be a broad statenment of the general requirenents for participants
within the Governnment’s PKI, and an indication of the types of
applications for which it is suitable for use. Each departnent or
agency wishing to operate a certification authority in this PKI may
be required to wite its own certification practice statenent to
support this CP by explaining how it nmeets the requirenents of the
CP. At the sane tine, a department’s or agency's CPS nmay support
other certificate policies.

An additional difference between a CP and CPS concerns the |evel of
detail of the provisions in each. Although the |evel of detail nmay
vary anong CPSs, a CPS will generally be nore detailed than a CP. A
CPS provides a detailed description of procedures and controls in

pl ace to nmeet the CP requirenents, while a CP is nore general

The main di fferences between CPs and CPSs can therefore be summari zed
as fol |l ows:

(a) A PKl uses a CP to establish requirenents that state what
participants within it nust do. A single CA or organization can
use a CPS to disclose howit nmeets the requirenents of a CP or
how it inplenents its practices and controls.

(b) ACP facilitates interoperation through cross-certification
unilateral certification, or other means. Therefore, it is
intended to cover nultiple CAs. By contrast, a CPSis a

statement of a single CA or organization. |Its purpose is not to
facilitate interoperation (since doing so is the function of a
CP).

(c) ACPS is generally nore detailed than a CP and specifies how the
CA neets the requirenents specified in the one or nore CPs under
which it issues certificates.

In addition to populating the certificate policies extension with the
applicable CP object identifier, a certification authority nmay
include, in certificates it issues, a reference to its certification
practice statenent. A standard way to do this, using a CP qualifier,
is described in Section 3.4.

3.6. Relationship Anong CPs, CPSs, Agreenents, and O her Docunents
CPs and CPSs play a central role in docunenting the requirements and
practices of a PKI. Nonetheless, they are not the only docunents

relevant to a PKI. For instance, subscriber agreenents and relying
party agreenents play a critical role in allocating responsibilities
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to subscribers and relying parties relating to the use of
certificates and key pairs. They establish the terns and conditions
under which certificates are issued, nmanaged, and used. The term
subscri ber agreenment is defined by the PAG as: "An agreenment between
a CA and a subscriber that establishes the right and obligations of
the parties regarding the issuance and managenent of certificates."
[ ABA2] The PAG defines a relying party agreenent as: "An agreenent
between a certification authority and relying party that typically
establishes the rights and obligations between those parties
regarding the verification of digital signatures or other uses of
certificates." [ABA2]

As nentioned in Section 3.5, a subscriber agreenent, relying party
agreement, or an agreenent that conbines subscriber and relying party

terns nmay also serve as a CPS. In other PKls, however, a subscriber
or relying party agreenent may incorporate sone or all of the terns
of a CP or CPS by reference. Yet other PKIs may distill froma CP

and/or CPS the terns that are applicable to a subscriber and pl ace
such ternms in a self-contai ned subscriber agreenent, without

i ncorporating a CP or CPS by reference. They may use the sane net hod
to distill relying party ternms froma CP and/or CPS and pl ace such
terns in a self-contained relying party agreenent. Creating such

sel f-cont ai ned agreenents has the advantage of creating documents
that are easier for consuners to review. |n sone cases, subscribers
or relying parties may be deened to be "consunmers" under applicable

I aw, who are subject to certain statutory or regulatory protections.
Under the legal systems of civil |aw countries, incorporating a CP or
CPS by reference nmay not be effective to bind consuners to the terns
of an incorporated CP or CPS.

CPs and CPSs nmy be incorporated by reference in other docunents,
i ncl udi ng:

* Interoperability agreements (including agreenments between CAs for
cross-certification, unilateral certification, or other forns of
i nteroperation),

* Vendor agreements (under which a PKI vendor agrees to neet
standards set forth in a CP or CPS), or

* A PDS. See [ABA2]

A PDS serves a simlar function to a CPS Summary. It is a relatively
short docunment containing only a subset of critical details about a
PKI or CA. It may differ froma CPS Summary, however, in that its
purpose is to act as a summary of information about the overal

nature of the PKlI, as opposed to sinply a condensed form of the CPS.
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Moreover, its purpose is to distill information about the PKI, as
opposed to protecting security sensitive information contained in an
unpubl i shed CPS, although a PDS could al so serve that function

Just as witers may wish to refer to a CP or CPS or incorporate it by
reference in an agreenment or PDS, a CP or CPS may refer to other
docunents when establishing requirenents or making disclosures. For
instance, a CP nay set requirenents for certificate content by
referring to an external document setting forth a standard
certificate profile. Referencing external docunments pernmits a CP or
CPS to inpose detail ed requirenents or make detail ed disclosures

wi t hout having to reprint |engthy provisions fromother docunents
within the CP or CPS. Moreover, referencing a docunent in a CP or
CPS is another useful way of dividing disclosures between public
information and security sensitive confidential information (in
addition to or as an alternative to publishing a CPS Surmary). For
exanple, a PKI may want to publish a CP or CPS, but maintain site
construction paraneters for CA high security zones as confidential
information. In that case, the CP or CPS could reference an externa
manual or document containing the detailed site construction
paraneters

Docunments that a PKI may wish to refer to in a CP or CPS include
* A security policy,

* Training, operational, installation, and user nmanual s (which nmay
contai n operational requirenents),

* Standards docunments that apply to particul ar aspects of the PK
(such as standards specifying the | evel of protection offered by
any hardware tokens used in the PKI or standards applicable to the
site construction),

* Key managenent pl ans,

*  Human resource gui des and enpl oynent nanual s (whi ch may descri be
sonme aspects of personnel security practices), and

* E-mail policies (which may di scuss subscriber and relying party

responsibilities, as well as the inplications of key managenent,
if applicable). See [ABA2]
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3.7. Set of Provisions

A set of provisions is a collection of practice and/or policy
statements, spanning a range of standard topics for use in expressing
a CP or CPS enpl oying the approach described in this franework by
covering the topic appearing in Section 5 below. They are al so
described in detail in Section 4 bel ow.

A CP can be expressed as a single set of provisions.

A CPS can be expressed as a single set of provisions with each
conponent addressing the requirenents of one or nore certificate
policies, or, alternatively, as an organi zed collection of sets of
provi sions. For exanple, a CPS could be expressed as a conbi nation
of the follow ng:

(a) a list of certificate policies supported by the CPS;

(b) for each CPin (a), a set of provisions that contains statenments
responding to that CP by filling in details not stipulated in
that policy or expressly left to the discretion of the CA (inits
CPS) ; such statenents serve to state how this particular CPS
i npl ements the requirenments of the particular CP;, or

(c) a set of provisions that contains statenents regardi ng the
certification practices on the CA regardl ess of CP

The statenments provided in (b) and (c) may augnent or refine the
stipul ations of the applicable CP, but generally nust not conflict
with any of the stipulations of such CP. In certain cases, however,
a policy authority may pernit exceptions to the requirenents in a CP
because certain conpensating controls of the CA are disclosed in its
CPS that allow the CA to provide assurances that are equivalent to

t he assurances provided by CAs that are in full conpliance with the
CP.

This franmework outlines the contents of a set of provisions, in terns
of nine primary conponents, as foll ows:

I nt roduction

Publ i cati on and Repository

I dentification and Authentication

Certificate Life-Cycle Qperational Requirenments
Facilities, Managenent, and Operational Controls
Techni cal Security Controls

Certificate, CRL, and OCSP Profile

Conpl i ance audit

O her Business and Legal Matters

CoNourwWNE
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PKIs can use this sinple framework of nine prinmary conponents to
wite a sinple CP or CPS. Moreover, a CA can use this sane framework
to wite a subscriber agreement, relying party agreenment, or
agreement c